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Abstract 

 

Transportation authorities are faced with the challenge of detecting contraband items, 

particularly firearms. In most cases, security personnel can reliably perform this task. 

However, these tasks require strong focus, which causes the operators to become 

stressed out in a short amount of time. During baggage inspections, some bags can be 

very difficult to classify due to the superimposing effect that can occur in cluttered bags. 

Additionally, officials desire enhanced passenger throughput in order to boost the 

profitability of the airport. This implies a need to increase the rate of passengers going 

through the X-ray detection machine. These challenges motivate the urgent need for an 

automated X-ray recognition system that can classify various types of objects, thus 

enhancing the accuracy of the X-ray machine operators’ final decision through the use 

of computer vision aided software. In this research, we propose new methods as well 

as modifications of existing methods that can be used to automatically classify hard-to-

recognize threats. In particular, we focus on detecting plastic threats instead of the easy-

to-recognize metal threats. The main contribution of this work is the development of a 

novel paradigm to classify 3D-printed plastic threats (such as a gun) in baggage, 

including a method for systematic data collection and an approach for Threat Image 

Projection. We also prove the effectiveness of our assumptions and approaches by 

generalizing our system to recognize new threats that the system has not been trained 

for.  

 

Keywords: X-ray; Image Recognition; 3D Printed Threats; Deep-Learning; Threat 

Image Projection 
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Chapter 1. Introduction 

 

In this chapter, a short introduction about automatic image recognition using X-

rays images and the challenges in this field is provided. The problem investigated in 

this study is then presented, in addition to the thesis contribution. Finally, a general 

organization of the thesis is provided.  

1.1. Overview 

The research in this thesis can potentially be of great benefit for security and 

screening applications by helping humans detect and recognize threats seen on an 

imaging system. As mentioned earlier, human brains are very good in recognizing 

threats in images. However, when fatigued and stressed with time, human performance 

usually decreases. Having an automated system can assist the security operators during 

the seconds the human eyes wander somewhere else and may miss the threat object that 

passes through a gate. Another important aspect of this thesis is proving the ability of a 

deep learning system to recognize plastics and 3D printed objects in X-ray images. All 

existing scientific papers published in the computer vision field address the topic of 

recognizing threats made of metals or ceramics, which are usually clear in the output 

of an X-ray image. However, in this thesis, we investigate plastics and 3D printed 

objects, and the ways to improve the ability of algorithms to recognize/detect low 

density threats in a security monitoring X-ray system. 

1.2.  Thesis Objectives 

As part of making Dubai the safest city in the world, the Dubai Police want to 

ensure that the city is gun-free. Achieving this goal relies on reducing the threat of 

smuggling guns or illegal objects across borders, airports, and sensitive entry check-

points. We propose to help in achieving this goal by working on an automated image 

recognition system that uses Deep Learning. To author’s best knowledge, there is no 

published work in the literature that discusses the challenge of using X-ray images to 

recognize plastic threats, such as 3D printed plastic guns. We have done extensive 

search of several databases with relevant keywords and have not come across any 

research work that deals with plastic threats. As such, the primary thesis objective is to 

address this challenge and assist in achieving the city’s goal. 



14 

 

1.3. Research Contribution 

The contributions of this research work can be summarized as follows: 

• A first of its kind solution to classify plastic threats (3D-printed guns) from X-

ray baggage images 

• A novel technique in image blending for synthetic X-ray image creation, i.e. 

projecting threats onto a normal negative class image. 

• Creation of the first dataset that includes X-ray 3D-printed threats  

• A novel systematic methodology for data collection that integrates 3 sources of 

data using different complexity levels. 

1.4.  Thesis Organization 

The rest of the thesis is organized as follows: Chapter 2 provides background 

about threat recognition in X-ray images. Moreover, related works to this research are 

discussed. The employed methodologies and algorithms are discussed in Chapter 3. 

Chapter 4 presents the experimental setup of the work. Chapter 5 presents the results 

along with their analysis. Finally, Chapter 6 concludes and outlines the future work.  
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Chapter 2. Background and Literature Review 

 

In this chapter, relevant research papers are reviewed. Recent work shows how 

the computer vision community has shifted towards detection using deep learning 

methodologies to achieve a great leap in accuracy. Previous works were more focused 

on hand-crafted feature descriptors. It is also important to note that good results in terms 

of accuracy have been achieved by having fusion of multiple techniques, e.g. combining 

a convolutional neural network (CNN) for feature extraction with a support vector 

machine (SVM) for final classification. In addition, many end-to-end CNN frameworks 

such as Inception and ResNet have achieved state of the art results as well. This 

literature review focuses on the achievements of the computer vision community in 

using X-ray images for baggage screening purposes. 

2.1.  Introduction to X-ray Imaging  

 In [1], an overview of applications of computer vision for X-ray testing is 

presented. A public databases for testing and evaluation, named by GDXray, is also 

discussed. Moreover, [1] compares two modern X-ray technologies currently in use, 

namely digital radiography and computed tomography CT imaging. Digital 

radiography uses electronic sensors to obtain X-ray projection of the target in digital 

format using a silicon detector as an image sensor. The energy from the X-ray is then 

converted to an electrical signal which then can be digitized into a digital image. On 

the other hand, CT imaging uses a cross-section of the target image, which can help 

separate objects from each other. This is particularly useful when occlusions are 

introduced. However, CT imaging is time consuming because it requires many 

projections to reconstruct an accurate cross-section. For this reason, we will focus on 

the digital radiography technique. Furthermore, by using dual energy X-rays, the 

density and effective atomic number can be used to generate a pseudo-colored 

(representative coloring) digital radiography image to represent different types of 

objects (e.g. metal/organic) [1].  An example image is shown in Figure 2.1. In addition, 

Figure 2.2 discusses an overview workflow of machine learning applied to X-ray 

images for various applications. 

 As concluded in [1], X-ray image recognition is still an open problem, due to 

loss of generality, deficient detection accuracy (trade-off between false alarms and 
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missed detections), limited robustness due to testing on only simple cases, and low 

adaptability. Hence, it is difficult to build an automated system suitable for all 

applications and scenarios.  

 

Figure 2.1: Example image showing different colors due to dual energy technique 

used in most single-view X-ray machines [1]. 

 

 

Figure 2.2: Overview diagram of machine learning workflow [1]. 

 

Five main applications are discussed in [1] for X-ray imaging: 

• Castings, which are effective for detection of bubbles and fractures, and 

are necessary in automotive industries 
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• Baggage monitoring for detection of guns and other contra-band  

• Food detection, e.g. fish bones in processed fish  

• Cargo monitoring of contents in trucks and vehicles to detect many types 

of contraband 

• Welding process for detecting defects  

2.2.  Traditional Machine Learning Strategies 

In the computer vision domain, [2] uses an approach based on “bag of visual 

words” learned with the k-means algorithm that is applied separately for each category. 

The descriptors were then transformed to a visual codebook which would then be fed 

to an SVM classifier. The authors have shown that local feature descriptors are good in 

that they are robust to scaling, rotation, and noise. This can be advantageous for the 

application of X-ray image classification. The accuracy of this novel approach yielded 

99.07% true positive rate (TPR) at a 4.31% false positive rate (FPR) on the receiver 

operating characteristic (ROC) curve. The high accuracy level in [2] was mainly due to 

the increased separation of vectors in the prime visual codebook by enhancing the 

clustering of positive and negatives. It should be noted that while the accuracy level 

reported in [2] is very high compared to many frameworks, the level of the dataset 

complexity cannot be ascertained since it is not publicly available. Figure 2.3 shows 

how different local features are extracted which are then combined into image 

descriptors. 

It is quite plausible that the high level of accuracy obtained in [2] is due to the 

huge dataset size (~ 11,000) compared to other papers in the literature. Additionally, 

only a single “firearms” class was used, rather than a multiple class recognition system.  

 

Figure 2.3: Two examples describing how hand-crafted techniques are performed [2]. 
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The work in [3] focuses on comparing multiple machine learning techniques, 

traditional, and recent deep-learning methodologies. A study of 10 different techniques 

and the accuracy of each method is presented for the common public dataset GDXray 

[4], which contains four classes (Normal, Gun, Shuriken, and Knives). The Sparse K-

Nearest-Neighbour (KNN), which is a new computer vision algorithm, provided 94.7% 

accuracy on a 4-object classification task. This Sparse KNN model outperformed many 

other models. [3] also used deep learning model on X-ray recognition tasks for feature 

extraction (not classification), and then fed these extracted features to a KNN model for 

classification. The results were very good, and a GoogleNet pretrained model gave the 

best accuracy of 96.3%. To overcome overfitting, [3] proposed an augmentation 

method that scaled the images by a factor of 12 to increase the number of images to 

10,800. The authors also note that there are differences in the physical behaviour of 

optical and X-ray images. In optical images, the reflected light from an object gives 

information about the surface. On the other hand, in X-rays, images are formed by 

radiating the object with X-rays that pass through the object, and these rays are 

attenuated according to the absorption law and the density of the object, thus providing 

information of the internal structure consisting of shadows from transparent layers that 

are superimposed. Nonetheless, optical and X-ray images share similar properties such 

as perspective imaging, geometric distortion, occlusions, noise, and intra-class variance 

[3]. For this reason, the authors argue that modern computer vision algorithms on 

optical images can be also used for X-ray images. The authors remarked that having a 

deep network that is fully trained on X-ray images rather than optical images can 

increase the accuracy.  

We would argue that although classification achieved in [3] is less than that in [2], 

the method in [3] is more robust since a 4-class classification problem is considered, 

rather than a 2-class problem as in [2]. However, even the results in [3] may not be very 

representative due to two reasons. First, single channel images are used, which lack 

embedded information. Second, the dataset in [3] is not challenging as it does not 

represent real life problems. In general, the available/public datasets are not complex 

and the threat images are already cropped from the complete baggage image. Hence, 

these datasets do not represent images as they would occur in the real world. Figure 2.4 

shows how threat objects become hard to classify when occlusions or distortions occur. 
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Figure 2.4: These images shows how objects become hard to classify when occlusions 

or attenuations are added [3]. 

 

2.3.  Convolutional Neural Networks (CNN) 

Akcay et al. [5] presented a comprehensive study related to deep neural network 

applications for classification and detection in X-ray images. This paper achieved very 

accurate results with ~ 99.0% accuracy based on a combined set of data. Ceramic knives 

were detected accurately, thus paving the way for more non-metal X-ray classification 

tasks. Moreover, the main task of this paper is a multiclass (6 objects) classification 

task. The results were best when the entire neural network is fine-tuned altogether. 

Freezing some layers and tuning the rest reduced the overall accuracy. This is an 

important point as in many cases such as [6], it has been found that with a small amount 

of data, it is better to freeze the low-level layers and fine-tune the final layers to 

maximize accuracy.  

It is important to note that although fine-tuning all the layers is better according 

to the tables of the paper, feeding the final layer space representation to an SVM 

classifier can further improve the accuracy from 99.26% to 99.56%. The performance 

of hand-crafted machine learning techniques such as BoW (Bag of Words) was worse 

than all of the other methods, with values between 68% to 83%. This contradicts [2] 

which claims to have achieved 99.07% with such methods. This may be either due to 

the simplicity of the dataset used in [2].  

It is also stated in [5] that the networks performed better on laptops and cameras 

compared to the other classes, while the networks achieved relatively lower 

performance for knife, ceramic knife, firearm, and firearm part, as shown in Figure 2.5. 

The similarity of these objects is likely the main cause of this reduction in performance. 
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Figure 2.5: Confusion matrices on different models. Notice high values of 

laptops and cameras [5]. The numbers from (0-5) corresponds to: Camera, Ceramic 

Knife, Gun, Gun Component, Knife, and Laptop, respectively. 

 

   In the remainder of this chapter, two additional papers would be discussed that 

use object detection techniques to detect threats in security baggage X-ray images with 

detection speeds that can be applied in real time applications.  
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The aforementioned public GDXray dataset was evaluated in [7] with three 

different object detection strategies. These strategies included YOLO [8] using the Tiny 

YOLO version, the YOLOv2, and the FRCNN-ResNet based algorithm [9]. The results 

were as intuitively expected, with FRCNN yielding accuracy as high as 98.4%. 

YOLOv2, although much simpler and faster, still performed very well with an accuracy 

97.1% [7]. Figure 2.7 shows some results from [7]. 

 

Figure 2.6: Examples of object detection methods on X-ray images [7]. 

 

It is important to note that [7] used a unique way of synthesizing the dataset to 

overcome the overfitting problem. GDXray dataset contain 1223 images, which is not 

enough to train big networks. To overcome the small dataset size, [7] employed image 

synthesis modeling using the images of the 4 categories (guns, blades, shuriken, and 

knives) and superimposing them on the cluttered baggage images. Using the 9 different 

orientations of the class objects and then using the superimposing technique, they were 

able to double the size of the dataset, as shown in Figure 2.7. The size of the dataset 
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was enlarged further by introducing an augmentation step to the combined dataset. This 

yielded a total of 3669 images, compared to the 1223 images available in the public 

dataset. This combined dataset was then fed to the three models [7].  

 

Figure 2.7: X-ray image modelling and projection of metallic guns to create more 

images [7]. 

 

Table 2.1: Performance measures on testing dataset [7]. 

Classes Precision  Recall  Accuracy [%] 

TinyYolo 0.69 0.82 89 

Yolov2 0.92 0.88 97.1 

FRCNN  0.93 0.98 98.4 

 

In a similar object detection task, another paper [10] focused on the Faster-

RCNN model. The same public GDXray datasets [4] were used and 2000 images were 

manually labelled with MATLAB ImageLabeler. The authors proposed a method that 

uses regions with a CNN for threat object detection. Training was done in four steps. 

The first step was to train the Region Proposal Network (RPN). In the second step, 
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training of Fast RCNN is done using RPN obtained in the first step. The third step 

consists of retraining the RPN using weights sharing with Fast RCNN. Finally, in the 

fourth step, Fast-RCNN is trained with updated RPN. The results in [10] show that a 

very high level of accuracy (98.42%) was achieved.  

Table 2.2: Detection performance on work in [10]. 

Object Number of 

Objects 

True detection False detection Accuracy [%] 

Handgun 537 525 12 97.77 

Shuriken 414 410 4 99.13 

Razor 368 362 6 98.37 

Total                                                                         98.42 

 

2.4. Related Work 

The work in [11] is the closest paper to the specific problem addressed in this 

thesis, and is the result of a collaboration between the Transportation Security 

Administration, Smith Detections company, and researchers from Duke University 

USA. [11] presented a detailed study on ATR for deployment on a real-life system with 

high speed and accurate performance. Some example images from their dataset are 

shown in Figure 2.8. 

The techniques and ideas mentioned in [11] can also be integrated in our work. 

In addition, the authors have found that using the high-energy and low-energy images 

instead of the color mapped images for a deep learning system had no difference in 

terms of improvement factor. Moreover, they noticed that combining multi-view and 

then OR gating their detection result can boost the performance compared to treating 

the multi-view images independently. The authors in [11] have provided suggestions in 

avoiding overfitting problem, including:  

1. Not using the same bag for the whole dataset 

2. Changing the type of object even though it is of the same class 

3. Changing object orientation and periodically adding more clutter  

4. Adding occlusions on the target objects and then splitting the dataset into 70-

10-20 distribution (training/validation/testing) while ensuring that the same 

bags of different orientations are in the same split 

5. Evaluation of false alarms [11]. 



24 

 

By utilizing all four views, the ATR algorithm in [11] is able to capture 95.5% 

of bags containing firearms at a 1% false alarm rate and 94.0% of bags containing 

sharps at a 3% false alarm rate. For future work, the authors state that a more advanced 

algorithm that combines information between different views may lead to better results.  

The authors have also tested FasterRCNN, single shot method SSD, R-FCN, 

and using popular public architectures such as ResNet, Inception, and Mobile Net. We 

note that Fast-RCNN was not tested due to it being replaced by the newer FasterRCNN 

version. Table 2.3 shows a comparison for different methods, in terms of mean average 

precision (mAP). 

Table 2.3: A comparison of various detection techniques along with their scores [11] 

 Firearms Sharps 

Model mAP mAP 

SSD: MobileNet V1 0.9393 0.6575 

SSD: Inception V2 0.9621 0.6575 

Faster RCNN: Inception 

Resnet V2 

0.9546 0.8003 

Faster RCNN: ResNet101 0.9644 0.7863 

R-FCN: ResNet101 0.9591 0.7884 

 

 

Figure 2.8: Example of baggages (work from Smith Laboratories). Datasets from this 

paper are more challenging than the public datasets of GDXray [11]. 

 

Some other related works are found in [12]-[14]. They provide insights into the 

details of image enhancement, dataset collection, and image synthesis, as well as means 

of creating new images from normal Stream of Commerce (SoC) datasets. A large 

number of images containing threats are created by projecting threat source images into 

real radiographs by means of multiplication. Background removal is achieved by 
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manually outlining the threat and background clutter, and then dividing by the mean of 

the non-clutter background. The Threat Image Projection (TIP) technique used in [12] 

can save researchers enormous time and money, since manually collecting X-ray 

images is time consuming and will typically lack variability in the baggage. An example 

is shown in Figure 2.9. [13] showed that by using both staged (manual screening) and 

TIP images, a highly accurate network can be developed that is capable of using X-ray 

images to detect cargo threats. The work in [14] showed that by applying the Log 

transformation on the images, the classifier performance can be improved. Deeper 

network frameworks (18-Layers) produced more accurate results than shallower (11-

Layers) architecture. Such findings are very important and form the basis of our work 

presented in the subsequent chapters. We summarize the results from [14] in Table 2.4. 

 

Figure 2.9: Example of TIP (threat image projection) on Cargo SoC datasets based on 

[12].  

 

Table 2.4: Comparison on different machine learning techniques from [14].  

Features H-measure FPR [%] 

Intensity 0.9 5.2 

CNN 11-layer + Log 0.99 0.47 

CNN 18-layer (FC1) + 

Log 

0.995 0.22 

ImageNet VGG-VD-19 

(FC2) + LOG 

0.993 0.34 
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 In view of the aforementioned papers, this thesis makes the following 

significant contributions: 

1- A method for creating synthetic X-ray images (Positive Classes) with seamless 

cloning 

2- A methodology for combining 3 data sources with different image complexities 

3- A state of the art classifier that can recognize threats with more than 90% 

accuracy 

4- A novel comprehensive plastic threat dataset  
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Chapter 3. Methodology 

 

In this chapter, we formulate the problem of plastic threat recognition from 

various angles. The main pillars of this work are explained, which are: 1) Data 

Collection, 2) Creating Datasets, 3) Threat Image Projection, 4) Deep Learning 

Framework.  

3.1. Problem Formulation 

In this thesis, the usage of a deep learning framework is considered. The task is 

to classify plastic threats with accurate rate and high speed to be implemented in real 

life scenarios with an execution time of less than 1.5 seconds. The classifier must be 

able to classify complex images as well, which makes the task more challenging. As a 

side note, many papers have published results in classifying “metallic” threats with 

datasets that are very simple and do not contain complex scenarios [3]. Thus, in this 

thesis, we will not only classify “plastics” but also plastics with obstructions included 

in the image to mimic realistic scenarios. The level of obstructions are determined by 

the visibility of the threat and will thus be contained in the training and testing datasets. 

Hence, creating a rigorous dataset is one of the fundamental elements in the success of 

the network.  

A deep network framework [15]-[16] is employed to classify a custom-made 

dataset that will be used to both train and validate the network. The dataset includes 

both staged and synthetic images with images of various complexity levels. Staged 

images are extracted from X-ray machines using custom designed baggage. Synthetic 

images are carefully processed to ensure that cloning is seamless to the human eyes and 

hence to the machine’s knowledge.  

3.2. Data Collection  

 Obtaining a dataset that includes 3D-printed threats is the main element in 

having a successful classifier. Published papers in 3D plastic threat classification do not 

exist in the open literature, and thus datasets containing plastic threats are not publicly 

available. For this reason, it was decided to build a new dataset. Building the dataset is 

a very complex task since it is based upon one’s imagination. There are no online 

sources that describe how plastics appear on X-ray images, or how criminals conceal 

them in baggage. Thus, it was our task to come up with imaginative scenarios 
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mimicking the criminal behaviour in trying to hide a threat.  At the same time, we did 

not want our entire dataset to contain images that are very hard to detect, such as when 

3D-printed guns are 100% occluded due to highly dense materials such as metals 

surrounding it. For this reason, we decided to perform a staged imaging framework that 

contains four complexity levels: simple, medium, hard, and very hard. 

Simple detection complexity images are images that do not have elements of 

occlusion or layered density items on top of each other. Medium detection complexity 

images contain mostly slight complex images with medium dense objects scattered 

everywhere, as shown in Figure 3.1 below. Hard detection complexity images are 

complex images that not only contain occlusions to the threat appearance, but also 

different layers super positioned with different colours on top of each other, as shown 

in Figure 3.2 below. 

 In very hard detection complexity images, 3D-printed guns are nearly invisible 

due to very dense materials surrounding it from all sides. Although this category was 

not included in the main dataset for training due to the gun being hidden, we believe a 

new class can be created in the future for such images with a “suspicious” label.  

 

Figure 3.1: Example of medium detection complexity plastic threat image under 

various occlusion scenarios. 
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Figure 3.2: Example of hard detection complexity plastic threat image under various 

occlusion scenarios. 

 

3.2.2. SoC and images extracted from manual staging. Although having a 

systematic manual data collection for studying and analysing the behaviour of 3D 

printed plastic guns is desirable, this may not be enough to train the network. It turns 

out that as much as we try to be creative in coming up with realistic staged images, we 

will always be limited with the number of baggage used, number of objects inserted as 

random occlusions, and the scenarios of the threat being hidden and organized in the 

baggage. For this reason, it is decided that staged images are not enough to have a 

generalizable classifier system to be implemented in real life scenarios. The only 

solution is to use the help of the randomness in the contents and packing style of 

passenger’s baggage. For this purpose, a Stream of Commerce (SoC) dataset was 

provided by the sponsor of this thesis, Dubai Police. The SoC dataset contains only 

baggage images and no personal information. Although we have overcome the problem 

of having only a small number of negative class images from the SoC dataset, the 

problem of balancing the positive class images still remains. One way to solve 

unbalanced classes is to use the TIP concept [17]. In this thesis, a novel Threat Image 

Notice 

the 

“hard to 

detect” 

gun 

from 

almost a 

90-
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Projection (TIP) technique is used on plastic threat images that were collected in the 

staged images dataset mentioned earlier. TIP for plastics is harder than metals since 

plastic threats have various superpositions of many other items on top of each other, 

due to being a low density material. On the other hand, metals are highly dense 

materials that have clear intensity level and maintain unique structure in X-rays. Details 

on our novel Threat Image Projection (TIP) technique will be presented later.  

3.2.3. Analysing the different materials in an X-ray image. To fully 

understand the problem, we had to personally collect X-ray images with various organic 

materials to try to understand which materials have the greatest effect on the threat. 

Although we already know that the more dense material will super-impose the lighter 

one, this is not always the case when dealing with organic materials. Occasionally, the 

materials add up in favour of the plastic threat itself since the super-imposed layer may 

increase the contrast of the threat itself and hence make it clearer. Moreover, by varying 

the types of materials, we can better gauge the ability of the algorithm to distinguish 

threats that are already hidden under many other layers. 

Figures 3.3, 3.4, and 3.5 illustrate the materials used and the effect of metals 

and organics, when they are superimposed on 3D printed plastic threats. Plastics were 

intentionally inserted in these baggages, and the best option was kids toys. The main 

reason is that these toys are made from plastics and hence they are close to the 3D 

printed guns in term of chemical properties. The second reason is that criminals may 

try to smuggle guns in future by pretending that such threats are toys that are in the 

middle of other kids objects. 

    

Figure 3.3: Example of materials used to test the effect of organics (non-metals) on 

plastics. 
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Figure 3.4: First example of threat plastic image under a certain occlusion level. 

 

 

                      

Figure 3.5: Second example of threat plastic image under a certain occlusion level.  
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3.3. Importance of Having Three Data Sources 

As mentioned earlier, we have three data sources in our dataset. These sources 

are critical for the success of the network.  

3.3.1. SoC images. The importance of the SoC dataset lies in providing the 

network with the maximum variability in the range of objects and baggage due to the 

very large number of passengers, allowing the network to fight overfitting problems 

significantly. The SoC cannot be imitated by staged baggage due to the randomness of 

bags, cultures of passengers, and different methods to organize a fully packed baggage. 

For this reason, having SoC is ideal for the system to generalize on public security 

transport systems. We will use SoC images for “Normal” negative class and as a 

background image for many of the “Threat” positive class, where the staged threat 

image will be projected upon, resulting in the third data source: synthetic images.  

3.3.2. Staged images (manual screening). Staged images are used for various 

reasons. First, it helps in understanding the behaviour of plastics under various 

occlusion scenarios and the effect of superpositions when materials of different 

densities lies on top of each other. This will help in understanding the complexity levels 

and will alert us to the thresholds that tell us when to stop adding more objects in the 

baggage for attaining a reasonable complexity. Second, staged images have a critical 

role in providing the dataset with more positive classes. This will generate many more 

positive classes for the network to learn effectively. Moreover, to make the network 

more efficient, there must be complex scenarios of staged images with many 

occlusions. It is also important to verify that the network not only learned on fake 

(synthetic images), but also to real threats occluded by different objects. 

3.3.3. Synthetic images. In the synthetic images dataset, we will have a 

combination from the previous two datasets through the concept of TIP.  The synthetic 

images dataset will be used in the positive “threat” class. Its creation will be discussed 

in more detail in the image processing section. The reason we have gone for the 

approach of synthetically creating images is because deep learning frameworks (such 

as convolutional neural network) require hundreds or thousands of images to converge 

to good results. With all of the various trials to collect staged threat images using 

custom baggage, we will have limited number of baggage, limited objects to insert as 

occlusion objects, and limited creativity in ordering and hiding items in the baggage to 
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imitate the criminal behaviour and mentality. Hence, the best option would be to create 

new images based on the randomness of the SoC dataset of real passengers as 

background while projecting the threat taken from the staged image data source 

mentioned in earlier sections. The synthetic images should be created in a very 

sophisticated way to ensure there are no cues to humans or machines to notice that it is 

not real threat image, making it indistinguishable. It is important to note that we have 

achieved a high level of authenticity in threat superimposed synthetic image that makes 

it very hard to differentiate from other real threat images.  

3.4. Dataset  

Datasets are the most important part of the deep learning system. They are the 

key ingredient that is responsible for: 

1- Defining the domain area of the network. Networks perform poorly when 

tested on images outside their domain 

2- Having an important role in the level of accuracies 

3- Setting the limit of generalizations (SoC is the best for generalization 

factors) 

For this reason, we have decided to create four main datasets that will be analyzed and 

experimented in the next chapter. It is important to note the difference between the term 

“dataset” and “data source”. Each of our four datasets must contain our three data 

sources (Synthetic – Staged – SoC) in all cases.  

3.5. Image Processing   

3.5.1. Blending threat images to a SoC dataset. Although the projection of 

threats onto a SoC is not new, the method used in this thesis of TIP on X-ray images 

has not been previously reported in the literature. Instead of directly using the TIP 

method in [17]-[18], we have used a Poisson image editing technique, instead [19]. It 

was implemented in MATLAB [20]. [19] is based on solving a Poisson differential 

equation, wherein gradient domain instead of intensity of pixels in image cloning is 

used to blend two images for solving the Poisson equation with a predefined boundary 

condition. It is shown in [19] that the mathematical model can achieve seamless cloning 

through image interpolation using a guidance vector field and mixing of gradients. 

Although this technique is used for natural images projections, it turned out that it works 



34 

 

perfectly with X-ray threat projections, and does not leave behind any hidden visual 

cues. The following example (Figure 3.6) is taken from [19]-[20] respectively, as an 

example of the result: 

 

 

 

 

 

 

Figure 3.6: Example taken from [20] which is based on [19]. 

Source 

Target 

Result 
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Figures 3.7, 3.8, and 3.9 illustrate the steps in projecting threat images on our 

Negative class staged dataset. 

First step: Select the target image (Figure 3.7) 

 

Figure 3.7: An example of a normal negative class image.  

 

Second step: Select the source object and crop intelligently (Figure 3.8) 

 

Figure 3.8: An example of a positive staged threat class image.  
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Result: Synthetic Image (positive threat class projected on normal negative class 

staged dataset, Figure 3.9) 

 

 

 

 

 

 

 

 

 

 

Figure 3.9: An example of TIP.  

 

The aforementioned novel approach is a leap forward since without this 

technique, nothing could have been accomplished due to dataset imbalance that causes 

overfitting problems with negative class dataset. This novel approach has many 

advantages, including:  

1- Tackling overfitting 

2- Ability to use our large negative class SoC dataset and turn some of the 

images into a positive class through threat projections 

3- Giving the ability to choose the way we want to project the threat, whether 

we choose to project the entire area of the threat or simply the threat itself   

4- Giving us the ability to decide which location in the SoC image to act as a 

target for the threat object, mimicking the criminal way of thinking  

3.5.2. Color transformation. We have mentioned earlier in the literature 

review section that when dealing with metal guns, papers such as [17] noticed that 

normalization has effects on metals, hiding some of its features. [17] thus used the log 

Threat 

projected 

with no 

visual cues, 

using  

[17],[20]. 
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of the image and achieved a noticeable improvement in the network performance. 

Interestingly, this technique did not work with our case. Rather, the log transformation 

improves the detectability of the metal in the baggage as they are amplified in intensity, 

but has a negative effect on organic materials such as 3D printed plastics.  

 While inspecting the images, it was also noticed that normalizing our images 

has the effect on occluding plastics as shown in Figure 3.10 before enhancement. 

Thus, we propose to apply color transfer which, after normalization, will have 

a positive effect on plastics rather than hiding its features. After several trials, it was 

noticed that by taking the complement of the image that includes a 3D plastic threat, 

normalization no longer has the attenuation effect on (non-metallic) 3D threats. Hence, 

it is assumed that this can help our network to learn better. This assumption will be 

explained and then tested in the next chapter.  

 

Figure 3.10: Illustration on how taking the image’s complement can decrease the 

effect of normalization on organic object.  



38 

 

3.6. Deep Learning   

3.6.1. Failed attempts of classical machine learning techniques. Initially, we 

tried several classical machine learning techniques, for various reasons that include: 

1- Having a very small dataset of x-ray images that made it impossible to train 

deep networks end-to-end. 

2- Starting with GDxray public dataset [4] and reference papers [1]-[3] which used 

some machine learning techniques that seemed promising at the beginning 

3- Wanting to understand the fundamental limitations of these topologies and their 

failures, thus giving us a better understanding of the problem 

The techniques used in [1]-[3] were very popular and are still popular with small 

datasets. However, as problems increase in complexity (such as 3D printed plastic 

threats), in which objects can get occluded, affected with noise, blurred, and super 

positioned with different materials, they become increasingly difficult for classical 

algorithms to handle. This behaviour reduces the performance of classical machine 

learning techniques that deal with hand-crafted features. Some of the methods we 

have tried were: 

1- Extracting activations from a deep network pre-trained on ImageNet for feature 

extraction (without tuning the network) and applying a KNN classifier on it 

2- Applying activation extractions on various layers of the deep network, using 

multiple pre-trained networks as information representation systems only, 

without training 

3- Altering the cost functions and experimenting with the value of k in KNN. 

However, we have noticed that these models are not useful at all in our problem. Once 

the model is tested on a testing set, the results are randomly distributed with accuracies 

that oscillate over a huge range. This motivated us to look for a different framework. 

We saw that deep networks are the best systems that can learn from the given 

information (images in our case), since these networks support learning functions. 

There are differences between Deep Neural Networks (DNN) and Convolutional 

Neural Network (CNN). DNN are based on many fully connected layers that are not 

applicable for our problem, since DNN has a huge number of parameters that make the 
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system overfit to the training dataset. On the other hand, CNN works well with images 

due to advantages mentioned in earlier chapters.  

 As a summary of our many attempts with GDXray dataset, Table 3.1 illustrates 

some of the models used and its corresponding accuracies: 

Table 3.1: Comparison on the attempts done along with a comment on each trial  

Dataset Accuracy Technique Comments 

GDXray 71% Trained “AlexNet” 

network with GDXray 

dataset 

The network was 

overfitting entirely on 

“Normal” Class.  

GDXray 70.86% Feature extraction of 

“Alexnet” activations of 

layer = fc7. Then, 

applying KNN classifier; 

k=1 

Layer = fc7 turned out to 

be bad for classifying 

accurately. Information 

representation was not 

maximized with this 

layer.  

GDXray 92.14%  Feature extraction of 

“Alexnet” activations of 

layer = fc6. Then 

applying KNN classifier; 

k=1 

It turned out that layer = 

fc6 was very good in term 

of image representation, 

and hence the classifier 

classified accurately.  

GDXray 93.71% Feature extraction of 

“ResNet” activations of 

layer = 56/347. Applying 

KNN with k = 5.  

By changing the distance 

function to “Cosine 

Distance”  the network 

achieved better results. 

GDXray 99% Trained “AlexNet” end-

2-end.  

Dataset was badly 

represented. To remedy 

this, both splits were 

mixed and partitioning 

was applied. 
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Based on significant investigations, we concluded that we need to ensure that 

both the training and testing datasets had similar complexity images. Not doing so will 

lead the network to target on a particular destination while the real “testing data” is in 

a different location.  

3.6.2. Failed attempts of fine tuning on basic staged images. The method we 

chose, given our limited dataset size, was to fine-tune pretrained networks such as and 

GoogleNet [15], Alexnet [16], VGG [21], and ResNet [22]. These methods did very 

well when used to classify the metallic guns from the GDXray dataset. High levels in 

terms of accuracies were achieved, and it was thus assumed these methods would work 

with 3D plastic threats as well, given the correct dataset, image processing, variance, 

and training options. After we have shifted towards CNN pre-trained models for 

classifying 3D-printed plastic threats, we noticed that the problem with overfitting was 

still occurring. Although training accuracies did increase rapidly, the testing accuracy 

was very low. This indicated that this was due to an over fitting problem, perhaps due 

to:  

1- Small training dataset 

2- Small variance within the images 

3- Inefficient use of augmentation  

4- Incorrect training options 

These problems were tackled individually. As for the small training dataset, we 

managed to increase the dataset greatly, through having a fruitful collaboration with the 

Dubai Police who provided the SoC data of historic baggage inspections. However, 

these images were only negative “Normal” class images. The small variance within the 

positive “Threat” class was still a problem. We solved this point through TIP mentioned 

earlier in this chapter. As for the issue of augmentation, understanding the nature of X-

rays is very important before applying any kind of augmentation. For example, applying 

“scaling” on a tightly packed X-ray image is very bad for the network. The scale factor 

will zoom in toward an area that does not contain any cues that a plastic threat is hidden, 

and hence the network will not learn. Another example is intensity augmentation, which 

can be beneficial with natural optical images, since images differ in intensity level 

depending on the time of day, type of camera, and angle at which it was taken from. In 

X-rays, however, this is not the case. In fact, colours within an X-ray image are 
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embedded information of the materials themselves. For example, if the intensity level 

was changed for a baggage filled with organic materials, this can change the 

information of the material, turning a plastic object to a light cotton made material, 

since all organic materials are orange in colour but differ in their intensity levels. 

However, very slight intensity augmentation can be useful to mimic the changing 

differential errors between different scanners. For these reasons, we have removed scale 

and intensity augmentations, but have used other types of augmentations that will be 

discussed in more details in the next chapter that deals with experiments. The final issue 

of the  training options is a delicate matter since every argument has a drastic effect on 

the solution of the algorithm and its accuracy. Changing the variable options such as 

learning rate, epoch time, optimizer function, and many more, are very critical for the 

convergence of the problem. We have tried to find the optimum point and apply it for 

this complex classification problem. Again, these settings will be discussed in more 

details in the following chapter.   
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Chapter 4. Experimental Setup 

 

In this chapter, we describe the setup of our experiments. It is important to note 

that while more than a hundred trials with various scenarios were conducted, only five 

representative trials will be discussed. Trial #1, #2, and #3 are based on Alexnet 

framework with different datasets, while Trial #4 and #5 are based on Googlenet 

network. All of the trials are based on fine-tuning end-to-end learning of Convolutional 

Neural Networks. The main variables are: 

1- Dataset (3 combination of datasets are used) 

2- Network model (3 main networks are discussed) 

3- Usage of image processing techniques 

All trials were conducted using MATLAB. It may be noted that it have been tried to 

create a network from scratch using a similar architecture to the Alexnet public model. 

Though promising initial results were found, the accuracy did no go beyond ~80%. 

Thus, it was decided to use an existing architecture instead. Moreover, concentrating 

on creating a network architectures would alter the focus and scope of this thesis to a 

very broad problem with many uncontrolled variables. Though creating a network from 

scratch is simple, fine tuning the parameters with a small dataset that does not exceed 

1,500 images is extremely difficult. Publicly available chest X-ray images were also 

used to train the parameters and fine tune the network. It was found, however, there are 

huge differences in the physical properties of medical X-ray and baggage screening 

images.  The difference in the physical properties made transferring medical knowledge 

to baggage applications insignificant. For example, chest X-rays are rotational and 

vertical flip sensitive. However, with baggage screening, rotating and flipping the 

image does not alter the meaning it conveys. Another example would be intensity 

augmentation. Changing intensity might not affect chest X-rays as much as it can affect 

baggage screening, due to the embedded information in baggage’s colour format.  

4.1. Transfer Learning from Natural Image Classifier to an X-ray Classifier 

This scheme is proposed for classifying plastic threats hidden in X-ray baggage 

images. In these architectures, each network uses a different concept and technique 

within its layers that has its own effect on accuracy, speed, rate of convergence, and 

memory size.  
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4.1.1. A group of deep learning models with fine tuning architectures to 

be inspected. The deep layer network parameters of these models have to learn the 

small features of the X-ray images. Although the network itself is trained on natural 

image dataset ImageNet [15]-[16]-[21], with a new diverse dataset, it can re-learn all 

of its parameters to make it suitable for a new style of images. This will be handled 

using higher number of epoch and smaller learning rates. The initial parameters will be 

changed to accomplish this new task, and the selection of the initial values will be of 

great importance in speeding up learning model convergence.  

All of the three chosen pre-trained models are based on natural (optical) images 

dataset called ImageNet. Many sources such as [3]-[11] have noted that although these 

networks are trained on optical based images, they were successful in classifying X-ray 

baggage metallic threats after fine-tuning with a smaller dataset. The key here is 

determining how big the size of the dataset should be to allow the network to change 

parameters and successfully converge. We will test our four combinations of datasets 

on these three networks, since each network differs in the way it learns, the time it 

requires to converge, and the ability to classify complex images. A brief detail of each 

network is summarized as follows: 

1- Alexnet: One of the earliest CNNs created (2012). Although it is made up 

of 8 layers only (5 filters and 3 fully connected), it has many parameters to 

train (+60 million).  

Advantages: 

1- Fast to train  

2- Fast to test  

3- Simple architecture  

2- Googlenet: One of the later models, created by researchers from Google in 

2014 [15]. It is based on inception layers and 1x1 convolution filters. It has 

fewer parameters to train (+4 million) compared to Alexnet. However, it is 

slower to train than Alexnet [16].  

Advantages: 

1- Lower error rate than Alexnet in ILSVRC  competition  

2- Deeper network (22 layers) 

3- Small memory size (~20Mb) 
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3- VGG: Created by researchers are from Oxford University and a runner-up 

in the ILSVRC competition [21]. The network is 16 layers deep but contains 

+130 million parameters, any may thus be hard to handle in our application. 

Advantages: 

1- Famous image feature extractor 

2- Simple architecture (close to Alexnet) 

Based on these advantages mentioned, we decided to test their ability to extract and 

classify information as an end-to-end system using baggage X-ray images. After each 

training, we will measure: 

1- Training accuracy of the model 

2- Training loss 

3- Validation accuracy 

4- Testing accuracy (to verify the validation result with a different set) 

5- Confusion matrix to extract false positive and false negative 

From the results, we then select the network with the best outcomes and choose 

them to be our chosen model for this thesis. We will not consider speed as an indicator 

of good performance since our main focus for this thesis is the ability of the network to 

classify 3D plastic threats correctly, as long as it is less than 1.5 seconds. However, if 

there two networks yield similar accuracies, we will chose the network with faster speed 

on testing images. 

4.1.2. Hyperparameters’ options selection. A deep learning framework such 

as Convolution Neural Networks has many variables that can be tuned to fit our scope. 

On the other hand, there are parameters that have been established during the creation 

of the architecture from scratch, such as: 

1- Padding of zeros 

2- Strides 

3- Input size 

4- Number of layers 

5- Convolution window size 

6- Series or direct acyclic graph network 
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In this thesis, we will not change the pre-established settings as that would lead 

to very broad, uncontrolled variables. However, we will focus on the variables that are 

included in the training options of the deep networks framework. Such variables 

include: 

1- Network model type 

2- Number of epoch time 

3- Mini-batch size 

4- Optimizer function 

5- Learn rate 

6- Augmentation 

We will try three network models as mentioned earlier, and experiment with the 

augmentation style, epoch time, batch-size, and the learning rate.  

4.2. Dataset Analysis and Cleaning  

Analyzing and cleaning a dataset is one of the most important steps before 

applying any machine/deep learning architecture. The raw data is usually not suitable 

to be directly fed to the CNN without a pre-processing step that includes cleaning. It is 

very common to have a dataset with many errors during data collection phase due to: 

1- X-ray machine errors from anomalies in transmitting photons and receiving 

them on the other side 

2- Human error (labelling error), such as having mistakenly placed a normal 

negative class image in a positive threat class folder 

3- TIP cases which are unsuccessful and have left behind large visual cues  

4- Unbalanced datasets (positive class being larger than negative class) 

5- Very complex images with ~100% occlusions  

Such errors are very common in many data collection scenarios including 

baggage X-rays. Thus, we must clean our datasets and analyze them to ensure that the 

dataset contains only images suitable for the network to learn and classify. Not doing 

so would lead the network to diverge.  

4.3. Dataset  

The cleaned dataset needs to be divided in order to consider the different cases. 

The four case scenarios that are going to be discussed will give us insight into which 
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dataset to pick for our intended model. We will only consider our latest datasets, namely 

datasets that have been obtained by combining staged threat images and SoC, since 

earlier datasets did not give any valuable results due to overfitting issues.   

4.3.1. Dataset size and content. The datasets were used in different combinations 

for every experiment conducted. In dataset #1, our focus was to classify plastic threats 

that are in light background intensity, since our SoC images were extracted from the 

machine in their standard image format with a light background color. In dataset #2, we 

have taken our light background images, which exhibit attenuated features when being 

normalized as mentioned earlier, and then transformed it into its complement. When 

we take the complemented image and perform normalization on it, the features do not 

get attenuated anymore, and hence, we decided to have a dataset that only includes the 

complement of the light background intensity and examine how the network behavior 

will change. In dataset #3, we have combined our light background image dataset with 

our dark background images we have collected during staged images collections. We 

want to understand whether networks take into consideration the embedded information 

in colors of the images when learning parameters for detecting plastic threats. We have 

used an online public X-ray dataset GDXray [4] and have used their metal gun and 

“Others” class data.  In dataset #4, we want to detect four classes at the same time 

(isolating plastic 3D threat and metallic threat as two different classes and isolating 

“Normal X-ray baggage image class” and “Others Class” as two different things). 

“Normal class” refer to our own Normal class that we extracted and created while 

“Others class” is the Normal class in [4]. These are random baggage crops of black and 

white background. In each of these four datasets, a full network will be run entirely to 

investigate different behaviors and we will try to interpret the representation and 

extraction ability of our deep network.  

• Dataset #1: For two-class classification. This dataset contains both SoC projections 

and Staged images. 

Class 1 = Plastic threat, 371 images 

Class 2 = Normal baggage, 378 images       

Total = 749 images – 90% training, 10% validation dataset 
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Note: 

Dataset #1-a will refer to images of standard light background color 

Dataset#1-b will refer to images that have undergone color transformation / 

complement of the original images.  

• Dataset #2: For two-class classification. This dataset contains both SoC projections 

and staged images. We have added in this dataset more images that we considered 

“badly projected images” to increase the dataset total images. 

Class 1 = Plastic threat, 406 images 

Class 2 = Normal baggage, 406 images 

Total = 812 images – 80% training, 10% validation, and 10% testing dataset 

• Dataset #3: For 2-class classification. In this dataset, we want to investigate 

whether the network can generalize and learn to classify images extracted from 

machines with different color standards such as BW and dark intensity background 

images. 

Class 1 = Plastic threat, 562 images with different machine color formats 

Class 2 = Normal baggage, 562 images with different machine color formats  

Total = 1124 images, 80% training, 10% validation, and 10% testing.  

• Dataset #4: For multi-classification task. This dataset contained the following 

classes:   

Class 1 = Plastic threat, 408 images 

Class 2 = Normal baggage, 406 images 

Class 3 = Metallic gun, 350 images 

Class 4 = Others – random mini crops of a BW X-ray, 427 images 

            Total = 1591 images – 80% training, 10% validation, 10% testing datasets. 

These four different datasets will be experimented along with graphs and confusion 

matrices to reflect the best results and come with up with a meaningful conclusion.  
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4.3.2. Dataset augmentation. Having a medium size dataset – above 500 

images - is not enough to train the network to perform well on testing. For this reason, 

we will apply various forms of random augmentations to tackle this issue and be able 

to generalize well to the huge range of valid real case scenarios.  

 We will utilize the built-in augmentation function “AugmentedDataStore” 

available in MATLAB. The variables are included in the list below along with the 

intended values: 

1- Random rotations: from [-60 60] 

2- Random horizontal translations: from [-3 3] 

3- Random vertical translations: from [-3 3] 

4- Random horizontal reflections 

5- Random vertical reflections 

Here we notice that many of the available augmentation variables have not been used. 

The reason is that in some augmentations, the meaning of the class differs. For example, 

applying “random scale” will zoom in the image, however, this cannot happen since 

the X-ray generator emits rays to the baggage from a fixed location, unlike natural 

“optical pictures” with unconstrained space requirements captured from cameras from 

any location.  Hence, this was not suitable for our network. Another example is the 

intensity augmentation. In a real natural “optical” image’s world, the effect of the sun 

can be critical to the image intensity level and hence, we need to augment different 

intensity levels to cover the entire variations of the sun during a full day. In X-rays, we 

do not need to augment the intensity level since brightness is a controlled variable. We 

choose the image transformation style directly from the machine, unless we want the 

network to generalize to a range of scanners. In that case, we need to apply very slight 

intensity augmentation due to slight changes of image quality with different machines. 
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Chapter 5. Results and Analysis 

 

In this chapter, we train and test our pre-trained networks mention in Section 

4.1.1 on each of the different types of datasets mentioned in Section 4.3.1. These 

datasets are therefore the core ingredient or “variables” in our proposed experiment. 

We note that choosing a high-quality, comprehensive, and diverse dataset affects the 

final accuracy of the system. We also evaluate the networks with different setting points 

to determine the critical “sweet spot” of our system solution. The augmentation of the 

dataset is similar to Section 4.3.2. Each experiment setting will be called a “Trial” and 

we will train and test the models with different datasets accordingly.  

5.1. Simulation Results 

The following datasets are tested: 

1- Dataset #1 (SoC and Staged images; one color type) 

2- Dataset #2 (SoC and Staged images; increased number of images, one color 

type) 

3- Dataset #3 (SoC and Staged images; images of three color types)  

4- Dataset #4 (Similar to Dataset #1 but with two additional classes)   

5.1.1. Alexnet pretrained model. In Trial 1, we will train Alexnet model and then 

test it accordingly. We simulate the model with Dataset #1 with the following settings:  

1- Data augmentation: Yes  

2- Learn rate: 0.001 

3- Batch size: Standard 128 

4- Loss function: SGDM 

5- Epoch: 60 

6- Data partitioning: 90% training, 10% testing 

Figure 5.1 shows the training performance of this model. Table 5.1 shows the results 

on the validation set in terms of a confusion matrix. 
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Figure 5.1: Training chart of Alexnet model based on Dataset #1, Trial 1. 

 

Table 5.1: Confusion matrix for Trial 1, validation accuracy: 68.85% 

True Class Normal 28 2 

Threat 17 14 

 Normal Threat 

Predicted Class 

 

In Trial 2, we increase the size of the dataset with 75 more images in both classes 

and train the network again. Results are slightly improved as follows in Figure 5.2 and 

Table 5.2: 

 

Figure 5.2: Training chart of Alexnet model based on Dataset #2, Trial 2. 



51 

 

Table 5.2: Confusion matrix for Trial 2, validation accuracy: 76% 

True Class Normal 21 16 

Threat 2 36 

 Normal Threat 

Predicted Class 

 

The accuracy was increased by increasing the size of the dataset, indicating that 

by having a more diverse dataset, the network generalized better. The current results 

shows that the network can learn, but it is not learning fast. It needs a more complex 

learning architecture.   

Before testing alternative deeper networks, additional investigation would be 

conducted on Trial #3 to see the effect of improving the visibility of plastics in the 

images by taking the image’s complement as an image pre-processing step mentioned 

in section 3.5.2. In Trial 3, the results are as follows in Figure 5.3 and Table 5.3:  

 

 

 

  

 

 

 

 

 

Figure 5.3: Training chart of Alexnet model based on Dataset #2, Trial 3. 
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Table 5.3: Confusion matrix for Trial 3, validation accuracy: 57.33% 

True Class Normal (color 

transformed) 

26 11 

Threat (color 

transformed) 

21 17 

 Normal Threat 

Predicted Class 

 

This method is much worse than having the dataset with its normal color space without 

any color transformation.  

5.1.2. VGG pretrained model. VGG19 is a deeper network, which suggests 

that is can learn more complex data. Therefore, it has been decided to train it with the 

same settings as in the previous example. The system was able to be succesfully trained 

only when the batch size was reduced to a very small number, due to GPU memory 

problem. The small “batch size” made the accuracy very low, and hence the training 

was not successful. When batch size was increased, an error popup showing “GPU low 

in memory” due to the size of the layers and the way the network is learned. Therefore, 

this model was unsuccessful due to the GPU not being able to withstand the memory 

requirements.  

5.1.3. GoogleNet pretrained model. GoogleNet has the most complex 

architecture amongst the previous models. Therefore, it is logical to say that such a 

network would be able to classify more complex images. We present three simulations 

using this model with training performed on Dataset #2, #3, and #4. 

Trial 4 uses Dataset #2 with the following settings:  

1- Data augmentation: Yes  

2- Learn rate: 0.001 

3- Batch size: Standard 128 

4- Loss function: SGDM  

5- Epoch: 90  

6- Data partitioning: 80% training, 10% validation, 10% testing 
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The result is as follows in Figure 5.4 and Table 5.4:  

Figure 5.4: Training chart of Googlenet model based on Dataset #2, Trial 4. 

 

Table 5.4: Confusion matrix for Trial 4, validation accuracy: 91.36% 

True Class Normal 38 2 

Threat 5 36 

 Normal Threat 

Predicted Class 

 

One can immediately notice that the results far outperformed the Alexnet model. 

Hence, this model is the most accurate result in our research for a 2-class classification 

problem.  

 In Trial 5, we use Dataset #3, with augmentation increased in this trial as 

follows: 

• Random Rotation: [-90 90] (to ensure enough variance is applied to the dataset). 

The results are shown below in Figure 5.5, Tables 5.5 and 5.6: 
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Figure 5.5: Training chart of Googlenet model based on Dataset #3, Trial 5. 

 

Table 5.5: Confusion matrix for Trial 5, validation accuracy: 88.3% 

True Class Normal 56 9 

Threat 6 58 

 Normal Threat 

Predicted Class 

 

Table 5.6: Confusion matrix for Trial 5, testing accuracy: 89% 

True Class Normal 59 5 

Threat 9 56 

 Normal Threat 

Predicted Class 

 

These results indicate that models such as GoogleNet can be generic with 

images of different colors in the same dataset. Although the result is not as good as the 

case when Dataset #2 was applied, it still shows that accuracies can be within an 

acceptable range when sufficient information is included in the dataset.  

Finally, Trial 6 investigates a 4-class classification problem. In this problem, we 

want to explore whether the network can classify both, plastic and metallic guns at the 

same time. This was done by integrating the author’s dataset along with GDXray 
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publicly available dataset [4]. In this example, Dataset #4 is used with the following 

settings:  

1- Data augmentation: Yes  

2- Learn rate: 0.001 

3- Batch size: Standard 128 

4- Loss function: SGDM 

5- Epoch: 90 

6- Data partitioning: 80% training, 10% validation, 10% testing 

The details of the four classes are: 

• Gun: Metallic gun 

• Normal: Normal baggage class, SoC images 

• Others: Normal baggage, according to GDXray dataset 

• Threat: Plastic gun threat image 

The results are as follows in Figures 5.6, 5.7 and 5.8: 

 

 

 

 

 

 

 

 

 

Figure 5.6: Training chart of GoogleNet model based on Dataset #4, Trial 6. 
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Figure 5.7: Confusion matrix for Trial 6, validation accuracy: 96.2% 

 

  

Figure 5.8: Confusion matrix for Trial 6, testing accuracy: 95.63% 

 

This result is one of the most inspiring findings in this thesis. Not only did the 

network classified the “hard to detect” plastic guns with great accuracy, it also classified 

the metallic guns that are available to the academic community as one of the few 

available datasets worldwide.  
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5.2. Performance Evaluation  

 

We summarize the aforementioned results in Table 5.7. 

Table 5.7: Comparison on the five trials discussed along with the metrics of each 

method 

Trial 

# 

Dataset 

used 

# of 

Classes 

Variables Accuracy Precision Recall 

1 1 2 Dataset is simple on 

Alexnet model 

68.85% 0.4516 0.875 

2 2 2 Dataset is added with 

more images, 

still trained on 

Alexnet model 

76% 0.9474 0.6923 

3 2 2 We have taken the 

complement of the 

images dataset, to 

convert the colors to a 

more plastic sensitive 

intensity 

57.33% 0.4474 0.6071 

4 2 2 Changed to a deeper 

network, Googlenet. 

Increased number of 

epochs to 120 

91.36% 0.8780 0.9474 

5 3 2 Added images of 

different color 

background, such as 

B&W and dark 

backgrounds directly 

extracted from the 

machine.  

88.3% 0.9 0.8657 

 

Trials 4 and 5 clearly yielded the best results. This is primarily due to the 

GoogleNet framework used, which is based on the inception technique. Epoch numbers 

were also increased in these two trials. However, this is not a critical factor since the 
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training chart shows that the network was yielding highly accurate results from epoch 

60. Surprising results can be seen from Trial 5, in which we have used a mixture of 

coloured images that are unbalanced in quantities, but the network was still able to 

classify many test images correctly. Another important result is that it is not necessary 

to take the complement of the images before feeding them to the network.  

Below are some examples of our system classifying 3D plastic threats under 

various occlusion rates. 

Example1: 

Notice the ability to classify the threat correctly although some areas were 

already occluded. Figure 5.9 is an example of a synthetic image: projection on a staged 

image. 

     

 

 

 

 

 

 

 

Figure 5.9: Threat classification with 99.6% confidence. Occlusion level: High.  

 

Example 2:  

Figure 5.10 is an example of a staged image. Notice the level of disappearance 

as more layers are superimposed on the object. However, the algorithm still classified 

it correctly.   

Threat, Confidence Level: 99.6% 
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Figure 5.10: Threat classification with 99.9% confidence. Multiple layers super-

imposing on the object.  

 

Example 3:  

Figure 5.11 is an example of a Normal class image. Notice that when the 

image is simple, the confidence level is usually very high. 

 

 

 

 

 

 

 

 

 

Figure 5.11: Normal class classification with 100% confidence.  

 

Example 4:  

Figure 5.12 is an example of the ability of the system to classify images of 

different color formats. Although the majority of the training images had light 

Normal, Confidence Level: 100% 

Threat, Confidence Level: 99.6% 
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backgrounds, the algorithm was still able to classify threats in a dark background. 

Again, this is an example from a staged image data source.  

 

 

Figure 5.12: Threat classification with 90.7% confidence, showing ability of the 

network to classify threats in different color formats.  

 

5.3. Generalization  

AI systems and deep learning networks are a great option for detecting threats, 

especially in the case when validated with a different set of images that have not been 

used for training. However, by using the same threat itself (plastic 3D printed gun), 

such as in our case, we cannot distinguish whether our system is memorizing the entire 

features of this object or is actually learning the main features and is able to generalize. 

To prove the system is an AI system that is able to generalize, the system should be 

tested with objects that are: 

1- To some extent from a different domain (not exactly of the same gun family) 

2- Made from a different material  

Threat, Confidence Level: 90.7% 
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To achieve this, it has been decided to use toys. Toy guns appear similar to 3D 

printed guns in X-ray. Toy guns has been consciously chosen so that it does not appear 

similar to the gun the system has been trained with.  

These two guns are:  

1- Black Toy Gun (shown in Figure 5.13) 

 

Figure 5.13: Image of a black toy gun with two grips.  

 

This gun appears different from the gun that the system is trained on. This gun has two 

grips and is not 3D printed. Hence, it is logical to say that the system will most probably 

not be able to classify it correctly. Interestingly, the following are the results of testing 

(not training) 100 images containing both normal and threat (black toy gun) images in 

Table 5.8:  

Table 5.8: Confusion matrix for proving generalization, testing accuracy: 77% 

True Class Threat 30 20 

Normal 3 47 

 Threat Normal 

Predicted Class 

 

Getting a 77% accuracy level on a previously unseen threat is very good. First, 

this gun has not been used for training the system. Second, the gun is different from the 
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gun used for training in terms of appearance and fabrication. Third, this matrix showed 

very low false negative results, which is great for real life applications.  Altogether with 

the aforementioned points, the system proved that is did generalize its parameters to 

classify an object it has not been trained on.  Figure 5.14 shows how vague is the 

appearance of the gun in the X-ray image. 

 

 

Figure 5.14: X-ray images of black toy gun.  

 

2- Green Toy Gun  

 

To further investigate the generalization ability of the system, we decided to go 

further to an extreme case, a sci-fi toy gun, shown in Figure 5.15. 

 

Threat, Confidence Level: 99.9% 
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Figure 5.15: Image of green toy gun different front end.  

 

This gun is completely different than the gun that the system was trained on. The 

functionality of these two guns are also different. This green gun is more oriented 

toward sci-fi guns that are not very realistic. Hence, it is very normal to expect a poor 

result, as shown below in Table 5.9. Figure 5.16 shows how does this gun appear in the 

X-ray. 

Table 5.9: Confusion matrix for proving generalization, testing accuracy: 60.3% 

True Class Threat 20 41 

Normal 3 47 

 Threat Normal 

Predicted Class 

 

While 60% accuracy is rather low, nevertheless, it does have meaning in the 

value it represents. The numbers in Table 5.9 give an indication that the system is 

learning (able to learn) but it misclassifies most of the threats as normal. The proof that 

the system is able to partially sense a threat is by inspecting the results of the normal 
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images. Notice that the system correctly classifies normal images with very small error. 

If the system was random, then it is impossible to behave like Table 5.9. However, 

because the tested object is far from the object we have trained the system with, it does 

not classify the threat with a very high accuracy.  

 

Figure 5.16: X-ray images of green toy gun.  

 

With these results, the generalization ability of our system to classify new 

threats has been proven. It is believed that by integrating these two toy guns in our 

original training dataset, the system will improve further and will be able to detect far 

more bizarre looking guns. The key is by variability and extracting knowledge from a 

wide set of random materials.  

The accuracy results in this experiment can be increased by increasing the 

number of images in the training dataset. However, one must always settle with a fixed 

number of datasets due to time and cost constraints. Moreover, it is believed that by 

Threat, Confidence Level: 61.1% 



65 

 

using networks that are more advance than GoogleNet network, such as InceptionV3 

or the more recent ones, one can increase the level of accuracies in testing complex 

images. A weak GPU (Titan 1070A) was used, which made the usage of InceptionV3 

model not possible due to memory limits.   

Finally, it is also important to mention the computational information of both 

networks used, to understand how depth and speed of the network can affect 

convergence: 

• GoogLeNet: The network is deep in size (22 Layers) but small in memory size  (22 

Mb), and is based on the inception technique. It is suitable for normal PCs with 

standard level GPU. 

 

• AlexNet: The network contains 9 layers and more than 70 million parameters, and 

is huge in memory size (200Mb). We have trained it on Titan 1070A GPU as well. 
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Chapter 6. Conclusion and Future Work 

 

 In this thesis, different deep learning frameworks, datasets, and techniques were 

used to come up with the best combination recipe that resulted in a system able to 

classify plastic gun threat with reasonable accuracy. Novel applications of deep 

networks in the X-ray detection of threats domain have been demonstrated in this thesis. 

Although recognition of X-ray images is an ongoing process and there can always be 

better results, it is believed that the contributions made in this thesis can be a foundation 

for more inspiring findings in the future. The main contributions in this thesis are as 

follows. First, we were able to use a well-established worldwide architecture for natural 

images and use it to classify X-ray plastic threats with accuracies greater than 90%. 

Second, we have come up with a method for Threat Image Projection that was used in 

the optical images domain and have successfully applied it on X-ray images. This 

method is based on Poisson’s differential equations. Third, a systematic framework for 

plastic threat data collection has been established in this thesis. The data collection 

phase is the most critical and time consuming phase since it has so many variables to 

be considered. Therefore, the conclusion of the data collection phase resulted in 

realization that in order to have a rich and high quality dataset that can generalize in a 

real life scenario, there must be at least three data sources in the dataset. These data 

sources should include 1) Stream of Commerce dataset to learn the general and varying 

baggages available worldwide 2) a well extracted staged image that consider organic 

materials with almost all possible orientations, and finally, 3) synthetically produced 

images from a combination of Stream of Commerce and Staged Images projected on 

each other.  

It is also important to note that the integration of the three data sources was the 

main reason behind our inspiring results. This method, integration of data sources, did 

not come to our mind from the beginning. However, after various failed attempts, we 

strived to find novel data sources, which resulted in having 3 data sources suitable to 

act as best ingredients to our algorithm. 

Classifying plastics should not be confused with other metallic materials 

available in the literature. Plastics gets occluded very fast as soon as any other dense 

material superimpose on it, thus losing its edges to the stronger item (denser) in the 
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area. Therefore, the system should be built in a way that makes it capable of classifying 

plastics from the slightest cues.  

In the final section, the generalization ability of the system to classify new 

threats has been proven. It is believed that by integrating the toy guns in the original 

training dataset, the system will improve further and will be able to detect far more 

bizarre looking guns. Hence, working on expanding the number of objects should be an 

open-research field for the security firms to improve further.   

It is firmly believed that the accuracy results and the generalization ability of 

the system can be increased by increasing the number of images in the training dataset. 

Moreover, by using networks that are more advanced than GoogleNet network, such as 

InceptionV3, one can increase the level of accuracy. However, as previously 

mentioned, due to the usage of a limited GPU power from the Titan 1070A, training 

huge memory networks was not possible for the work in this thesis. 

In the future, the field of expanding the possible plastic threats to be detected 

can be investigated. For example, 3D printed threats can be in a shape that is different 

from the traditional shape of guns, and therefore, the system should still be able to 

classify. This would be the main open research area in the future, as criminals evolve 

and try more alternatives. As a result, the security organizations should adapt. 

Moreover, deep learning systems can classify almost close to the level of the object’s 

disappearance from the image. After that, the system would normally fail to classify. 

Therefore, for future work, one can investigate the need to have more than one view of 

the examined baggage and then apply both views in the learning algorithm for better 

results. This can be achieved through the use of a more complex X-ray machines such 

as CT scans and dual view X-ray machines.  
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