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ABSTRACT Internet of things IoT is playing a remarkable role in the advancement of many fields such as
healthcare, smart grids, supply chain management, etc. It also eases people’s daily lives and enhances their
interaction with each other as well as with their surroundings and the environment in a broader scope. IoT
performs this role utilizing devices and sensors of different shapes and sizes ranging from small embedded
sensors and wearable devices all the way to automated systems. However, IoT networks are growing in
size, complexity, and number of connected devices. As a result, many challenges and problems arise such
as security, authenticity, reliability, and scalability. Based on that and taking into account the anticipated
evolution of the IoT, it is extremely vital not only to maintain but to increase confidence in and reliance
on IoT systems by tackling the aforementioned issues. The emergence of blockchain opened the door to
solve some challenges related to IoT networks. Blockchain characteristics such as security, transparency,
reliability, and traceability make it the perfect candidate to improve IoT systems, solve their problems,
and support their future expansion. This paper demonstrates the major challenges facing IoT systems and
blockchain’s proposed role in solving them. It also evaluates the position of current researches in the field of
merging blockchain with IoT networks and the latest implementation stages. Additionally, it discusses the
issues related to the IoT-blockchain integration itself. Finally, this research proposes an architectural design
to integrate IoT with blockchain in two layers using dew and cloudlet computing. Our aim is to benefit
from blockchain features and services to guarantee a decentralized data storage and processing and address
security and anonymity challenges and achieve transparency and efficient authentication service.

INDEX TERMS Blockchain, IoT, smart contract, trust, IoT challenges, IoT security, decentralized IoT,
cloudlet computing, dew computing, cloudlet-dew architecture.

I. INTRODUCTION
In today’s digital world, advances and transformation in
electronics, wireless communications, and networking tech-
nologies are not only rapid but also remarkable. While this
led to a distinguishable hype in the performance of wire-
less devices and sensors, leading to the emergence of the
Internet of things (IoT), it resulted in a significant increase
in the complexity of cloud services and structures, as well.
IoT was facilitated by the capabilities of Wireless Sensors
Networks (WSN), Radio Frequency Identification (RFID),
in addition to advances in other devices to sense, communi-
cate and actuate through existing network infrastructure [1].
IoT allows for a digitally connected real world, whereby
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connected devices can exchange collected data, interact with
each other, and remotely control objects across the Internet,
possibly without human intervention. Basically, IoT is where
the Internet meets the physical world [2] such that societies
and industries can benefit from IoT to achieve a quantum
shift towards a smart digitally controlled world. Therefore,
the ways with which people interact with one another and
with their surroundings as well as with the environment have
been improved and reshaped due to the implementation of
the IoT technologies. Consequently, one can say that people
have reached a better understanding of the world while the
IoT enables more efficient interaction with it.

Moreover, the IoT does not only enable a huge range of
applications but covers a wide span of societies and indus-
trial needs, as well. Specifically, IoT is expected to play a
major role in transforming ordinary cities into smart ones,
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houses into smart homes, electrical grids into smart grids, and
so on. Additionally, IoT has diverse applications including
healthcare, sports, entertainment, as well as environmental
applications and many more. On another front, IoT can be
thought of as the backbone of digitizing the industrial sector
by enabling optimized production and manufacturing pro-
cesses in addition to cost reduction. Additionally, IoT has
the ability to connect a huge number of devices to the extent
that the number of connected IoT devices and sensors was
estimated to reach 20 to 50 billion by 2020 [3]. It is also
expected that IoT could bemore complex in the future leading
to a Network of Plentiful Things (NPT) [4].

Relevantly, due to the successful implementation of IoT in
different fields, the number of newly established IoT net-
works is increasing around the world. As a result, IoT is
becoming increasingly popular for consumers, industries, and
organizations of different natures. Therefore, the need to
develop and elevate the domain becomes essential bearing in
mind the number of challenges posed by such an exponential
evolution.

The significant proliferation of IoT applications in various
sectors places some serious challenges that could limit the
successful deployment of IoT, on one hand, and could pos-
sibly degrade the performance of existing systems, on the
other hand. Unfortunately, these challenges could strongly
be interrelated, therefore, a comprehensive system study is
essential to understand these challenges and overcome them.
It is also important to note that IoT is not a stand-alone
technology but rather an integration of multiple technolo-
gies including communication and information technologies,
electronic sensors and actuators in addition to computing
and data analytic, all collaborating towards achieving the
desired smartness [5], [6]. Unfortunately, the integration of
those technologies increases the complexity of IoT systems,
especially when implemented on large scales. Therefore,
to address any arising issues when integrating scattered pat-
terns of IoT devices using networks’ interconnection, a cen-
tral server structure was proposed in which all connected
devices use for authentication. Such a structure can clearly
call for unreliable interconnection of the integrated devices
permitting sharing data with falsified authentication, which
in turn can result in an insecure data flow [7]. Thus, cen-
tralized architectures of IoT networks could suffer from the
difficulty of fulfilling the trust factor. In a related context,
information trustworthiness is vital for the efficient operation
of IoT networks [8] since connected devices would interact
and operate based on this information. The challenge here is
how far the data in IoT systems can be trusted. Usually, people
trust the information provided by governments and finan-
cial institutions, but the question now is how to make sure
that this information is not falsified or tampered with? The
same applies to companies providing IoT services. Clearly,
information fed by certain entities to IoT servers could be
modified according to their interests, therefore, when this
falsified information is communicated through the network
to act upon, the performance of the whole network gets

disturbed accordingly [9]. This is just another reason the
centralized model of most IoT platforms could raise an issue
of impracticality. Therefore, in many cases, devices need
to perform data exchange directly and autonomously. Thus,
many efforts have been made towards deploying decentral-
ized IoT platforms [10]. Moreover, it is well known that a
distinct attribute of IoT is generating an enormous amount
of data [7] that requires energy and connectivity to com-
municate, process, and possibly store over long periods of
time [8]. This problem could be inflated if the underlying IoT
employs a centralized structure in which data communication
is entirely done through a central storage hub. The situation
is aggravated if data processing is also carried out at central
servers, which requires increasing the processing capabilities
for the existing infrastructure especially for large-scale IoT
generating an enormous amount of data [11].

Also, the ability of IoT to connect devices of different
natures ranging from small wearable gadgets to massive
industrial systems has opened the door for a diversity of IoT-
based applications. Such applications use different frame-
works in which the ecosystem characteristics, mainly security
mechanisms, determine the success of their deployment [2].
Clearly, the wider the range of IoT applications, the higher
the expectation to reveal more related challenges to network
security and privacy. Therefore, security issues should be
investigated and tackled because threats, ranging from simple
manipulation of data to the more serious problem of unautho-
rized control of IoT nodes and actuators [2] can jeopardize the
reliability of the IoT network.

It is important to note that the privacy and security of
exchanged data and its computations are equally impor-
tant [12]. Privacy and security issues become more crucial
with regards to the current trend of Internet-of-Everything
(IoE), which comprises application-specific IoTs such as
the Internet of Vehicles (IoV), Internet of Medical Things
(IoMT), Internet of Battlefield Things (IoBT), and so on.
Some of these IoT networks such as IoMT and IoBT are
data-sensitive, therefore, it is essential to ensure security at
the data, systems, and devices’ levels. It is worth noting
that threats could also be a result of a blunder of security
measures, especially for application-specific IoT systems.
For instance, it is known that IT team members have full
control over IoT devices, endpoints, and the overall network
in general, however, they are not necessarily fully acquainted
with the specificity and detailed functionalities of every sin-
gle device. This could cause chaotic situations resulting in
security breaches simply due to performing what seemingly
looks as routine operations [12].

Last but not least, a broader view of IoT systems character-
izes a growing extensive adoption of cloud computing. While
cloud-based centralized IoT platforms provide upgraded and
powerful analytical capabilities, they augment the security
and privacy challenges and heighten the difficulty of building
a trusted functioning environment compared to constrained
IoT devices, which might have some form of imperfect
security solutions. Based on the above, security and trust
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issues constitute a serious problem for the reliability of IoT
systems. As a result, this brings up the need to verify data
to ensure that it has never been altered [9]. Here comes the
role of ‘‘blockchain’’, which was proposed as a solution to
those challenges. Therefore, it is necessary to explore and
understand blockchain in order to derive value from it that
would be an addition to IoT systems.

Recently, it was argued that integrating the novel
‘‘blockchain’’ technology with IoT can alleviate some of
the challenges facing the deployment of IoT applications.
However, surveying related work in the literature, it was clear
that integration of blockchain with IoT is a relatively new
topic where most of the conducted studies were dated only
a few years back highlighting the fact that blockchain as an
emerging technology is yet to be further explored. Also, from
analyzing existing researches that cover the integration of
blockchain with IoT, it was evident that those works only
discussed some of the challenges facing IoT and presented
blockchain as a solution without proposing any practical
architectures, schemes, frameworks, nor analysis to help in
integrating blockchainwith IoT. Not only that, suchworks did
not address all major challenges posed by IoT applications.
Therefore, this survey intends to bridge such a gap and pro-
vides a comprehensive study that covers the important aspects
of the topic. Thus, the main contributions of this work can be
summarized as follows:
• Demonstrate the different challenges facing IoT espe-
cially with the growing complexity and size in contrast
to other reviews in the literature, which focused only on
challenges mostly related to security.

• Introduce blockchain concepts and shed light on its
important architecture as a promising technology with
a vital role in enhancing the performance of IoT-based
applications by taking care of the major challenges fac-
ing them.

• Then, summarize and compare existing work in the lit-
erature, which suggested integrating blockchain in IoT
deployments. Specifically, this study provides a screen-
ing survey of the main proposed architectural designs,
schemes, and frameworks in the literature with the focus
of integrating blockchain with IoT. In this survey, how
far the integration process has gone and what are the
successful steps taken in existing related research are
also addressed.

• Highlight the challenges and limitations of IoT and
blockchain integration process, which provides guid-
ance for new integration designs.

• Provide the most suitable and comprehensive IoT–
blockchain integrated architecture that addresses the
challenges facing IoT systems and overcomes the chal-
lenges facing the integration process as well as IoT
devices constraints, and smart contract implementation.

The rest of this paper is organized as follows. Section II
introduces blockchain and its classification while Section III
demonstrates blockchain structure and Section VI highlights
the major characteristics of blockchains. Section IV provides

a briefing about smart contracts and their potential for IoT-
blockchain integration. Blockchian main characteristics are
explained in section V while section VI discusses blockchain
for IoT. The research survey is presented in section VII and
the issues facing the integration of IoT and blockchain are
explained in Section VIII. A literature survey conclusion is
provided in Section IX. SectionX explains the design require-
ments and Section XI proposes a decentralized architecture
of the integration of IoT and blockchain. Finally, the article
is concluded in Section XII.

II. BLOCKCHAIN
The revolutionary blockchain technology is a distributed
peer to peer network. Blockchain facilitates exchanging
transactions and information between non-trusting entities
without intermediary or centralized third party. It con-
sists of time-stamped, append-only records of data stored
immutably, securely, nevertheless privately [13]. Blockchain
is defined as ‘‘a ledger of transactions, or blocks, that form
to make a systematic, linear chain of all transactions ever
made. While the blocks themselves are highly encrypted
and anonymized, the transaction headers are made pub-
lic and not owned or mediated by any specific person or
entity.’’ [14].

In 2008, an unknown person or group by the pseudonym
Satoshi Nakamoto presented the blockchain technology as
the backbone of the cryptocurrency Bitcoin. However, since
then, blockchain has established a reliable and efficient per-
formance and found its way to many other applications such
as supply chain management, digital identity, voting, health-
care services, insurance, digital assets management, IoT, arti-
ficial intelligence, big data [13] and many other applications
where trust needs to be established between entities, whether
human or machine, who do not fully trust each other and
operate in a decentralized environment [15]. There are three
types of blockchain identified as per the mechanism regulat-
ing nodes access privileges , which are public, hybrid, and
private blockchain [16].

1) Public blockchain: used in cryptocurrencies network.
It is a permissionless blockchain where transactions
are visible by all participants in the network, how-
ever, the identity of nodes initiating those transactions
are kept anonymous [16]. It is entirely decentralized,
peer to peer network and is not owned by a single
entity. [17].

2) Private blockchain: is a permissioned blockchain,
which specifies a list of permissioned participants with
particular characteristics to operate within the net-
work [13], [16]. This type’s ownership belongs to a sin-
gle entity that controls the block creation [18]. A private
blockchain is usually used by organizations to record
transactions or assets transfer data on a limited user
base [18].

3) Federated or consortium or hybrid blockchain: This
is a semi-private blockchain, which is a combination
of a public and a private blockchain [17]. It could be
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FIGURE 1. Blockchain structure.

considered a scaled-down public blockchain available
to a specific privileged group of nodes.

As per the characteristics of IoT networks and based on
the above classification of blockchain, it is foreseen that
private and federated blockchains are the most suitable types
to be integrated with IoT and add value to it. As per public
blockchain, which has been so far used in cryptocurrency
since it is the only network where all people might have
the interest to join to trade bitcoins. However, IoT networks
are designed for special purpose applications where certain
groups or parties are interested in joining rather than the
whole public.

III. BLOCKCHAIN STRUCTURE
Blockchain is a distributed public database of all exe-
cuted digital events shared among participants. Public events
records are verified by a mechanism that requires consensus
of the majority of participants in the network [10]. This is
called a consensus algorithm and it takes many forms such as
Proof of Work (POW), Proof of Stake (POS), and others [19].
Blockchain can utilize any of them based on the require-
ments of the design. Figure 1 demonstrates the structure of
blockchain. Basically, when information is contained in a
block, it needs to be authenticated before being added to
the chain. This is the role of specified nodes in the network
called miners, which have to solve a mathematical puzzle
of certain difficulty in order to verify the block and get
rewarded for their effort. When a block is verified and chron-
ically added to the blockchain, the contained data become
immutable and can never be altered or erased. Accordingly,
the identical database copies possessed by each participant

get updated [20]. It is vital to know that the emergence of
blockchain facilitated smart contracts implementation and
made them one of the most popular technologies that add
high levels of customization to traditional transactions [15].
In essence, a smart contract is an application that resides on
blockchain and provides the service of linking entities that
do not fully trust each other to achieve a pre-set goal or per-
form a prespecified function in case certain conditions occur.
Many proposed IoT-Blockchain integrated architectures uti-
lized smart contracts in the integration process in a way
that serves the goal of the integration itself or resolve more
challenges facing IoT. To understand smart contracts’ role in
the evolved IoT-Blockchain integrated design, the structure
and characteristic of a smart contract should be explored first.
This is demonstrated in the following section.

IV. SMART CONTRACT AND ITS POTENTIAL FOR
IOT-BLOCKCHAIN INTEGRATION
In [21] smart contracts are referred to as ‘‘self-executing
codes that enable the system to enforce the clauses of a
contract through certain trigger events’’ while smart con-
tract utility is viewed by [22] as a computerized process
performed on a blockchain that is automatically triggered
when a pre-set agreed on data gets recorded as a transac-
tion in a block. In this context, and as per [10], one of the
important characteristics of operating in a digital environment
is the ability to create programs and algorithms that could
be executed to perform a specific action without human
intervention in case a certain pre-set term(s) agreed to by all
involved parties occur. Smart contracts are programs or coded
scripts that have unique addresses and are embedded in the
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blockchain network. An IoT device representing a node can
operate a smart contract by just sending a transaction to
its address. Every smart contract automatically and inde-
pendently gets executed on every node in the blockchain.
Therefore, every node will run as a virtual machine (VM),
and the blockchain network will act as a distributed VM [21]
while the system, as a whole, operates as a single ‘‘world
computer’’ [23]. The execution of the contract is enforced by
the blockchain consensus protocol.

When a smart contract is executed, each node updates its
state based on the outcomes obtained after running the smart
contract. Such a replication process provides great potential
for decentralized network control [24]. Consequently, tasks
and actions usually managed or performed by a central third
party authority are transferred to the blockchain [19].

Smart contracts are supported by many blockchains, how-
ever, Ethereum is the first blockchain that adopted smart
contracts. It is a public, distributed, blockchain-based com-
puting platform and operating system, and the second-largest
cryptocurrency after bitcoin [25]. Ethereum was launched
in the year 2015 as the world’s programmable blockchain,
which means that it could be used by developers to build
brand new types of decentralized applications or ‘‘dapps’’.
Ethereum decentralized applications are predictable, reliable,
and combine the benefits of blockchain technology and cryp-
tocurrency. Ethereum’s digital money is called Ether or ETH
and can be used in many Ethereum-based applications. It is
worth mentioning that no company or centralized organiza-
tion controls Ethereum. It is maintained by diverse global
contributors who work on the core protocol and consumer
applications.

Once Smart contracts are uploaded to Ethereum, they
will automatically run as programmed every time they get
triggered [23]. The node that initiated the smart contract
pays an execution fee called ‘‘Gas’’ to perform the function
of the program. Gas is the incentive for nodes to perform
the contract and ensure that it is obliged by the blockchain
network. It is scaled according to the amount of computa-
tional power needed to perform the contract functions [26].
Smart contracts have associated code and data storage. The
code is written in a high-level language called ‘‘Solidity’’,
which is explicitly used to write smart contracts and supports
their execution in the Ethereumworld computer decentralized
environment. However, the code should comply with a low-
level bytecode in order to run in the EVM. EVM stands for
a virtual machine that is similar to a computer’s CPU, which
runs machine code such as x86− 64 [23].
Smart contracts run only when called by a transaction.

However, a contract can call another one, which in turn may
call another contract and so on. It is important to note that
smart contracts cannot run in the background or by them-
selves. Also, they cannot be executed in parallel, therefore,
Ethereum world computer is considered a single-threaded
machine [23]. Smart contracts are turning into complete
systems [26], meaning that they can solve any computation
problem. This is an extremely important feature added to

blockchain especially that it allows most of existing verifi-
able programs to transfer to and operate in blockchain [26].
Moreover, smart contracts have many advantages that add
automation and therefore strengthens blockchain. One of
which is that they are superior to traditional agreements
due to the security they provide since they are stored and
executed in blockchain. Also, the self-executed events and
actions are easily traceable in blockchain and are irreversible.
Furthermore, those contracts are updated in real-time and are
capable of executing actions and trades. Lastly, the above
features of smart contracts do not only reduce significantly
the network-performance’ costs [21] but lower anticipated
risks [13], errors, and disruptions, as well.

Smart contracts were proposed as a cornerstone in compre-
hensive systems combining IoTs and blockchains. The result
is an autonomous system aiming to pay for consumed and
provided IoT resources [27]. Also, smart contracts manage
and record all IoT interactions while providing a reliable and
secured processing tool resulting in trusted actions. There-
fore, smart contracts can securely model the logic supporting
IoT applications [28].

Since a smart contract consists of functional codes and
data with a specific address on a blockchain, then any device
can call the functional code. Consequently, functions can
trigger events resulting in applications, which can listen to
events and react to them [28]. An outstanding example is a
system adopted by Kouvola Innovation in Finland in which
pallets were equippedwith RFIDs and providedwith shipping
tasks and willing carriers. RFIDs communicate pallets’ needs
to potential carriers using a blockchain. When an offer is
provided by a carrier, the blockchain aligns it with pre-set
conditions, price, and service. If the offer matches the pre-
specified conditions, the smart contract gets executed auto-
matically on blockchain, and pallets are moved as per the
contract. Every move is visible and traceable on blockchain
thanks to RFIDs and sensors [29]. It is worth mentioning that
the majority of IoT applications either use Ethereum or at
least are compatible with it. Basically, smart contracts define
the application logic and the IoT devices connected to it send
their measurements and data whenever a transaction calls for
that particular smart contract [30]–[32].

V. BLOCKCHAIN CHARACTERISTICS
As demonstrated, blockchain is characterized by a robust
structure that grants it many valuable features. The following
are the main distinguishing features, which add value to any
sector implementing blockchain technology [13], [16], [33]:

1) Decentralization: network participants have access to
data records without the control of a central authority.

2) Distribution: each node poses a copy of the data
records, which are continuously updated

3) Security: blockchian structure of linking blocks using
hash algorithm ensures that generated blocks cannot be
erased or modified.

4) Transparency: data encapsulated in blocks are visible
to all participants in the blockchain.
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5) Automation: fulfilled by the concept of smart contract
inwhich certain action could be automatically triggered
by a specific smart contract program whenever a set of
prespecified conditions are met.

6) Traceability: blockchain holds a historical record of all
data from the date it was established. Such a record can
be traced back to the original action.

7) Privacy: although blockchain is transparent, partici-
pants’ information is kept anonymous using private/
public key.

8) Reliability: blockchains have been successfully imple-
mented by various organizations due to its features and
robust structure.

VI. BLOCKCHAIN FOR IOT
Today’s large-scale IoT systems consist of a considerably
huge number of interacting devices using central servers to
store, authenticate, and analyze data. Unfortunately, such
architecture is not an effective one, as discussed in Section I.
In addition, there are other challenges that arise with the
IoT centralized structure or at least inflate as a result of it.
Blockchain, as an emerging technology, would provide an
essential solution to the problems facing IoT, especially when
utilizing smart contracts, which shall play an important role
in managing and securing IoT devices. Blockchain solves IoT
issues as explained in what follows.

Elimination of central authority: Blockchain as a decen-
tralized network eliminates the concept of central
servers, which does not only remove central points
of failures and bottlenecks [34] but improves fault
tolerance and scalability, as well. In blockchain, data
is stored in a decentralized manner where each net-
work participant would have a copy of all transac-
tions. Consequently, identical copies of data that is
continuously updated will be stored in network nodes
rather than being stored in central servers. Therefore,
when blockchain is integrated with any layer of the
IoT paradigm such as cloud or edge servers, it builds
a distributed data storage. This shall provide redun-
dancy and make disruption extremely difficult [35].
Also, the data authentication process will be carried
on by blockchain’s consensus mechanism without the
need for central servers. Blockchain provides trusted,
unique, and distributed authentication of IoT devices
where participants can identify every single device.
As per data analysis, it could be executed with the aid
of the smart contract facility provided by blockchain.
Those advantages are extremely important, especially
for large scale IoT systems.

Peer to peer accelerated direct messaging: The peer
to peer structure of blockchain does not only make
direct messaging between them possible but also
makes peer messaging faster compared to the present
centralized IoT structure. Additionally, IoT applica-
tions can take advantage of this feature by providing

device-agnostic and decoupled-applications [30]. This
is possible thanks to the distributed ledger character-
istics of blockchains, which not only eliminates the
need for a central authority but enables to coordinate
the processing of transmitted data between devices [4]
and stores devices interaction, state, and exchanged
data immutably in blockchain’s ledger. Also, data flow
in the centralized IoT system differs from that in the
decentralized IoT-blockchain integrated system, espe-
cially that the integration takes different forms and
designs.

Automation and resource utilization: Blockchain enables
direct and automated interaction between IoT devices
using smart contracts. Also, blockchain’s smart
contract facilitates resource usage by running an
on-demand code or smart algorithm tomanage resource
utilization and automate payments when the requested
service is completed. This process shall be performed
automatically and without human intervention [35].
Additionally, blockchain empowers next-generation
applications and enables the development of smart
autonomous assets services. Furthermore, smart con-
tracts can automate IoT software and hardware update
and upgrade rights in addition to resetting IoT devices,
initiating their repair request, and changing their own-
ership. Finally, smart contracts can support decentral-
ized IoT devices authentication using specific rules
embedded in their logic.

Secure code deployment: Since blockchain provides
immutable and secured transaction storage, codes
could also be pushed into the IoT devices in a
secure manner [36]. Also, IoT devices’ status could be
checked and updates could be performed safely [30].

Built-in trust: Blockchain peer to peer structure based
on consensus mechanism grant higher trust to IoT
data since all participants are in posses of a tamper-
proof copy of all transactions. If all nodes have the
data and the means to verify that it has not been
altered or tampered with then trustworthiness could be
achieved [37], [38].

Security: Blockchain cryptographic structure is based on
hashing each block and including it in the successive
block. This process of block hashing forms the virtual
chain that connects them and grants blockchain its
name. There is no way to modify/change data in any
block unless the hashes of that block along with all
successive blocks were recalculated, which is almost
an impossible task. Besides, hypothetically speaking,
even if all the previously mentioned hashes were recal-
culated, the structure of a blockchain as a distributed
data record does not allow any falsified data authenti-
cations because the consensus of the majority of nodes
is required before updating data records [18]. There-
fore, it is claimed that security and immutability are
always guaranteed. This structure enhances the security
of IoT systems since blockchain can store exchanged
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massages of the IoT devices’ as transactions and val-
idate them with the aid of smart contracts. There-
fore, IoT communications and generated data will be
securely stored as an encrypted and digitally-signed
blockchain transactions [9], [28]. Also, integrating IoT
systems with blockchain can utilize smart contracts
to automatically update devices’ firmwares that deal
with vulnerable breaches and consequently enhance
the total security of the underlying IoT system [28].
Furthermore, implementing blockchain can optimize
current IoT secure standard protocols [9]. For instance,
the Internet Protocol version 6 (IPv6) has a 128-bit
address space while blockchain has a 160-bit address
space [39]. Blockchain uses the Elliptic Curve Digital
Signature Algorithm (ECDSA ) to generate a 160-bit
hash of public key address [40] for around 1.46× 1048

IoT devices, which drastically reduces the address col-
lision probability and hence is secure enough to provide
a Global Unique Identifier (GUID). Also, assigning an
address to an IoT device using blockchain does not
require any registration or uniqueness verification [9].
In addition to enhancing security, blockchain elimi-
nates the need for a central authority, therefore, it will
eliminate the need for the Internet Assigned Numbers
Authority (IANA) in charge of global allocation of
IPv6 and IPv4 addresses. Lastly, blockchain enhances
scalability in securing IoT devices since it provides
4.3 billion addresses more than IPv6 which is a more
scalable solution for IoT compared to IPv6 [9].

Data privacy: The other part of the cryptographic structure
of blockchain is based on private/public key pair, which
ensures that only the specified recipient or the node that
owns andmanages the private key is able to access data.
Therefore, privacy is achieved where no entity other
than the one having the private key can access or control
the data. Also, data privacy could be achieved and
maintained using smart contracts where a set of access
rules are specified in the logic of the code to allow
certain users or entities to access, control, or own the
data whether it was in transient or at rest.

Historical action records: Data records of all transactions
are stored immutably in blocks and can be traced back
by any node to the very first transaction. To clar-
ify the importance of this characteristic, we refer the
readers to the work in [41] where the authors pre-
sented a blockchain-based traceability system. This
system provides traceability services to suppliers and
retails by inspecting and verifying the provenance
of products and confirm their quality. As per IoT
devices, all transactions made to or by IoT are stored
in blockchain and can be traced back by any network
participant [9]. The traceability feature provided by
blockchain enhances the quality of service for IoT
devices since it enables tracing resources and verify the
service level agreement established between clients and
IoT service providers [35].

Cost reduction in developing huge internet infrastruc-
ture: Large scale IoT requires upgrading the under-
lying network infrastructure to increase its capability
to provide IoT connectivity, whereas, the decentralized
blockchain eliminates this need and saves upon its cost.

Transparency: The latest developments in technology have
led to cloud computing concepts, which increased the
IoT ability to analyze and process data and conse-
quently take real-time actions. Therefore, it is with-
out any doubt that cloud computing contributed to the
development of IoT systems [42]. However, it acts as
a black box when coming to data transparency. Partici-
pants usually do not have any clear vision of where and
how the data they provide is going to be used [30].

Enhance IoT systems interoperability: which is the abil-
ity of IoT systems to interact with physical systems
and exchange the generated data between IoT systems
themselves. Blockchain is capable of enhancing the
interoperability of IoT systems by transforming and
storing IoT data into blocks. This process converts,
compresses, and stores heterogeneous IoT data into an
integrated blockchain where it provides uniform access
to different IoT systems connected as peers in it [43].

Governance of access and identities: Identity and access
management (IAM) of IoT devices is facing multiple
challenges such as the change of ownership during the
lifetime of IoT devices from manufacturer to supplier
then to retailer, until they end up in the hands of their
consumers [44], [45]. Also, consumer ownership may
change in case the IoT device is compromised, decom-
missioned, or resold. Another issue facing IAM is man-
aging the attributes of the IoT devices such as serial
number, manufacturer, make type, location, deploy-
ment GPS coordinates. Another challenge related to
IoT identity and access management is the IoT rela-
tionships, whichmay take the form of device-to-device,
device-to-human, or device-to-service. Also, the types
of IoT’ relationships could vary from deployed by to
use by or sold by, shipped by, upgraded by, repaired
by, and so on [9]. Blockchain is capable of addressing
the above challenges securely and effectively since it
has been utilized to provide authorized and trusted
identity registration andmanagement, ownership track-
ing, and assets monitoring. Blockchain can register
and provide identities to IoT devices with different
attributes that are connected in a complex relationship
and store all this information securely and immutably
in a distributed manner. Therefore, blockchain supports
a trusted and decentralized IoT identity governance and
tracking throughout the life-cycle of the device [9].

Reliability and robustness: Blockchain eliminates central
servers which increases privacy and security in IoT
paradigm,therefore, the integration of blockchain with
IoT systems would result in a reliable robust system.
It is well known that IoT can facilitate information dig-
itization, however, the reliability of such information is
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FIGURE 2. Types of blockchain –IoT integration.

still a challenge [30]. Blockchain solved this issue by
increasing the reliability of a proposed integrated sys-
tem. Blockchain reliability along with the long history
of its flawless implementation in many fields ensures
high robustness [4].

From the above, it is clear that employing blockchain could
complement IoT with secured and trusted information to
solve the issues related to transparency, latency, and Internet
infrastructure. Moreover, IoT was recently integrated with
some computing infrastructures to overcome a few of its
limitations related to storage and processing. One of which
is cloud computing, which played a vital role in solving
many issues. However, it established a centralized network
architecture, which complicates reliable data sharing among
other impracticalities [42]. Blockchain, in contrast, addresses
IoT problems and maintains a decentralized structure to solve
further issues and add more value. Similarly, fog computing
was also integrated with IoT to enhance its performance
by minimizing exiting limitations. Fog computing uses end
devices to perform a substantial amount of computation,
storage, and communication locally and route it over the
Internet. Fog computing if follows the distributed structure
of blockchain could utilize more powerful devices such as
gateways and edge nodes, which could then be reused as
blockchain components. Therefore, Fog computing, which
restructured IoT by including a new layer between cloud com-
puting and IoT devices is expected to facilitate the integration
of IoT and blockchain [30].

VII. RESEARCH SURVEY
Recently, integrating blockchain with IoT was addressed
in the literature offering a diversity of contributions. Some
work proposed an overview of challenges facing IoT and
blockchain’s integration by conducting a systematic literature

review [2], [46], [47], while others investigated certain chal-
lenges in the IoT paradigm and demonstrated a framework
to face those challenges or at least a few of them [12], [48].
Other studies created evolved IoT system architecture by inte-
grating blockchain in various configurations and explained
its reflected benefits on IoT’s performance and the eliminated
challenges [35], [49]. In relation to the last type of researches,
it is important to know that different works proposed differ-
ent IoT–blockchain paradigm. Specifically, when integrating
blockchain with IoT, the communication between systems’
layers was clarified and accounted for. Therefore, devices and
IoT infrastructure interactions were taking different forms,
whether to be inside the IoT, through blockchain, or by creat-
ing a hybrid design that involves both [30]. Different integra-
tion schemes will typically result in various levels of acquired
benefits. Figure 2 demonstrates the types of blockchain–IoT
integration. Many review papers were found in literature such
as [2], [4], [12], [30], [46] in which authors demonstrated the
benefits and challenges of integrating IoT with blockchain.
However, none of them reviewed the available blockchain -
IoT integration frameworks and architectures as we did in this
research.

In [50], the authors introduced a new IoT architec-
ture called ‘‘EdgeABC’’. This model consists of three
layers: An IoT smart device layer, a distributed agent con-
troller architecture based on blockchain, and a hierarchical
edge computing servers. The architecture in [50] utilized
blockchain in the middle layer to ensure resource transac-
tion data integrity. The study implemented a developed task
offloading and resource allocation algorithm on blockchain
in the form of a smart contract. The proposed model could
be implemented in any typical application such as smart
healthcare, home, building or factory. Another security model
and protocol was proposed by [51] to provide decentralized
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cryptographic keys and trust information storage for Wire-
less Sensor Networks using blockchain technology. The aim
of the blockchain authentication and trust module (BATM)
in [51] was to allow each network component to authenticate
information about every node within their networks.

The authors in [35] proposed a distributed blockchain-
based cloud architecturemodel, fog computing, and software-
defined networking SDN. The model aimed to efficiently
manage raw IoT data streams at the edge of the network and
the distributed cloud. The model consists of three layers: IoT
devices, SDN controller network based on blockchain for fog
nodes, and distributed cloud based on blockchain.

The authors in [52] proposed architecture for Blockchain
of Things (BCoT), where a blockchain-composite layer forms
a middleware between IoT and industrial applications to
hide the heterogeneity of the lower layers while providing
blockchain-based services to facilitate different industrial
applications. Also, researchers discussed blockchain poten-
tials for 5G-beyond networks.

Blockchain was integrated into more than one layer in
the architectural model presented by [53]. A hierarchical
authentication architecture comprising of a physical network
layer, blockchain edge layer, and blockchain network layer
was demonstrated to improve authentication efficiency and
data sharing among various IoT platforms. The study eval-
uated the authentication mechanism using MATLAB and
Hyperledger Fabric. In a related context, the problem of a
single point failure at gateway nodes was tackled by [54].
This study proposed a decentralized blockchain-based IoT
management system to solve the gateway node censorship
problem that utilizes a gossip-based diffusion protocol. The
designed protocol aimed to deliver all messages from sen-
sors to all full nodes and improve blockchain-based IoT
management systems security. Another P2P network archi-
tecture was designed by [55], which integrated blockchain
and edge computing for IoT applications to achieve secured
data storage and high system performance. The architecture
design consisted of three layers: a cloud layer, an edge layer,
and a device layer. The resources in the cloud could be
configured as nodes on the blockchain, which is separated
from the application layer. Also, a Proof-of-Space solution
based on smart contracts was adopted to authenticate infor-
mation. Another flexible blockchain architecture in edge
computing was demonstrated by [49]. This study proposed
a blockchain-based data management scheme (BlockTDM),
which supports matrix-based multichannel data isolation to
protect sensitive information by utilizing smart contracts.
Internet of Drones (IoD) could also benefit from blockchain’s
specific features to face its challenges as well. This was
implied by [48] in their design of a blockchain-based access
control scheme for an IoD environment. Their scheme was
used to support access control between any two neighbor
drones and between a drone and its associated ground station
server (GSS). Testing and simulation proved that the pro-
posed scheme could help to resist various attacks and increase
communications security.

The integration of IoT and blockchain is applied in power
systems aswell. Thework in [56] proposed structural applica-
tions incorporating IoT and blockchain in distributed genera-
tion systems, smart buildings, energy hubs, and management
of residential electric vehicles. The study aimed to benefit
from blockchain features in solving issues related to the huge
amount of generated information that needs to be securely
transferred, stored, and analyzed to enhance grids’ perfor-
mance and reliability. Also, an article by [57] demonstrated
the integration of blockchain with IoT ecosystems trading
platforms and provided practical scenarios and a case study
to establish end-to-end trust for trading IoT devices and
corresponding data. Trust and authentication also were the
core issues tackled in [58]. The authors in [58] designed a
secondary authentication scheme for IoT devices to access a
Wi-Fi network using three smart contracts. The scheme aimed
to identify IoT devices located within a legal range. The cost
of IoT-blockchain integration was discussed in [59] which
analyzed the cost of storing data from several IoT sensors on
Ethereum blockchain via smart contracts under two options:
Appending new data or overwriting on existing data. The con-
ducted cost analysis aimed at enabling practical applications
of blockchain and smart contracts in IoT applications.

In related research, [60] designed, developed, and tested
a blockchain tokenizer device that connects any industrial
machine to blockchain platforms. The study aimed to build
an enabling technology to diffuse blockchain in industrial
applications and act as a bridge between Industrial IoT, and
blockchain world by tokenizing industrial assets. Devices
were tested at the hardware and software levels on two
industrial supply chain use cases. Researchers used Ethereum
programming language to develop a smart contract that can
be used to enable the creation of a digital twin (building a
virtual model of a product to simulate systems) by producing
a blockchain token. Also, research by [61] explored how inte-
grating IoT and blockchain would benefit shared economy
applications focusing on security and decentralization fea-
tures. The researchers proposed shared economy application
scenarios enabled by integrating IoT and blockchain. The
integration of blockchain with industrial IoT was the focus of
another research conducted by [62]. The study introduced a
blockchain-enabled IoT framework where components inter-
actions, data processing, and storing were done through a
smart contract. Further research in the same context was car-
ried on where a decentralized self-organized trading platform
for IoT devices using blockchain was designed by [63]. The
authors of this work modeled the resource management and
pricing problem between the cloud provider and blockchain
miners using game theory. Nash equilibrium of the proposed
Stackelberg game was achieved by introducing a multia-
gent reinforcement learning algorithm. Furthermore, some
conducted researches aimed at improving and optimizing
IoT-blockchain integration architecture such as [64]. This
research addressed blockchain consensuses dynamic man-
agement needed to deal with the high dynamics of IoT appli-
cations. Researchers designed application-aware consensus
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management for software-defined intelligent blockchain
and an intelligent scheme to analyze packets at the IoT
application-layer. Also, [65] aimed at quantifying the per-
formance of constrained IoT devices in terms of reducing
transaction delay and cost. These researchers proposed mod-
els based on inter-ledger mechanisms and smart contracts to
provide decentralized authorization for IoT devices. Another
study by [66] presented an optimization policy for IoT sen-
sors sampling rate using blockchain and Tangle technolo-
gies. The proposed model aimed to minimize the age of
information (AoI) experienced by end-users taking into con-
sideration resource networking and processing constraints.
Table 1 summarizes the demonstrated researches pointing at
their contribution, application area, and the challenges they
addressed.

It is noticed from the surveyed research works that
blockchain has many forms in which it could be integrated
with IoT networks based on the required outcome perfor-
mance and the addressed challenges. In addition, researches
agreed on the conclusion that integrated IoT-blockchain sys-
tems demonstrate better performance compared to standard
benchmark IoT systems prior to blockchain integration.

VIII. ISSUES FACING THE INTEGRATION OF IOT
AND BLOCKCHAIN
The integration of IoT with blockchain came as a rescue
for the IoT paradigm where it provides valuable oppor-
tunities and resolves many of the challenges facing IoT.
However, limitations do exist due to the challenges facing
the integration itself in the form of newly created obsta-
cles, which clearly opens doors for contemporary research
ideas. Currently, the literature mainly focuses on the fea-
tures offered by blockchain that would elevate IoT architec-
ture and widen its application in a much effective manner
[52], [67], [68]. Issues such as security, traceability, trans-
parency, efficiency, and trust will be enhanced in the presence
of blockchain in IoT systems. However, researchers need to
tackle the issues that appeared due to the integration and
eliminate them before the potentials of the integration could
be fully revealed. Remember that blockchain technology was
designed for powerful computers in an Internet paradigm in
the first place and this is not the exact case for IoT as will
be explained later. In this section, several major challenges
incorporating IoT-blockchain integration are identified and
discussed as follows.

A. IOT RESOURCES CONSTRAINTS
Many IoT devices such as sensors, RFID tags, and smart
meters are resource-constrained. Usually, these devices suf-
fer from inferior computing capabilities, poor network con-
nection capability, limited storage space, and low battery
power [9]. On the other hand, blockchains have their own
special requirements. Firstly, the consensus algorithm needs
extensive computing power, which consumes energy, there-
fore, not practical for low-power IoT devices [9]. Secondly,
the size of blockchain data is bulky so it is infeasible to store

the whole blockchain in each IoT device, especially with
the fact that IoT generates massive data in real-time, which
makes the situation even worse [46]. Thirdly, blockchain is
designed assuming stable network connections [69], which
may not be feasible for IoT that can normally suffers poor net-
work IoT devices connection or unstable network due to the
failure of nodes (e.g. battery depletion) [70]. In most cases,
the situation of the IoT devices cannot be detected until it is
tested, while in many other cases the devices work perfectly
fine for a period of time then the situation changes for many
reasons such as disconnection, short circuit, and program
obsolescence [30].

B. SECURITY SUSCEPTIBILITY
Many industries growingly deploy wireless networks for their
applications due to their scalability and feasibility. However,
the wireless medium suffers from many security breaches
such as passive eavesdropping, jamming, denial of service,
and others [71]. Furthermore, due to IoT devices’ resource
constraints, it is difficult to manage the public/private keys
encryption algorithms [46], especially in a distributed envi-
ronment. Besides, many IoT systems contain different types
of devices that vary in computational capabilities meaning
that not all devices can carry out, for example, the encryption
algorithm at the same speed [72]. Meanwhile, blockchain
has its vulnerabilities such as malicious nodes hijacking
blockchain’s messages with the purpose of delaying block
broadcasting.

C. POSSIBLE PRIVACY BREACHING
Blockchain utilizes private/public key pairs as a mechanism
to preserve data privacy. However, this encryption method
might not be robust enough in some cases. It was found that
user identity could be revealed using learning and inferring
multiple transactions performed by one common user [73].
Furthermore, storing all data on a blockchain could be more
serious in case of any privacy leakage [74].

D. INCENTIVE MECHANISM CHOICE
Blockchain networks have different incentive mechanisms
that are used to mine blocks. Some use Proof of Work (POW)
while others use Proof of Stake (POS). However, there are
many more algorithms. In general. there are two types of
incentive mechanisms in blockchains:

1) The reward for mining a block and
2) The compensation for processing a contract

Choosing the proper incentive for the blockchain application
is a sensitive issue that affects the continuous effort provided
by nodes in general and miners in particular [32]. To illustrate
the issue, for Bitcoin blockchain, the first miner that solves
the POW puzzle will be rewarded a certain amount of bit-
coins. However, rewards are halved every 210,000 blocks.
This decrement incentive structure will discourage miners
and make them shift to another blockchain especially know-
ing that POW consumes a huge amount of energy. This is an
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important point that should be considered when designing a
consensus algorithm for the integrated network.

E. PERFORMING BIG DATA ANALYTICS
There is a growing trend for analysis of IoT real-time gener-
ated data. This type of data is of a massive volume and usu-
ally heterogeneous, however, it has high business value [75].
Big data analysis of IoT generated data could reveal hidden
valuable and meaningful information that aids in making
intelligent decisions. However, applying conventional big
data analysis for the integrated IoT-blockchain system is
challenging due to the following:

1) IoT devices suffer from resource limitations and
inferior computing capabilities. These issues prevent
deploying complicated big data analytics methods
directly at IoT devices. Uploading the data to clouds
for computation and performing big data analysis is
a proposed solution, however, it could lead to long
latency and privacy concerns [42].

2) Blockchain technology protects privacy via public/
private key digital signature. On one hand, perform-
ing big data analysis of anonymous data is diffi-
cult, while on the other hand decrypting data is a
time-consuming process that results in inefficient data
analytics [76].

F. SCALABILITY OF THE INTEGRATED SYSTEM
Blockchain scalability is measured by the throughput of
transactions per second against the number of IoT nodes and
the number of concurrent workloads [43]. The scalability
of current blockchains limits their implementation in large
scale IoT applications [46]. Specifically, IoT devices generate
gigabytes real-time data while blockchain is not designed to
store that huge amount of data [30]. For example, Bitcoin
blockchains may not be suitable for IoT due to their poor
scalability. Some blockchains can process only a few trans-
actions per second. This clearly is a bottleneck for the IoT
systems [30]. Such a situation is solved by implementing
consortium or private blockchain. There are many platforms
for consortium blockchain such as Hyperledger [77].

G. IOT DEVICES MOBILITY AND NAMING
Blockchain network structure differs from that of IoT in
the sense that nodes were not meant to find each other in
the network. For illustration, looking at Bitcoin blockchain,
the IP address for senders is included in the transaction and
is used to build the network topology by other nodes. This
topology is not practical for IoT networks because many IoT
devices are mobile all the time [78].

H. SMART CONTRACT IMPLEMENTATION
Any instability of IoT devices could compromise the valida-
tion of smart contracts. Furthermore, smart contracts could
be overloaded in cases that require accessing multiple data
sources. It is known that smart contracts, being one of

blockchain’s features, are decentralized and distributed, how-
ever, they do not share resources or distribute performing
functions in order to run a huge amount of computational
tasks. In other words, each smart contract is simultaneously
executed over multiple nodes where the distribution is only
for contracts’ validation and not for performing functions and
codes [30].

I. BLOCKCHAIN STANDARDIZATION
IoT developers consider standardization of blockchain as
a vital issue that shall decide the future of the integra-
tion between them because it is expected to provide the
required guidance for developers and customers as well [79].
It is worth mentioning that setting blockchain standards
should take into account the relevant industry standards that
are currently being followed, especially the ones related to
IoT. Therefore, many European countries established stan-
dards for blockchain’ financial transactions to increase con-
fidence in the market [80]. Also, the ISO approved the new
standard for blockchain and distributed ledger technology
(ISO/TC 307) [81]. Besides, legislation related to cyberse-
curity should be considered in the integrated IoT-blockchain
systems such as the EU Network and Information Security
(NIS) directive, which was adopted by the European Com-
mission in 2016 to enhance cybersecurity across the EU [82]
and the general data protection regulation (GDPR) proposed
by EU on 2018 to harmonize data protection and privacy laws
for individuals [83]. The integrated system has to consider the
above laws in addition to some other rules and notifications
regarding personal data breach in cases of applications that
grant access to or edit personal and enterprise data. Fur-
thermore, blockchain is structured around connecting people
from different countries were so far no global legal compli-
ance code exists, and that represents an issue for manufactur-
ers and service providers [46].

IX. LITERATURE SURVEY CONCLUSION
From reviewing related work in literature, it was concluded
that integrating blockchain with IoT could take various forms
and designs depending on the required outcome, application,
and addressed challenges as demonstrated in Section VIII.
Besides, it is argued in the literature that integrated sys-
tems demonstrated better performance compared to standard
benchmark IoT systems with no blockchain integration [7].

Additionally, the surveyed studies did not only agree on the
feasibility of the integration but proposed a variety of designs
to achieve it, as well. While some have focused on the general
architectural prospectives required for the integration; others
concentrated on mitigating specific issues by introducing the
blockchain. Moreover, some other researchers have utilized
the integration as a platform to deploy certain applications.
However, many issues and challenges have not been tackled
by researchers such as constraints of IoT devices, analysis
of big data in addition to others previously demonstrated
challenges regarding the integration of IoT –blockchain. This
research is based on integrating blockchain in two out of the
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three layers; namely, the dew and cloudlet layers, forming the
final architectural design. Our aim is to benefit from features
and services provided by blockchain to guarantee a decentral-
ized data storage while addressing security anonymity chal-
lenges and achieve transparency and efficient authentication
service.

Despite the continuous effort to design suitable IoT–
blockchain integrated architecture, many issues limit proper
implementation as well as the applications’ range of the
integrated system in order to guarantee its optimal usage.
Therefore, there is an increase in the demand for an efficient
design that takes into consideration the challenges facing the
integration process, mainly, IoT devices constraints, big data
analytic, security, and privacy. Also, the appropriate method
should be investigated to facilitate proper smart contract
implementation.

X. DESIGN REQUIREMENT
To design a high-performance distributed and scalable IoT
network architecture with the goal of successfully integrat-
ing blockchain with dew and cloudlet computing to meet
current and future challenges while offering support for new
service requirements, the following design principles must be
fulfilled:

• Efficiency: The integrated system should operate at opti-
mal performance even though its nodes consist of het-
erogeneous devices.

• Resilience: In case any node fails, computational tasks
should not be affected and the system should con-
tinue to work through the rest of the operational
nodes.

• Decentralized data storage: The integrated architecture
should extend the storage capacities of IoT devices
by employing the storage capacities of blockchain
technology.

• Scalability: This is a vital principle in designing an IoT
network with the ability to manage future growth in
terms of the number of devices and amount of informa-
tion they generate.

• Ease of deployment: All nodes even the ones located at
the edge of the Internet should be allowed to join the
network without complicated configurations.

• Data integrity: The integrated system must have a reli-
able built-in data verification mechanisms to ensure the
accuracy and consistency of data in the decentralized
environment.

• Security: Securing the IoT network is one of the main
objectives of introducing a new design architecture.
Therefore, to ensure a holistic design of the integrated
system, data confidentiality and security must be ade-
quately addressed.

• Data authenticity: Data transactions should be authenti-
cated and validated in a heterogeneous and decentralized
dew computing environment.

• Privacy: Users’ data privacy should be guaranteed by
blockchain. This will ensure network participants that

their transferred information is not being tracked or
altered.

• Offloaded computation: The processing tasks out-
sourced to other servers, such as dew servers in our
proposed design, by IoT end devices should be verified
in order to produce accurate results.

• Low latency: The integrated system design should con-
sider delays incurred during computation processes as
well as data transmission from one node to another.
To ensure low latency, it is important to identify what
computation tasks are involved, as for our architecture,
decide whether they should be performed at the end
devices, dew servers, or at the cloudlet layer.

• Access control: It is fundamental to enforce access poli-
cies in the network to regulate the viewing and sharing
of users’ data.

• Adaptability: The architecture must be flexible enough
to adapt to the changing environments, expanded cus-
tomer pools along with their demands, and increased
complexities in possible future applications while main-
taining acceptable levels of system throughput, delays,
and security.

XI. PROPOSED DECENTRALIZED ARCHITECTURE FOR
INTEGRATION IOT AND BLOCKCHAIN
The proposed blockchain-based architecture is built to mit-
igate the multiple challenges facing the integration of IoT
and blockchain. This proposed architecture consists of
three layers; a device layer, a dew-blockchain layer, and a
cloudlet-blockchain layer. Integrating blockchain with dew
and cloudlet computing is intended to provide authentica-
tion efficiency, processing, and data storage services. Dew
computing is a contemporary computing model that emerged
after the wide success of cloud computing. However, cloud
computing uses centralized servers to provide its services,
while Dew computing uses on-premises computers to pro-
vide cloud-friendly, and collaborative micro services to end-
users [84]. As a matter of fact, Dew computing goes beyond
the concept of a network-storage and network-service, to a
distributed sub-platform computing hierarchy [85]. Some
researchers suggested an extension to the Open Systems
Interconnection (OSI) model by adding a new (i.e. eighth)
layer called the context layer on top of the application layer.
As defined in [86], Dew computing is ‘‘an on-premises com-
puter software-hardware organization paradigm in the cloud
computing environment where the on-premises computer
provides functionality that is independent of cloud services
and is also collaborative with cloud services. The goal of dew
computing is to fully realize the potentials of on-premises
computers and cloud services’’. From this definition, themain
features of dew computing are independence and collab-
oration. Dew computers provide substantial functionalities
independently from the cloud layer, however, they collaborate
with it. Dew computing is the closest layer in the network
hierarchy to the IoT devices as demonstrated in Figure 3.
Also, it is not only applicable in cases of powerful local
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FIGURE 3. 5 Tier network layer hierarchical structure.

computers and applications, simple applications maybe not
rich enough but still considered a dew computing applica-
tion [86]. As previously mentioned, one of the major issues
facing the integration process is IoT resource constraints
in terms of computational capabilities, storage space, and
power supply. This was solved by introducing a Dew layer
in the design. Dew on-premises computers could contain
a duplicated fraction of the World Wide Web or serve as
files storage that automatically synchronizes with its cloud
copy (such as Dropbox). Additionally, dew computing hosts
on-premises database synchronized in real-time with cloud
database and serve as a backup to each other. This facil-
itates big data analysis, which represented a challenge for
integrating blockchain with IoT. Furthermore, dew comput-
ers may host software or serve as a platform supporting
development applications [86]. Our proposed dew-cloudlet
architecture can be considered as an extension to the client-
server architecture, in which two servers are located at both
ends of a communication link [87]. Although fog and edge
computing are still viewed as useful technologies, however,
they heavily rely on connectivity. Dew servers, on the other
hand, grant users more flexibility and control over their data

even at the absence of an Internet connection. Primarily,
the dew server stores a local copy of the data and synchronizes
it with a master copy upon restoring the Internet connec-
tion [87]. This feature is not the only valuable characteristic
that distinguishes dew computing from other technologies,
which made it a strong candidate and most suitable to be
integrated with blockchain technology, dew computing has
the significant advantages of self-healing, autonomic self-
augmentation, self-adaptive, user-programmability, extreme
scalability, and capability of performing tasks in a highly
heterogeneous IoT device environment [87]. Clearly, and
after reviewing the issues facing the integration of IoT and
blockchain, dew computing features appear to be tailored
made to address the integration process challenges.

This is not the first time dew servers are integrated with
blockchain. Research by [88] introduced dew computing as a
blockchain client forming a new kind of blockchain called
Dewblock. This system solved the issue of clients having
to keep a huge amount of blockchain data in order to act
as a full node in a blockchain. The proposed system brings
in a new approach in which the data size of a client is
reduced while the features of a full node are still maintained.
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This enables clients to enjoy the features of full nodes in
blockchain without needing to store the growing blockchain
data. The study approach was inspired by dew computing
principles to develop Dewblock based on cloud-dew archi-
tecture. In the system, a dew client operates independently
to perform blockchain activities while it collaborates with
the cloud server to maintain the integrity of the blockchain
network. Therefore, every blockchain user has to deploy a
cloud server. This system clearly demonstrated the two main
features of dew computing which are independence and col-
laboration.

The other layer in the integration architecture is the
cloudlet layer, which is a resource-rich, trusted, small-scale
cloud data center located at the edge of the Internet [84]. The
proposed design is providing solutions to many challenges
and upgraded performance for the IoT paradigm.

A. AN OVERVIEW OF THE PROPOSED ARCHITECTURE
A three-layer architecture is proposed in this study to solve
the problems of devices’ constraints, big data analysis, data
privacy, and security in IoT systems as well as other chal-
lenges facing the IoT paradigm. Additionally, our design shall
increase authentication efficiency and enhance data storage
and processing capabilities. The architectural design consists
of perception or sensing layer, dew layer, and cloudlet layer
as shown in Figure 4. Blockchain is integrated into two
of those layers, precisely the dew layer, and the cloudlet
layer. In general, blockchain usage comes in three types: as a
decentralized storage database, as a distributed ledger, or as a
supporting distributed services provided by smart contracts.
Blockchain is integrated with dew and cloudlet computing to
provide fundamental requirements of IoT, which are: compu-
tation offloading, outsourced data storage, and management
of network traffic. In what follows, we introduce these three
layers.

1) The device layer: Located at the edge of the network,
the device layer consists of IoT sensing devices and
actuators used to monitor and control various smart
applications and send the locally generated data to
the dew layer to utilize its resources in performing
requested services and other tasks. The participation
of IoT devices in the blockchain network is facilitated
by capable servers in the upper dew and cloudlet lay-
ers. Thus, heavier operations are performed by those
servers while end devices carry out lighter tasks such
as accepting firmware updates

2) The dew Layer: The IoT device layer transmits the
generated raw data to the dew layer, which con-
sists of higher-performance controllers connected in a
distributed manner using the blockchain technology.
Each dew controller represents a node in a consor-
tium blockchain and covers a small associated device
community. The dew layer is responsible for timely
service delivery, data analysis, data processing and
reporting of results to the cloudlet and device layers

whenever needed. Specifically, the dew layer provides
localization, while the cloudlet layer provides wide-
area monitoring and controlling. Dew computing is
characterized by its high scalability, which is ‘‘the abil-
ity of a computer system, network or application to
handle a growing amount of work, both in terms of
processing power as well as storage resources or its
potential to be easily enlarged in order to accommo-
date that growth’’ [85]. Also, dew computing equip-
ments are capable of performing complex tasks and
running a large variety of applications effectively.
To provide such functionality, devices at this layer
are self-adaptive and ad hoc programmable. Thus,
by integrating them with consortium blockchain, they
become more capable to run applications in a dis-
tributed manner without a central communication
point or central device. This powerful characteristic
of the dew layer enables it to support a large num-
ber of heterogeneous devices connected in a peer-to-
peer environment meanwhile avoid the risk of a single
point failure. Additionally, the dew layer peer-to-peer
servers provide decentralized and distributed storage
facilities used for additional data storage, real-time
data analytics, different data communication handling.
Furthermore, the dew layer brings services closer to end
devices which shall improve overall performance and
lower latency.
Moreover, dew servers can transfer messages between
themselves, which shall assist in coordinating data pro-
cessing, save cost, and time. This became possible due
to the deployment of blockchain that serves as a dis-
tributed platform supporting secured data transmission
across the network. Besides, the ability to convey peer
to peer messages in the network, dew nodes perform
light processing and analysis for their data as well
as for peer nodes. This facilitates self-organization in
a dynamic environment where dew nodes could be
added and removed at any time. Equally important, dew
servers forward real-time data analytics either to the
distributed cloudlet layer for long term storage or fur-
ther processing and analysis or back to end devices
depending on the network requirements.
From the above, it is clear that this layer’s distributed
blockchain architecture creates a pool of mobilized
resources that provide extra data storage and speed
computations and data analysis. In case of substan-
tial or intensified computational requirements that dew
layer can not handle, servers request services form the
cloudlet layer and offload the workload to it. Not only
blockchain provides decentralized services of storing,
processing, and analyzing terminal information but
also supports creating smart contracts that further lower
latency and increase throughput for dew servers and
distributed resources on the cloudlet layer. Smart con-
tracts are utilized to define the authentication mecha-
nism and integrate different protocols of heterogeneous
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FIGURE 4. The proposed IoT-blockchain integrated architecture.

IoT platforms. Dew nodes can access any smart con-
tract by sending a transaction to its address and there-
fore invoke its function. Meanwhile, terminal identity
anonymity and communication security are maintained
by the cryptography algorithm and public/private key
pair.

3) The cloudlet layer: The cloudlet layer consists of more
powerful resources to provide long-term data process-
ing, analytics and storage, in addition to a higher level
reporting and communication. Such cloudlet resources
are configured as blockchain nodes capable of partici-
pating in the mining process to ensure data privacy and
integrity. We propose a distributed cloudlet layer based

on blockchain technique to provides secure, scalable,
reliable, low-cost, high-availability services, and on-
demand access to computing infrastructures. Cloudlet
layer hosts massive storage and computational facilities
that when used with blockchain, a complete replication
of all records being shared among them is maintained

The flowchart in Figure 5 further explains the message
flow between layers in the proposed architecture.

B. CONSENSUS MECHANISM
The consensus mechanism in blockchains is crucial for both
the dew and cloudlet layers to provide secure and timely
access, consequently, offering quality computing services.
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FIGURE 5. The message flow between layers in the proposed
IoT-blockchain integrated architecture.

The adopted mechanism in both layers is Practical Byzantine
Fault Tolerance (PBFT). Byzantine Fault Tolerance enables
distributed computer networks to reach sufficient and valid
consensus even though malicious nodes might exist in the
network performing malicious acts such as failing to send
information or sending incorrect ones. Here, the role of BFT
is to protect the system from catastrophic failure by decreas-
ing the effect of those malicious nodes [89].

BFT stemmed from the Byzantine Generals’ Problem. It is
a computer science term describing the situation that involves
multiple parties who should agree on a single strategy to
prevent network failure bearing in mind that some nodes
might be unreliable or malicious [89]. BFT has been utilized
in nuclear power plants, airplane engine systems, and almost
in any system that depends on many sensors to take a deci-
sion or action. Moreover, it is used in blockchain networks
where trust needs to be established between nodes who do
not fully trust each other [90]. In 1999, a published research
introduced the Practical Byzantine Fault Tolerance (pBFT)
algorithm [89]. The reason behind choosing pBFT in our
architecture is its distinguished high-performance Byzan-
tine state machine replication and its capability of process-
ing thousands of requests per second with sub-millisecond
increased latency. Also, pBFT is effective in providing high-
throughput transactions [90]. In order to further increase the
throughput of the network, we suggest using a consensus
round every specific number of mined blocks and perform

blockchain sharding. Here, miners are split into smaller
groups called shards capable of processing transactions
simultaneously resulting in higher throughput [90].

C. STRENGTHS OF PBFT
Practical Byzantine Fault Tolerance (pBFT) algorithm has
many strong points that support our choice of adopting it in
our architecture, the following are the main strengths

1) Transaction quick finalization: the structure of pBFT
imply that transactions could be validated and finalized
without the need formultiple confirmations. Also, there
is no waiting period after including the block in the
chain to ensure that a transaction is secured [91].

2) Energy efficiency: pBFT does not require intensive
energy consumption such as POW as described in
section VIII. Even if the system adopts POW almost
every 100 mined blocks to prevent Sybil attack,
the increase in energy consumption is not signifi-
cant [91].

3) Low reward variation: miners incentive is one of the
issues facing the integration of IoT with blockchain,
which was discussed previously in section VIII. pBFT
solves this issue because it requires collective deci-
sion through voting on records by signing messages,
unlike POW in which miners only add the next block
and get rewarded. In the pBFT network, every node
can be incentivized. Therefore, there is no fear of
nodes or miners leaving the network due to unaccept-
able rewards [91].

D. THE WEAKNESS OF PBFT
Although (pBFT) proved to be reliable and strong, the fol-
lowing explains its main weakness.

1) Sybil attacks: pBFT consensus could be affected by
Sybil attacks, where a single party controls or manip-
ulates a large number of nodes which enables them to
control and modify the blockchain and thus comprises
security. This threat is lowered in large size networks.
However, considering the scalability problem of pBFT,
the solution is to use sharding or combine another type
of consensus algorithm as suggested above [91].

E. INTEGRATION CHALLENGES AND FULFILLMENT OF
DESIGN REQUIREMENTS IN THE PROPOSED
IOT-BLOCKCHIAN ARCHITECTURE
In this section, the satisfaction of previously specified design
principles, as well as solutions to many integration chal-
lenges, are discussed.

• Information created by clients smart devices and sensors
such as videos and photos, GPS data, health data by
wearable devices, and smart home statuses detected by
the sensors usually contains gigantic amounts of valu-
able data that when analyzed will benefit individuals
and societies as a whole. Big data analysis was one of
the discussed issues facing blockchain. We propose dew
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computing as a solution to this problem. Dew servers
shall be able to store and participate in big data analysis,
which could not be performed on IoT devices due to
their constrained resources nor in blockchain alone due
to encryption dilemma.

• Computation offloading service was included in our
architecture to relieve intensive and heavy computation
tasks from the less capable IoT devices to more powerful
dew servers. This solves the problem of computational
and power demanding POW consensus algorithm. This
means that the consensusmechanismwill be deployed in
the dew-blockchain layer. The same problemwas further
tackled by adopting pBFT algorithm which consumes
less power.

• Also, resource-constrained mobile devices that
communicate their data using wireless links repre-
sent a security vulnerability -as discussed earlier in
Section VIII- shall benefit from the deployed compu-
tation offloading service. With dew servers deployed at
the edge of the network, closer to end devices, dew-
blockchain layer resources can take the processing load
from the devices. Those tasks involve hash computa-
tions, encryption and decryption, as well as consen-
sus mechanism, are offloaded from the devices and
outsourced to dew servers for execution. Blockchain
safeguards the security aspects of this module in case
a computation operation requires assignment to multi-
ple dew nodes. Being relieved of such operations, end
devices’ battery lifetime gets increased and execution of
tasks speeds up with increased efficiency and security.

• Outsourcing decentralized data storage, which out-
weighs the centralized storage in conventional cloud
computing. The decentralized data storage provided
by the integration of dew computing and blockchain
exploits the benefits of both technologies to increase
storage sizes, heighten the security of stored data, and
keep data closer to the end devices layer. Storing data
on dew servers close to consumers shall decrease the
communication latency and elevate the system availabil-
ity and performance. The large storage capacity offered
by dew computing complements the validated security
in blockchain to ensure a decentralized storage manage-
ment in a peer to peer environment without entrusting
the data to a centralized authority. The same applies
to the cloudlet-blockchain layer which although not
close to consumers but shares with the dew-blockchain
layer the capability to provide access decentralized and
secured data storage facilities.

XII. CONCLUSION
IoT network is growing tremendously in terms of types
of applications and number of devices. This created many
challenges that need urgent solutions to enable exploiting
the full potential of IoT in the future. On the other hand
blockchain technology appeared as a distributed immutable
transparent decentralized and secured technology that has

a promising role in many sectors. The characteristics and
structure of blockchain make it a strong candidate to solve
IoT system issues through integration. The integration pro-
cess captured the attention of many researchers who came
up with different IoT -Blockchain integrated architectures
and designs. However, none of the proposed studies was
capable of solving most of the challenges nor exploring the
full potential of blockchain to benefit from it in the IoT
paradigm. This research proposes a new architecture based
on three layers system consisting of; devices layer, dew-
blockchain layer, and cloudlet-blockchain layer. It is the only
architecture that utilizes dew computing in the integration
process between IoT and blockchain. The novelty of includ-
ing dew and cloudlet computing serves the final design by
bringing computing resources as close as possible to the IoT
devices so that traffic in the core network can be secured
and with the minimum end-to-end delay between the IoT
devices and computing resources. In addition to adopting
cloudlet computing as a means to bringing servers closer to
IoT devices, the proposed architecture reduces the end-to-
end delay by utilizing private and consortium blockchains,
which requires a transaction verification time in the order of
milliseconds opposite to public blockchain, which needs a
transaction approval time in the order ofminutes [13]. In addi-
tion, it is the only design that does not include a cloud layer
and instead depends on distributed cloudlets for higher-level
computational tasks and ultimate decentralization in addition
to reducing the end-to-end message delay. Our architectural
design solved many problems facing IoT systems such as
constraints of IoT devices, big data analysis, data privacy, and
security in IoT systems, data storage, intensive computational
and analytical requirements as well as core network traffic.
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