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Abstract 

  

 

Developing and selecting an appropriate test suite is an important issue for testing 

implementations of protocols and other reactive software systems. Many methods are 

known for the derivation of test suites based on a specification given in the form of 

Extended Finite State Machine (EFSM). In practice, developing test suites and 

applying these test suites to an implementation under test is time consuming and 

costly. Thus, determining high quality test suites reduces the cost of software testing. 

To this end, in this thesis, we first assess and compare the coverage of test suites 

derived using known EFSM-Based test derivation criteria and test suites derived using 

the traditional Data-Flow and Control-Flow criteria. In addition, we assess and 

compare the coverage of these test suites with randomly generated test suites. Finally, 

we propose an EFSM-Based test derivation method that derives tests with the 

guaranteed coverage of transfer faults. Experiments comparing the fault detection 

capability of derived tests with those derived using the considered EFSM-Based, 

random, and the traditional Data-Flow and Control-Flow testing criteria are presented. 
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Chapter 1: Introduction 

 

Test derivation based on formal models is now widely used for deriving test 

suites for different kinds of systems such as software products and communication 

protocols [1]. A well-known model that is widely used to represent the specification 

of a given software system is called the Extended Finite State Machine (EFSM) 

model. This model extends the traditional (Mealy) FSM model with input and output 

parameters, context variables, operations and predicates defined over context 

variables and input parameters. The EFSM model is considered one of the most 

powerful models for test derivation and it is used as the underlying model of many 

formal specification techniques such as UML, SDL, and Statecharts [2]. 

Many approaches have been proposed by researchers to derive test suites 

when the system requirements or specifications are represented in the form of an 

EFSM [3] [4] [5] [6]. Many types of faults can be considered in test derivation, such 

as single and double transfer faults, single and double assignment faults, some 

predicate faults, and others. Basically, it is well-known that deriving a test suite that 

can detect many types of EFSM faults in an implementation under test (IUT) is 

impractical as the length of such test suite can be huge even if some assumptions are 

made regarding the behavior of an IUT. To this end, it is worth determining and 

assessing the coverage of test suites derived using known EFSM-Based coverage 

criteria, such as test suites that cover single or double assignment faults, test suites 

that cover some single or double assignment faults, and test suites derived as 

Transition Tours (TT) of the EFSM specifications. Further, test derivation from a 

given EFSM specification can be done using the traditional software Data-Flow and 

Control-Flow testing criteria such as All-Uses, All-Edges, All-Nodes and All-

Decisions [7] [8]. A lot of work has been done in the previous years on assessing the 

coverage of Data-Flow and Control-Flow based test suites [9] [10], and, to our 

knowledge, no work has been done on comparing the fault detection capability of 

Data-Flow and Control-Flow test suites with EFSM-Based test suites. To this end, in 

this thesis, we assess and compare the fault detection capability of Data-Flow, 

Control-Flow, and EFSM-Based test suites. In addition, we assess the fault detection 

capability of these test suites with test suites derived from the given EFSM 

specifications. In particular, in our experiments, we first consider the EFSM 

specifications of three known protocols [11] [12] and a cruise control system [13]. 
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EFSM-Based test suites are derived from the considered EFSM specifications using 

an integrated environment EFSM-to-FSM developed at AUS by Noshad Jadoon. 

Data-Flow and Control-Flow test suites are derived (by hand) from the Flow-Graphs 

of the EFSM specifications. A Flow-Graph of a given EFSM specification can be 

derived as illustrated in related works [14] [15]. Random test suites are derived, by 

hand, as random walks (or paths) of the given EFSM specifications. Derived test 

suites are then written in Java using JUnit [16] [17]. Further, for each EFSM 

specification, three Java code implementations of the specification are developed by 

three groups of CMP 531 (Advanced Software Engineering) students. In order to 

assess the coverage of derived test suites, as usual (code) mutants of these Java 

implementations are derived using MuClipse tool [18]. Mutants are derived using 

traditional mutation operators such as the Arithmetic, Conditional, and Relational 

Mutation Operators [19]. Afterwards, the test suites, written in JUnit, are run against 

the derived code mutants, and fault detection capability of each of these test suites is 

determined by the corresponding mutation score, which is calculated as the number of 

killed mutants divided by the total number of mutants. We note that a mutant is killed 

by a test case of a test suite if the output behaviour of the mutant to the test case is 

different than the expected behaviour determined by the test case. In summary, based 

on the conducted experiments, the following results are obtained: 
 

 The best EFSM-Based test suites are the Random test suites with the same 

length as All-Uses test suites but with single test case (mutation score = 

58.14%), then Single Transfer Fault (mutation score = 56.04%), then 

Transition Tour (mutation score = 55.86%) test suites and All-Uses test 

suites (mutation score = 57.19%). 

 The best Control-Flow and Data-Flow test suites are the All-Uses 

(mutation score = 57.19%), then the All-Edges test suites (mutation score 

= 54.53%). 

 Random test suites with the same length as All-Uses test suite and with 

single test cases outperform (average mutations score = 58.14%) all other 

test suites. All-Uses and EFSM-Based Single Transfer Fault and Transition 

Tour test suites mutation scores are comparable. In particular, on average, 

All-Uses, Single Transfer Fault, and Transition Tour test suites mutation 

scores are 57.19%, 56.04%, and 55.86%, respectively. 
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In the last part of this thesis, we propose an EFSM based test derivation 

method that guarantees the detection of all transfer faults in an implementation under 

test under some considered assumptions.  

More precisely, we establish sufficient conditions for the derivation of a test 

suite from a given EFSM specification with complete fault coverage of transfer faults 

and propose an algorithm for deriving such a test suite. Experiments show that test 

suites derived using our proposed method outperform, in terms of fault detection 

capability, determined using the mutation score, all other test suites. In particular, All 

Transfer Faults Test Suites (mutation score = 70.9%) and State Identifiers Test Suites 

(67.29%), outperform All-Uses (60.08%) and Transition Tour Tests Suites (62.22%). 

The fault detection power of All Transfer and State Identifiers are somehow 

comparable. In addition, unlike experiments done in the previous chapter, 

experiments with random test suites do not outperform All Transfer Faults nor State 

Identifiers Test Suites. This shows that test derivation based on formal fault model 

outperforms random test suites. 
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Chapter 2: Preliminaries 

 

2.1 The EFSM Model 

 

The Extended Finite State Machine (EFSM) model extends the Finite State 

Machine (FSM) model with input and output parameters, context variables, operations 

and predicates defined over context variables and input parameters.  

 

S0 S1

w:=0
T1: b / o(w)

T2: a, w<2 / w:=w+1, o(w)

T3: a, w=2 / w:=0, o(w)

T5: a, w<=1 / w:=1, o(w)

T4: b, w<2 / o(w)

 
Figure 1. EFSM M1  

 

In the following, before providing the formal definition of an EFSM, we 

illustrate the notion of an EFSM and how it operates through a simple example. 

Consider the EFSM M1 given in Figure 1 which is defined over state set S = {s0, s1}, 

inputs X = {a, b}, where a and b are non-parameterized, parameterized outputs Y= 

{o} with output parameter is the context variable w. The set of context variables of 

the machine is V = {w} and in this example, we assume that DV (domain of the 

variable w) is the set of all non-negative integers. The set of output parameters RO = 

{w}. The machine has five transitions. For example, it has t1 = (s0, b, True, o(w), , s0) 

with state s0 as start and final state of the transition, respectively, and the transition 

has b as an input and has no guard (or predicate), i.e. has the guard True, and has no 

variable update function. The machine also has transition t2 = (s0, a, w < 2, o(w), w = 

w+1, s0), where the guard of the transition is w < 2,  the context update is w = w+1, 

and parameterized output o carrying the value of the variable w.  A configuration of 

the EFSM is pair of a state and valuation vector of context variables. For example, a 

configuration (s0, w=0) represents the fact that the machine is at state s0 where the 

current value of the context variable w (i.e. valuation vector) is 0, denoted as w=0. 

Assume that (s0, w=0) is a current configuration of the EFSM and the machine 

receives a parameterized input a, then the machine checks the predicates of outgoing 
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transitions from state s0 that are satisfied for the current configuration under the input 

a. As (w < 2) of transition t2 holds, then t2 is executed according to the context update 

function w = w + 1 = 0 + 1 =1 with producing the output o(1), and the machine moves 

from state s0 to the final state s0 as specified by t2. In fact, the machine moves from 

configuration (s0, w=0) to configuration (s0, w=1).  

Most of the following definitions are adopted from [20]. An EFSM can be 

defined formally as follows: Let X and Y be finite sets of inputs and outputs, R and V 

be finite disjoint sets of input parameters and context variables. For x  X, Rx  R 

denotes the set of input parameters and DRx denotes the set of valuations of the 

parameters over the set Rx. Similarly, for y  Y, Ry  R denotes the set of output 

parameters and DRy denotes the set of valuations of the parameters over the set Ry. The 

set DV denotes the set of context variable valuations, i.e., the set of all possible 

valuations of the corresponding vector v. The sets Rx and DV can be infinite.  

 

Definition 1: An EFSM M over X, Y, R, V with the associated valuation domains is a 

pair (S, T) where S is a finite non-empty set of states and T is the set of transitions 

between states in S, such that each transition t  T is a tuple (s, x, P, op, y, up, s), 

where: 

 s and s are the start and final states of the transition t. 

x  X is the input of transition t. 

y  Y is the output of transition t. 

P and up, op are functions defined over context variables V and input parameters as 

follows: 

P   : DRx  DV     {True (or 1), False (or 0)} is the predicate (or the guard) of the 

transition t. 

up : DRx  DV    DV is the context update function of transition t.  

op : DRx  DV    DRy is the output parameter update function of transition t. 

 

A transition can have the trivial guard that is always True; in this case, we say 

that the transition has no guard. An input x (or output y) can have no parameters; in 

this case, Rx =  (Ry = ), and when the parameterized input (output) is not defined,  

the input (output) is simply denoted by x (y).  

 



  

19 

 

Definition 2: A context variable valuation v  DV is called a context of M. A 

configuration of M is a tuple (s, v) where s is a state and v is a context. 

 

 

Definition 3: An EFSM M is:    

  predicate complete if, for each transition t, every element in DRx  DV evaluates 

to True at least one predicate of the set of all predicates guarding transitions 

with the same start state and input as t; 

  input complete if, for each pair (s, x) in S  X, there exists at least one transition 

leaving state s with input x; 

  deterministic if any two transitions outgoing from the same state with the same 

input have mutually exclusive predicates;  

  complete if the EFSM is input and predicate complete. 

 

Hereafter, we consider complete and deterministic EFSMs. We note that if an 

EFSM specification is not complete, then the EFSM can be completed by adding 

appropriate self-loop transitions with the Null output. 

 

Definition 4: Given input x and the input parameter valuations, a parameterized input 

(or an input) is a tuple (x, px), where px  DRx. As mentioned above, if Rx = , the 

input is denoted as x. A sequence of parameterized and/or non-parameterized inputs is 

also called an input sequence. An output sequence can be defined in a similar way.  

Assume EFSM M is at a current configuration (s, v) and the machine receives 

an input (x,  px) such that (v,  px) satisfies the guard P of an outgoing transition t = (s, 

x, P, op, y, up, s´) of s, then the machine being at (s, v), upon receiving the input  (x, 

px), executes the transition t; produces the (parameterized) output where parameter 

values are provided by the output parameter function op, and moves to configuration 

(s´, v), where v = up(px, v). Thus, a transition can be represented as (s, v) - (x1, 

px)/(y, py) -> (s´, v´), where op(px, v) = (y, py).  Such a transition can also be written 

as ((s, v), (x1, px), (y, py), (s´, v´)). 

 

Definition 5: A sequence of transitions (s1, v1) - (x1, px1)/(y1, py1) -> (s2, v2) – (x2, px2) 

/(y2, py2) -> (s3, v3) … (sl-1, vl-1) - (xl, pxl)/ (yl, pyl) -> (sl, vl) in an EFSM M is a path at 

the configuration (s1, v1). The input projection of the path is the input sequence = 

(x1, py1) (x2, px2) … (xl, px1) and the output projection is the output sequence = (y1, 
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py1) (y2, py2) … (yl, py1). We use the notation (s1, v1) ->  -> (sl, vl) to denote the fact 

that there exists a path from (s1, v1) to the configuration (sl, vl) such that the input 

projection of the path is . In this case, we also say that the configuration (sl, vl) is 

reached from (s1, v1) by applying the input sequence . The sequence   = / is 

called an I/O sequence or a trace at the configuration (s1, v1). The input projection X 

of such a trace  is  and the output projection Y of the trace  is . Such a trace 

can also be denoted as / where  is the input sequence and  is its corresponding 

output sequence. 

By definition, for a deterministic predicate and input complete EFSM S, for 

every state s  S, input x  X, px   DRx, and context valuation v  DV, there exists 

one and only one guard P defined at outgoing transitions of s under the input x, such 

that P(px, v) is True. Thus, for each configuration (s, v) and each input (x, px), there is 

only one transition from the configuration (s, v) under (x, px) and for each input 

sequence  there exists exactly one output sequence  such that / is a trace at (s, v). 

In addition, for a complete EFSM, for every input sequence  there exists an output 

sequence  such / is a trace of the EFSM. We let out((s, v), ) denote the output 

sequence  produced by applying the input sequence  at (s, v). We note that if x is 

non-parameterized then corresponding transition guards are defined only over context 

variables. 

 

Definition 6: A test case derived from an EFSM specification is a sequence of pairs 

of inputs and corresponding (expected) outputs such as (x1, px1)/(y1, py1) (x2, px2) /(y2, 

py2) …  (xl, pxl)/ (yl, pyl) derived from a path of the EFSM starting from the initial 

configuration of the EFSM. A test suite is a finite set of test cases. 

Hereafter, for better readability, usually inputs of test cases are preceded by ? 

and outputs are preceded by !. Thus, a pair ?b/!o(0) means that the machine, upon 

receiving the input ?b, is expected to reply with the output !o(0). An example of a test 

case derived from EFSM M1 of Figure 1 is ?b/!o(0) – ?b/!o(0) – ?a/!o(1) – ?a/!o(2) - 

?a/!o(0) derived from the corresponding path (s0, w=0) - ?b/!o(0) – (s0, w=0)- ?b/!o(0) 

– (s0, w=0) ?a/!o(1) – (s0, w=1)  ?a/!o(2) – (s0, w=2) - ?a/!o(0)  (s1, w=0). 
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2.2 EFSM Flow-Graph 

 

A Flow-Graph of a given code is a graphical representation of the code 

annotated with definitions: computation uses C-Uses, and predicate uses P-Uses of 

variables. A definition of a variable w at node n of a Flow-Graph is represented as 

dn
w
, computation use of a variable w at node m is represented as Cm

w
, and a predicate 

use of variable say z between nodes m and n is denoted as P
w

m-n.  

The following figure includes the Flow-Graph of the EFSM M1 in Figure 1. 

Detailed description of how such a Flow-Graph can be constructed for a given EFSM 

specification is given in [14] [15]. 
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Figure 2. Flow-Graph for EFSM M1 
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2.3 Data-Flow, Control-Flow Test Suites 

 

In this thesis, we consider deriving test suites using the traditional Data-Flow 

and Control-Flow criteria such as the All-Uses, All-Edges, All-Nodes and All-

Decisions [7] criteria. Below is the definition of each one of the test suites derived 

using these criteria with simple examples. 

2.3.1 All-Uses Test Suite 

 

All-Uses Test Suite is a coverage-based testing technique which utilizes 

definition-use pairs (DU-Pairs) to set and define required elements for the testing 

process. Therefore, a test suite can be categorized as All-Uses Test Suite if every DU-

Pair in the definition/use Flow-Graph is covered in the test suite [7]. The following is 

an example of All-Uses Test Suite of EFSM M1 (inputs of test cases are preceded by ? 

and outputs are preceded by !): 

 

 All-Uses TC 1: 

?b/!o(0) 

  

All-Uses TC 2: 

?a/!o(1) – ?b/!o(1) – ?a/!o(2) – ?a/!o(0) – ?b/!o(0) – ?a/!o(1) – ?b/!o(1) –

?a/!o(2) 

2.3.2 All-Edges Test Suite 

 

A test suite can be categorized as All-Edges Test Suite if every edge in the 

definition/use Flow-Graph is included in the test suite [7]. The following is an 

example of All-Edges Test Suite of EFSM M1:  

 

 All-Edges TC1: 

?a/!o(1) – ?b/!o(1) – ?a/!o(2) – ?a/!o(0) – ?b/!o(0) – ?a/!o(1) 

2.3.3 All-Nodes Test Suite 

 

A test suite can be categorized as All-Nodes Test Suite if every node in the 

definition/use Flow-Graph is covered by the test cases of the test suite. The following 

is an example of All-Nodes Test Suite of EFSM M1: 
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 All-Nodes-Flow-Graph TC1: 

 ?a/!o(1) – ?b/!o(1) – ?a/!o(2) – ?a/!o(0) – ?b/!o(0) – ?a/!o(1) 

2.3.4 All-Decisions Test Suite 

 

A test suite can be categorized as All-Decisions Test Suite if all possible true 

and false values of each decision in the definition/use Flow-Graph is covered by the 

test suite [7]. The following is an example of All-Decisions Test Suite of EFSM M1: 

 

All-Decisions TC1:  

 ?a/!o(1) – ?a/!o(2) – ?a/!o(0) – ?b/!o(0) – ?a/!o(1) 

 

2.4 EFSM Test Suites 

 

Many types of EFSM faults have been defined in the literature [21] [4]. Most 

known types of faults include Single Transfer Faults, Double Transfer Faults, Single 

Assignment Faults, and Double Assignment Faults. These faults and their 

corresponding Test Suites are defined below: 

2.4.1 Single Transfer Fault (STF)  

  

Transition t = (s, x, P, op, y, up, s´) has transfer fault if it transfers wrongly to 

a state s''  s'. A test suite can be categorized as STF Test Suite if it is able to kill all 

EFSM mutants with single transfer faults. 

2.4.2 Double Transfer Fault (DTF)  

 

A faulty implementation under testing (IUT) has Double Transfer Faults if it 

has two Single Transfer Faults. A test suite can be categorized as DTF Test Suite if it 

is able to kill all EFSM mutants with double transfer faults. 

2.4.3 Single Assignment Fault (SAF)  

 

 Transition t = (s, x, P, op, y, up, s´) has a Single Assignment Fault (SAF) if it 

has an update statement function up'  up. A test suite can be categorized as SAF Test 

Suite if it is able to kill all selected types of EFSM mutants with single assignment 

fault. 
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2.4.4 Double Assignment Fault (DAF)  

 

A faulty implementation under testing (IUT) has Double Assignment Faults 

(DAF) if it has two Single Assignment Faults. A test suite can be categorized as DAF 

Test Suite if it is able to kill all selected types of EFSM mutants with double 

assignment fault. 

2.4.5 All-States Test Suite  
 

A test suite can be categorized as All-States Test Suite if all the EFSM states 

are included in the test suite. The following is an example of All-States of EFSM M1: 

 

 All-States TC1: 

 ?a/!o(1) – ?a/!o(2) – ?a/!o(0) 

2.4.6 Transition Tour Test Suite 

 

A Transition Tour of an EFSM is a path that starts at the initial configuration 

of the EFSM and traverses each transition of the EFSM and returns back to the initial 

state. A Transition Tour test suite is a test suite with one test case derived from the 

EFSM Transition Tour. The following is an example of Transition Tour of EFSM M1: 

 

 Transition-Tour TC1: 

 ?a/!o(1) – ?b/!o(1) – ?a/!o(2) – ?a/!o(0) – ?b/!o(0) – ?a/!o(1) 

2.5 Random Test Suites 
  

A Random Test Suite is a test suite generated by a random walk through (or 

from a randomly generated path of) the EFSM Specification. In Chapter 4, we include 

a detailed description about the random test suites that we consider in our 

experiments. 
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Chapter 3: Literature Review and Related Work 

 

3.1 Mutation Testing 

 

Mutation testing is a mechanism to evaluate and assess the quality of a test 

suite and to guarantee its efficiency by checking the coverage of the test suite in terms 

of number of killed mutants [22].  

Mutation Testing is considered an expensive software testing technique. 

Research and studies have shown that Mutation Testing has a very high and strong 

rate over other testing techniques in fault and error detection [23]. J.H. Andrews et al. 

[24] said that if we select the appropriate types of mutant operators carefully and after 

the removal of the equivalent ones, mutation testing can provide a good indication of 

the ability of a test suite to detect errors and faults. 

 

 Code Based Mutation Testing 

 

Code based mutation testing is a technique for selecting the best test suite 

depending on fault-based criterion by checking the coverage of each test suites versus 

the mutants. Mutants are derived from the code implementation of the specification 

[25]. 

The main principle of code based mutation testing is that every single mutant 

operator represents a fault that the programmers often make. Therefore, by choosing 

the appropriate types of mutants carefully, we will be able to eliminate a huge number 

of programmers' faults. The idea of code based mutation testing started in the 1970s, 

specifically, in 1977 by Halmet [26] and in 1978 by DeMillo et al. [27]. 

 Code based mutation testing is capable of testing software programs at many 

levels, such as the specification level, unit level, and integration level. It has been 

widely applied and tested as a white-box technique for many programming languages 

such as Fortran [28], and C [29], and more recently, C# [31], and Java [32].  

There are many code mutation operators, but mainly they can be divided into 

two categories Traditional (Method) Level [19] and Class Level mutants [33]. More 

details about these types of mutation operators are included in Appendix A. 
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 EFSM Mutation Testing 

 

EFSM mutation testing is an error based criterion consisting of generating 

mutants of the EFSM specification based on selected mutation operator or operators. 

Mutants in EFSM mutation testing are derived from the EFSM specification [22]. 

Probert R. L. et al. [34] proposed a technique named E-MPT (Estelle directed 

Mutation based Protocol Testing) to test Estelle specifications based on mutation. 

This technique validates the EFSMs defined in the specification, generates the 

mutants from the specification, and translates the original specification and its EFSM 

based mutants into C programs using an Estelle compiler. 

 Fabbri et al. [35] have explored Mutation Testing at the specification level, 

analyzing the adequacy of this criterion on testing the behavioral aspects of reactive 

systems specified using Finite State Machines and Statecharts. Fabbri et al. also 

defined the mutant operators for EFSMs and generated the mutants by applying the 

mutant operators to a given specification. The mutant operators that Fabbri et al. 

defined models the more typical errors related to the specification technique in use. 

After the mutants' generation process, each mutant is simulated and the results are 

compared to the results of the original specification. These steps contribute to the 

analysis of the mutation testing adequacy. More related work about EFSM mutation 

testing can be found in the paper proposed by Tatiana Sugeta et al. [22]. 

 A lot of EFSM mutant operators were proposed by different researchers such 

as Tatiana Sugeta et al. [22], who categorized the types of mutants into three different 

categories: Process, Interface, and Structural Mutation Operators. 

 

3.2 Coverage Assessment of Mutation Testing 

 

The idea of using mutants to measure test suites' adequacy was originally 

proposed by DeMillo et al. [27] and Hamlet [26], and explored extensively by Offutt 

[2][36][40] and others. 

Offutt [36] showed empirical support for one of the basic premises of mutation 

testing, that a test data set that detects simple faults (such as those introduced by 

mutation) will detect complex faults, i.e., the combination of several simple faults. 

Although mutant generation was originally proposed as part of a testing 

strategy, we can note that Thevenod-Fosse et al. [37] used it instead as a method for 



  

27 

 

generating faulty versions for experiments. Other researchers who have done this 

include Kim et al. [38].  

Finally, Chen et al. [39] used both hand-seeded faults and generated mutants 

in their experiments. They point out that the hand-seeded faults are only a subset of 

the possible faults and raise the issue of whether the faults were representative, but, as 

this was not the focus of their research, they do not explore it further. 

Comparing testing suites according to their coverage score against different 

types of mutants and selecting the best test suite was proposed also by James H. 

Andews et al. [9], who compared four different test suites, Block, C-Use, Decision, 

and P-Use, in which they found that C-Use and P-Use test suites were able to kill 

more faulty machines than Decision and Block test suites. 

Offutt J. et al. [2] compared three specification-based testing criteria, full 

predicate coverage, transition-pair coverage, and statement mutation on the basis of a 

cross scoring, where tests generated for each criterion are measured against the others. 

Then, they compared the three testing techniques on the basis of the number of test 

cases generated to satisfy them, in a rough attempt to compare their relative costs. For 

the program used, the specification mutation score of the full predicate tests and the 

full predicate scores of the specification mutation tests were quite high. This provides 

some evidence that specification mutation ProbSubsumes, “a testing criterion C1 

ProbSubsumes C2 for a program P if a test set T that is adequate with respect to C1 is 

„likely‟ to be adequate with respect to C2. If C1 ProbSubsumes C2, C1 is said to be 

more „difficult‟ to satisfy than C2”, full predicate and full predicate ProbSubsumes 

specification mutation; that is, the two techniques are relatively similar. However, 

neither the full predicate tests nor the specification mutation tests had high transition-

pair scores, and the transition-pair tests did not have high full predicate or 

specification mutation scores. Thus, it can be inferred that transition-pair tests offer 

something different from full predicate and specification mutation tests. 

Again, Offutt J. et al. [40] compared four testing criteria, Mutation, Edge-Pair, 

All-Uses, and Prime Path Coverage, where they found that mutation testing found 

more faults than other criteria. Despite mutation testing's widespread reputation as 

being the most expensive test criterion, they found that mutation testing did not 

require significantly more tests. In fact, based on the efficiency ratio in Table 1 below, 

mutation testing is the most efficient criterion. This leads to the argument that the 

expense of mutation is worthwhile because it will help the tester find more faults. 
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Table 1. Cost versus Benefit Ratio [40]. 

 Tests Faults Cost/Benefit 

Edge-pair 344 55 6.3 

All-uses 362 54 6.7 

Prime path 436 56 7.8 

Mutation 269 75 3.6 

 

 The cost in the above table is calculated in terms of the number of test cases 

required for each test suite and the benefit in terms of the number of faulty machines 

each test suite is able to kill. 

Phyllis G. Frankl et al. [41] compared the effectiveness of All-Uses vs. 

Mutation Testing in which they found that mutation testing performed better than All-

Uses especially at the highest coverage levels.  

Sahitya Kakarla et al. compared between Data-Flow testing and mutation 

testing [42] in which they found that Data-Flow testing outperformed mutation testing 

in the number of test cases required (cost), but mutation testing was twice as effective 

as Data-Flow testing in exposing faults (benefit).  
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Chapter 4: A Method for Assessing Control-Flow, Data-Flow and EFSM-

Based Test Suites 

 

 

In this chapter we present a method for assessing the coverage of Control-

Flow, Data-Flow and EFSM-Based test suites. To the best of our knowledge, no work 

has been done on comparing the fault detection capability of Control- and Data-Flow 

test suites with EFSM-Based test suites.  

The following graph (Figure 3) includes the general steps of the assessment 

methodology. Different steps of this methodology are described in more detail in the 

following sections. 

 

 

Figure 3. Assessment Methodology 
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Steps of the assessment methodology: 

 

Step 1: Given an EFSM specification spec. 
 

Step 2: Derive Control-Flow and Data-Flow test suites:  

Step 2.1: Derive Definition/Use flow-graph from spec. 
 

Step 2.2: Derive Control-Flow and Data-Flow test suites from the 

derived Flow-Graph: (i.e. derive All-Uses, All-Edges, All-Nodes, and 

All-decisions test suites). 
 

Step 2.3: Write derived test suites in JUnit. 

 

Step 3: Derive EFSM-Based test suites: 

Step 3.1: Derive EFSM-Based test suites from spec: 

(i.e. derive Single Transfer Fault, Double Transfer Fault, Single 

Assignment Fault, Double Assignment Fault, Transition Tour, All-

States, and Random test suites). 
 

Step 3.2: Write derived test suites in JUnit. 
 

Step 4: Code Implementation and Mutants Derivation: 

 Step 4.1: Java Code Implementation of the spec. 

 Step 4.2: Select mutation operators. 

 Step 4.3: Derive mutants using MuClipse [18] [43]. 
 

Step 5: Apply derived test suites to derived mutants and compute mutation 

scores. 
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Step1: Considered EFSM Specifications 

 

We consider three well-known communication protocols in our experiments. 

The first two correspond to the initiator and responder protocols [11] and the third is 

the so-called Simple Communication Protocol (SCP) [12]. We also consider a Cruise 

Control system [13]. 

 

 Initiator EFSM specification 
 

The Initiator protocol is a part of the INRES (Initiator-Responder) protocol 

which is an abridged version of the Abracadabra system. The INRES protocol 

implements a reliable, connection-oriented data transfer service between two users. 

The protocol operates above a medium that offers an unreliable data transfer service. 

The INRES service is not symmetrical: it offers only one-way data transmission from 

an initiating process to a responding process [11].   

 
Figure 4. Initiator EFSM 
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Initiator EFSM Attributes: 

 Number of States: 4. 

 Number of Transitions: 13. 

 Number of Context Variables: 3 (number, d, counter) 

 number: possible values {0, 1}. 

 d: possible values {0, 1}. 

 counter: possible values {0, 1, 2, 3, 4}. 

 Inputs: {DR, ICONreq, T, CC, IDATreq(data), AK(num)} 

 Input Parameters: 2 (IDATreq.data, AK.num) 

 IDATreq.data: possible values {0, 1}. 

 AK.num: possible values {0, 1}. 

 Outputs: {IDISind, CR, ICONconf, DT(number, d), Null} 

 Output Parameters: 2 (number, d). 

 

 Responder EFSM specification 
 

The Responder protocol is the second part of the INRES (Initiator-Responder) 

protocol [11].   

 

 
Figure 5. Responder EFSM 
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Responder EFSM Attributes: 

 Number of States: 3. 

 Number of Transitions: 8. 

 Number of Context Variables: 1 (number) 

 number: possible values {0, 1}. 

 Inputs: {IDISreq, CR, DT(num), ICON_resp} 

 Input Parameters: 1 (DT.num) 

 DT.num: possible values {0, 1}. 

 Outputs: {DR, ICONind, CC, AK(number)} 

 Output Parameters: 1 (number) 

 

 

 

 SCP EFSM specification 

 

The SCP (Simple Communication Protocol) is a sequential communication 

protocol in which the control portion specifies how to establish/release a connection. 

To establish a connection, an input “CONreq” (i.e., connection request) from the 

upper interface causes the SCP to output “connect” to the lower interface. “Accept” or 

“refuse” inputs from the lower interface cause the SCN to output “CONcnf(1)” (i.e., 

positive connection confirm) or “CONcnf(0)” (negative connection confirm) to the 

upper interface. After the connection is established, an input “Data” from the upper 

interface causes the SCP to output “data” to the lower interface. To release the 

connection, an input “Reset” from the upper interface causes the SCP to output 

“abort” to the lower interface. Notice that the uppercase (or lowercase) first letter 

indicates that the message is related to the upper (lower) interface [12].  
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Figure 6. SCP Communication Protocol EFSM 
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 Number of Transitions: 6. 
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 ReqQos: possible values {0, 1}. 

 Inputs: {CONreq(qos), refuse, accept(qos), Data, Reset} 

 Input Parameters: 2 (CONreq.qos, accept.qos) 

 CONreq.qos: possible values {0, 1}. 

 accept.qos: possible values {0, 1}. 
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 Cruise Control EFSM specification  

 

Figure 7. Cruise Control EFSM 
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Step2: Deriving Control-Flow and Data-Flow Test Suites 

 

Step 2.1: Deriving Definition/Use Flow-Graph from spec 

 

For each considered EFSM specification we derive, by hand, its corresponding 

Control-Flow and Data-Flow test suites as in [7]. This is done by first deriving a 

Flow-Graph of a given EFSM specification and then applying traditional related test 

derivation methods to the obtained Flow-Graph. 

 

Step 2.2: Deriving Control-Flow and Data-Flow Test Suites from Flow-

Graph 

 

The following types of Control-Flow and Data-Flow test suites are derived for 

each considered specification: 

 

 All-Uses Test Suite. 

 All-Edges Test Suite. 

 All-Nodes Test Suite. 

 All-Decisions Test Suite. 

 

Using the Flow-Graph for each considered EFSM Spec annotated with 

Definitions, C-Uses, and P-Uses (Predict Uses) of the EFSM context variables, we 

determine all the DU-Pairs for each variable and write test cases that cover those DU-

Pairs in order to derive the All-Uses Test Suite. The Flow-Graph is also used to derive 

(by hand) the All-Edges, All-Nodes and All Decisions test suites.  

 

Step 2.3: Writing Derived Test Suites in JUnit 

 

JUnit is an open-source java-based testing framework created by Erich 

Gamma and Kent Beck by deriving it from Beck's Smalltalk testing framework. JUnit 

has an interactive Graphical User Interface to make it easier for users and developers 

to test Java-Based Codes. JUnit uses annotations and certain classes to identify 

methods that are test methods and to create both test cases and test suites. 

JUnit is a built-in plugin in most of the Eclipse versions, there are many online 

tutorials and references on how to use JUnit [16] [17] [44] [45]. 



  

37 

 

One of JUnit's main concepts is that, instead of writing successive ifs and elses 

we can use assertions by determining the desired or expected output for a certain input 

and gives this input to the IUT we want to test and JUnit will compare the actual 

output and the expected one. There are many assertion types in JUnit. 

JUnit has specific notation for test cases which is "@test" notation. JUnit has 

many built-in functions like setUp() function which is a variable initialization 

function. 
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Step 3: Deriving EFSM-Based Test Suites 

 

Step 3.1: Deriving EFSM-Based test suites from spec 

 

For every considered EFSM spec, the following test suites are derived from spec: 

 

 Test Suite w.r.t Single Transfer Fault (Using EFSM-to-FSM tool 

developed at AUS by Noshad Jadoon). 

 Test Suite w.r.t Double Transfer Fault (Using EFSM-to-FSM tool). 

 Test Suite w.r.t Single Assignment Fault (Using EFSM-to-FSM tool). 

 Test Suite w.r.t Double Assignment Fault (Using EFSM-to-FSM tool). 

 Random Test Suites. 

 All-States Test Suite. 

 Transition Tour Test Suite. 

 

 

Deriving Random Test Suites: 
 

 We consider and derive, by hand, the following random test suites for each 

EFSM Spec: 
 

 Three Random test suites with the same length as the All-Uses test suites but 

with one test case. 

 Three Random test suites each with the same length as the All-Uses test suites 

and same number and same length of test cases. 

 Three Random test suites with the same length as the All-Edges test suites but 

with one test case. 

 Three Random test suites each with the same length as the All-Edges test 

suites and same number and same length of test cases. 

 

A random test hereafter written as Rand-xx-yy-zz-All-Uses is read as follows: 

xx random test suites are derived, each test suite has yy test cases and the length of the 

test suite (i.e. total length of its test cases) is zz which is actually the length of the All-

Uses test suite. The average of the considered random test suites per each category is 

written as Rand-yy-zz-All-Uses-Avg. Similarly, random test suites Rand-xx-yy-zz-

All-Edges are derived. 

 

Step 3.2: Writing Derived Test Suites in JUnit 
 

Same as Step 2.3. 
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Step 4: Code Implementation and Mutants Derivation 
 

Step 4.1: Java Code Implementation of the Spec  

 

We use the Java programming language to implement each considered EFSM 

Spec taking into consideration the following rules in order to make sure that states are 

not explicitly written in the code: 
 

 Switch, label, and go-to statements cannot be used. 

 State variables or flags indicating state variables cannot be used. 

 No output should be provided if an unspecified input is received. 

 

Each EFSM implementation should be a function that takes the EFSM inputs 

as string separated by a delimiter "," and returns a string that represents the output 

response for this series of given inputs. A class called Reader (included in Appendix 

B) is developed in order to avoid mutating the lines of code that will feed the input to 

the function so that we will be sure that no unrelated mutants are derived. 

Three code implementations are derived for each considered EFSM 

specification. Each implementation was developed by a group of two students in the 

CMP 531/Fall 2012 (Advanced Software Engineering Course). 

 

Step 4.2: Selecting Mutation Operators 

 

In this thesis, we derive code mutants using the following well-known types of 

mutation operators defined in [19]: 

Table 2. Selected Mutation Operators 
 

Operator Description 

AOR Arithmetic Operator Replacement 

AOI Arithmetic Operator Insertion 

AOD Arithmetic Operator Deletion 

ROR Relational Operator Replacement 

COR Conditional Operator Replacement 

COI Conditional Operator Insertion 

COD Conditional Operator Deletion 

SOR Shift Operator Replacement 

LOR Logical Operator Replacement 

LOI Logical Operator Insertion 

LOD Logical Operator Deletion 

ASR Assignment Operator Replacement 

 

 More detail and examples on Mutation Operators are included in Appendix A. 
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Step 4.3: Deriving Mutants Using MuClipse 

 

MuClipse is a plug-in tool for Eclipse IDE which provides a link between the 

Eclipse and the µJava mutation generator. MuClipse is a bridge to integrate µJava 

with Eclipse. The tutorial given in [18] shows how to download MuClipse. 

 µJava was built by Yu-Seung Ma et al. [43] in 2003. µJava is a Java-Based 

automatic mutants generator which generates mutants to be used in testing. Two 

different types of mutant operators are used in µJava: Traditional (Method) Level 

Mutants and Class Level Mutants. More detail on these types of mutants are included 

in Appendix A. 

 Using the JUnit testing tool to check the coverage (number of killed mutants) 

for the derived test suites against different selected mutants is the most important 

benefit we gain from integrating MuClipse with Eclipse. 

 The MuClipse team stopped working on this tool in 2011, hence it is no longer 

under active development, and so it is not compatible with the new versions of 

Eclipse. The best compatibility that can be achieved is by using Eclipse Ganymede 

3.4.2 R2 [46]. 

 Therefore, in this step we use MuClipse to generate mutants (which depends 

on the selected mutation operators) from each Java code implementation of the 

considered examples. 
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Step 5: Applying Derived Test Suites to Derived Mutants and Computing 

Mutation Scores 

 

In order to assess the coverage of the test suites, we run the derived test suites 

against the mutated classes (derived code mutants) and then check the number of 

killed mutants. A mutant is alive if no test case is able to kill it, which happens if the 

output behavior of the mutant with respect to the test cases is the same as the expected 

output of these test cases. By executing the test suites on the mutants, we are able to 

assess the mutation score, where (                
                        

                       
) of 

these test suites, and determine the fault detection capability (or coverage) of the test 

suites.  
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Chapter 5: Experimental Results 

 

In order to assess Control-Flow, Data-Flow and EFSM-Based test suites, we 

apply our assessment methodology (Chapter 4) to the considered EFSM specifications 

and assess the coverage of the derived test suites. Coverage of a test suite is assessed 

in terms of mutation score, where (                
                        

                       
). In 

particular, for every considered EFSM specification, three Java Implementations of 

the specification are derived (as stated in Chapter 4), then test suites are applied to the 

mutants of each of these implementations, and mutations scores are obtained and the 

average of these scores is calculated. We note that in this thesis our assessment is 

mainly based on the fault coverage of the considered test suites as we this as the most 

important factor for evaluating these test suites. However, we also include in the 

figures given in the following chapters the length of the obtained test suites, 

calculated as the total number of inputs of corresponding test cases. In the following 

we present, discuss, and analyze the obtained results as shown in the following tables 

and figures for the following coverage criteria: 

1. Coverage of Control-Flow and Data-Flow Test Suites. 

2. Coverage of EFSM-Based Test Suites. 

3. Coverage of EFSM-Based Random Test Suites versus All-Uses and All-

Edges Test Suites. 

4. Coverage of Best Control-Flow, Data-Flow and EFSM-Based Test Suites. 

5. Coverage of Best EFSM-Based Test Suites of All-Uses and All-Decisions 

Test Suites. 

6. Coverage of Best Control-Flow, Data-Flow and EFSM-Based test suites 

per each category of mutation operators. 

7. Comparison of EFSM-Based versus Code-Based Random Test Suites. 

 

For the initiator example [11], detailed results are reported in Appendix C. For 

the responder [11], detailed results are reported in Appendix D. For the SCP [12], 

detailed results are reported in Appendix E. For the Cruise Control [13], detailed 

results are reported in Appendix F. 
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5.1 Coverage of Control-Flow and Data-Flow Test Suites 
  

a) Initiator Example 

 

Figure 8. Initiator Control-Flow and Data-Flow Test Suites Mutation Score and 

Length 
 

According to the results depicted in Figure 8, the best test suite in terms of the 

Mutation Score is the All-Uses (76.6%). 

 

b) Responder Example 

 

Figure 9. Responder Control-Flow and Data-Flow Test Suites Mutation Score and 

Length 

 

According to the results depicted in Figure 9, the best test suite in terms of the 

Mutation Score is the All-Uses (34.4%) test suite. 
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c) SCP Example 
 

 

Figure 10. SCP Control-Flow and Data-Flow Test Suites Mutation Score and Length 

 

According to the results depicted in Figure 10, the best test suite in terms of 

the Mutation Score is the All-Uses (60.5%) test suite. 

 

d) Cruise Control Example 
 

 

Figure 11. Cruise Control, Control-Flow and Data-Flow Test Suites Mutation Score 

and Length 

 

According to the results depicted in Figure 11, the best test suites in terms of 

the Mutation Score are the All-Edges (46.0%) and All-Nodes (45.1%) test suites. 
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e) Average of All Considered Examples 
 

The following figure includes the average of all considered EFSM 

specifications (examples). 
 

 

Figure 12. Examples Average Control-Flow and Data-Flow Test Suites Mutation 

Score and Length 

 

According to the results depicted in Figure 12, the best test suite in terms of 

the Mutation Score is All-Uses (57.19%) test suite. Thus, All-Uses test suites 

outperform the other considered Data-Flow and Control-Flow test suites.  
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5.2 Coverage of EFSM-Based Test Suites 
  

a) Initiator Example 

 

Figure 13. Initiator EFSM-Based Test Suites Mutation Score and Length 

 

According to results depicted in Figure 13, the best test suites in terms of the 

Mutation Score are the Transition Tour (79.8%) and the Single Transfer Fault (74.0%) 

test suites. 

 

b) Responder Example 

 

Figure 14. Responder EFSM-Based Test Suites Mutation Score and Length 

 

According to the results depicted in Figure 14, the best test suites in terms of 

the Mutation Score are the Single Transfer Fault (36.2%) and the Transition Tour 

(29.03%) test suites. 
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c) SCP Example 

 

Figure 15. SCP EFSM-Based Test Suites Mutation Score and Length 

 

 According to the results depicted in Figure 15, the best test suites in terms of 

the Mutation Score are the Single Assignment Fault (61.18%) and the Transition Tour 

(58.72%) test suites. 

 

d) Cruise Control Example 

 

Figure 16. Cruise Control EFSM-Based Test Suites Mutation Score and Length 

 

 According to the results depicted in Figure 16, the best test suites in terms of 

the Mutation Score are the Single Transfer Fault (49.1%) and the Transition Tour 

(48.1%) test suites. 
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e) Average of All Considered Examples 

 

Figure 17. Examples Average EFSM-Based Test Suites Mutation Score and Length 

 

 According to the results depicted in Figure 17, the best test suites in terms of 

the Mutation Score are the Single Transfer Fault (56.04%) and the Transition Tour 

(55.86%) test suites.  
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5.3 Coverage of EFSM-Based Random Test Suites versus All-Uses and 

All-Edges Test Suites 
 

a) Initiator Example  
 

Figure 18 includes the comparison between the All-Uses test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 

Figure 18. Initiator Coverage of All-Uses vs. Considered Random Test Suites. 

  

According to the obtained results, the random test suite with one test case 

(78.5%) performs better than the All-Uses test suite (76.6%), where the random test 

suite with the same length and same number of test cases as the All-Uses test suite 

(70.2%) performs worse than the All-Uses test suite (76.6%). 

Figure 19 includes the comparison between the All-Edges test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 
Figure 19. Initiator Coverage of All-Edges vs. Considered Random Test Suites. 
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According to the obtained results, the random test suite with one test case 

(73.3%) performs almost the same as the All-Edges test suite (75.8%), but the random 

test suite with the same length and same number of test cases as the All-Edges test 

suite (54.1%) performs worse than the All-Edges test suite (75.8%). 

 

b) Responder Example  
 

Figure 20 includes the comparison between the All-Uses test suite and the 

average of the mutation scores of the three EFSM-based random test suites.  

 

Figure 20. Responder Coverage of All-Uses vs. Considered Random Test Suites. 

  

According to the obtained results, the random test suite with one test case 

(32.93%) performs almost the same as the All-Uses test suite (34.43%), where the 

random test suite with the same length and same number of test cases as the All-Uses 

test suite (21.02%) performs worse than the All-Uses test suite (34.43%). 

Figure 21 includes the comparison between the All-Edges test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 
Figure 21. Responder Coverage of All-Edges vs. Considered Random Test Suites. 
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 According to the obtained results, the random test suite with one test case 

(32.18%) performs better than the All-Edges test suite (29.03%), but the random test 

suite with the same length and same number of test cases as the All-Edges test suite 

(29.02%) performs almost the same as the All-Edges test suite (29.03%). 

 

c) SCP Example  
 

Figure 22 includes the comparison between the All-Uses test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 

Figure 22. SCP Coverage of All-Uses vs. Considered Random Test Suites. 

  

According to the obtained results, the random test suite with one test case 

(62.99%) performs better than the All-Uses test suite (60.5%), where the random test 

suite with the same length and same number of test cases as the All-Uses test suite 

(45.68%) performs worse than the All-Uses test suite (60.5%). 

Figure 23 includes the comparison between the All-Edges test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 
Figure 23. SCP Coverage of All-Edges vs. Considered Random Test Suites. 
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 According to the obtained results, the random test suite with one test case 

(61.06%) performs better than the All-Edges test suite (58.72%), also the random test 

suite with the same length and same number of test cases as the All-Edges test suite 

(62.17%) performs better than the All-Edges test suite (58.72%). 

 

d) Cruise Control Example  
 

Figure 24 includes the comparison between the All-Uses test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 

Figure 24. Cruise Control Coverage of All-Uses vs. Considered Random Test Suites. 

  

According to the obtained results, the random test suite with one test case 

(45.8%) performs better than the All-Uses test suite (43.1%), where the random test 

suite with the same length and same number of test cases as the All-Uses test suite 

(35.0%) performs worse than the All-Uses test suite (43.1%). 

Figure 25 includes the comparison between the All-Edges test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 
Figure 25. Cruise Control Coverage of All-Edges vs. Considered Random Test Suites. 



  

53 

 

 According to the obtained results, the random test suite with one test case 

(45.6%) performs almost the same as the All-Edges test suite (46.0%), also the 

random test suite with the same length and same number of test cases as the All-

Edges test suite (35.8%) performs worse than the All-Edges test suite (46.0%). 

 

e) Average of All Considered Examples   
 

Figure 26 includes the comparison between the All-Uses test suite and the 

average of the mutation scores of the three EFSM-based random test suites.  

 

Figure 26. Examples Average Coverage of All-Uses vs. Considered Random Test 

Suites. 

 According to the obtained results, the random test suite with one test case 

(58.14%) performs better than the All-Uses test suite (57.19%), where the random test 

suite with the same length and same number of test cases as the All-Uses test suite 

(45.62%) performs worse than the All-Uses test suite (57.19%). 

Figure 27 includes the comparison between the All-Edges test suite and the 

average of the mutation scores of the three EFSM-based random test suites. 

 
Figure27. Examples Average Coverage of All-Edges vs. Considered Random Test 

Suites. 
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 According to the obtained results, the random test suite with one test case 

(55.50%) performs better than the All-Edges test suite (54.53%), but the random test 

suite with the same length and same number of test cases as the All-Edges test suite 

(48.43%) performs worse than the All-Edges test suite (54.53%). 
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5.4 Coverage of Best Control-Flow, Data-Flow and EFSM-Based Test 

Suites 

 

In this section, we compare the results of the best (with highest mutation 

scores) Control-Flow and Data-Flow test suites, namely the All-Uses and the All-

Decisions, with the results of the best EFSM-based test suites, namely the Single 

Transfer Fault, Transition Tour, and random test suites with one test case and with the 

same length as the All-Uses test suite. 

 

a) Initiator Example   

 

 

Figure 28. Initiator Best Performing Test Suites Mutation Score and Length 

 

According to the results depicted in Figure 28, the best test suite in terms of 

Mutation Score is Transition Tour (79.8%) then Random All Uses (78.5%), then All-

Uses (76.6%), then All-Decisions (75.8%), then Single Transfer Fault (74.0%). Thus, 

EFSM-Based test suites perform better than Control-Flow and Data-Flow test suites. 
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b) Responder Example   

 

Figure 29. Responder Best Performing Test Suites Mutation Score and Length 

 

According to the results depicted in Figure 29, the best test suite in terms of 

Mutation Score is Single Transfer Fault (36.20%) then All-Uses (34.43%), then 

Random All Uses (32.93%), then Transition Tour (29.03%). Thus, EFSM-Based test 

suites perform better than Control-Flow and Data-Flow test suites. 
 

c) SCP Example   

 

Figure 30. SCP Best Performing Test Suites Mutation Score and Length 
 

According to the results depicted in Figure 30, the best test suite in terms of 

Mutation Score is Random All Uses (62.99%) then All-Uses (60.50%), then 

Transition Tour (58.72%), then Single Transfer Fault (57.94%), then All-Decisions 

(43.68%). Thus, EFSM-Based test suites perform better than Control-Flow and Data-

Flow test suites. 
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d) Cruise Control Example   

 

Figure 31. Cruise Control Best Performing Test Suites Mutation Score and Length 
 

According to the results depicted in Figure 31, the best test suite in terms of 

Mutation Score is Single Transfer Fault (49.1%) then Transition Tour (48.1%), then 

Random All Uses (45.8%), then All-Uses (43.1%), then All-Decisions (40.3%). Thus, 

EFSM-Based test suites perform better than Control-Flow and Data-Flow test suites. 

 

e) Average of All Considered Examples   

 

Figure 32. Examples Average Best Performing Test Suites Mutation Score and 

Length 
 

According to the results depicted in Figure 32, the best test suite in terms of 

Mutation Score is Random All Uses (58.14%) then All-Uses (57.19%), then Single 

Transfer Fault (56.04%), then Transition Tour (55.86%), then All-Decisions 

(39.18%). Thus, EFSM-Based test suites perform better than Control-Flow and Data-

Flow test suites.  
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5.5 Coverage of Best EFSM-Based Test Suites of All-Uses and All-

Decisions Test Suites 

 

This section includes an analysis of the coverage of the EFSM-based test 

suites of All-Uses DU-Pairs and All Decisions of the flow-graph of the EFSM 

specification. 
  

a) Initiator Example   
 

Table 3 includes the number of DU-Pairs and the percentage of covered DU-

Pairs of Single Transfer Fault, Transition Tour, random test suites with one test case 

and with the same length as the All Uses test suites, and random test suites with same 

number of test cases and with the same length as the All Uses test suites. Also, the 

table includes the number of Decisions and the percentage of covered Decisions per 

each mentioned test suite. 

The total number of DU-pairs of the Flow-Graph of the EFSM specification 

equals 39 and the total number of Decisions equals 4. 

 

Table 3. The number of DU-pairs and decisions best EFSM-Based test suites cover 

(Initiator Example). 

Test Suite Number of DU-

pairs Covered 

Percentage of 

DU-pairs Covered 

Number of 

Decisions Covered 
Percentage of 

Decisions Covered 
Single Transfer Fault 31 79.4% 4 100% 
Transition Tour 37 94.9% 4 100% 
Rand-1-36-All-Uses-Avg 33.67 86.3% 3.33 83.3% 
Rand-5-36-All-Uses-Avg 32.67 83.7% 3.33 83.3% 

 

 

 

Figure 33. The Percentage of DU-pairs and decisions best EFSM-Based test suites 

cover (Initiator Example). 
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According to the results depicted in the Figure 33, on average, the considered 

random test suites with one test case cover 86.3% of the Flow-graph DU-pairs and 

83.3% of the Flow-Graph decisions. In addition, the Single Transfer Fault test suite 

covers 79.4% of the DU-pairs and 100% of the decisions. Transition Tour test suite 

covers 94.9% of the DU-pairs and 100% of the decisions. 

 

b) Responder Example   

 

The total number of DU-pairs of the Flow-Graph of the EFSM specification 

equals 6 and the total number of Decisions equals 1. 

 

Table 4. The number of DU-pairs and decisions best EFSM-Based test suites cover 

(Responder Example). 

Test Suite Number of DU-

pairs Covered 

Percentage of 

DU-pairs Covered 

Number of 

Decisions Covered 
Percentage of 

Decisions Covered 
Single Transfer Fault 6 100% 1 100% 
Transition Tour 6 100% 1 100% 
Rand-1-36-All-Uses-Avg 5 83.3% 0.66 66.6% 
Rand-5-36-All-Uses-Avg 3 50% 0.33 33.3% 

 

 

 

Figure 34. The Percentage of DU-pairs and decisions best EFSM-Based test suites 

cover (Responder Example). 

 

According to the results depicted in the Figure 34, on average, the considered 

random test suites with one test case cover 83.3% of the Flow-graph DU-pairs and 

66.6% of the Flow-Graph decisions. In addition, the Single Transfer Fault test suite 

covers 100% of the DU-pairs and 100% of the decisions. Transition Tour test suite 

covers 100% of the DU-pairs and 100% of the decisions. 
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c) SCP Example   

 

The total number of DU-pairs of the Flow-Graph of the EFSM specification 

equals 11 and the total number of Decisions equals 1. 

 

 

Table 5. The number of DU-pairs and decisions best EFSM-Based test suites cover 

(SCP Example). 

Test Suite Number of DU-

pairs Covered 

Percentage of 

DU-pairs Covered 

Number of 

Decisions Covered 
Percentage of 

Decisions Covered 
Single Transfer Fault 11 100% 1 100% 
Transition Tour 8 72.72% 1 100% 
Rand-1-36-All-Uses-Avg 9.33 84.84% 0.66 66.6% 
Rand-5-36-All-Uses-Avg 7.66 69.69% 0 0% 

 

 

Figure 35. The Percentage of DU-pairs and decisions best EFSM-Based test suites 

cover (SCP Example). 

 

According to the results depicted in the Figure 35, on average, the considered 

random test suites with one test case cover 84.84% of the Flow-graph DU-pairs and 

66.6% of the Flow-Graph decisions. In addition, the Single Transfer Fault test suite 

covers 100% of the DU-pairs and 100% of the decisions. Transition Tour test suite 

covers 72.72% of the DU-pairs and 100% of the decisions. 
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d) Cruise Control Example   

 

The total number of DU-pairs of the Flow-Graph of the EFSM specification 

equals 56 and the total number of Decisions equals 2. 
 

 

Table 6. The number of DU-pairs and decisions best EFSM-Based test suites cover 

(Cruise Control Example). 

Test Suite Number of DU-

pairs Covered 

Percentage of 

DU-pairs Covered 

Number of 

Decisions Covered 
Percentage of 

Decisions Covered 
Single Transfer Fault 52 92.85% 2 100% 
Transition Tour 51 91.07% 2 100% 
Rand-1-21-All-Uses-Avg 47 83.92% 1.66 83.3% 
Rand-3-21-All-Uses-Avg 43.33 77.38% 1.33 66.7% 

 

 

Figure 36. The Percentage of DU-pairs and decisions best EFSM-Based test suites 

cover (Cruise Control Example). 
 

 

According to the results depicted in the Figure 36, on average, the considered 

random test suites with one test case cover 83.92% of the Flow-graph DU-pairs and 

83.3% of the Flow-Graph decisions. In addition, the Single Transfer Fault test suite 

covers 92.85% of the DU-pairs and 100% of the decisions. Transition Tour test suite 

covers 91.07% of the DU-pairs and 100% of the decisions. 
 

 

 

 

e) Average of All Considered Examples   
 

 

 

Table 7. The number of DU-pairs and decisions best EFSM-Based test suites cover 

(Average of all Example). 

Test Suite Percentage of 

DU-pairs Covered 

Percentage of 

Decisions Covered 
Single Transfer Fault 93.06% 100% 
Transition Tour 89.67% 100% 
Rand-1-21-All-Uses-Avg 84.59% 74.95% 
Rand-3-21-All-Uses-Avg 70.19% 45.82% 
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Figure 37. The Percentage of DU-pairs and decisions best EFSM-Based test suites 

cover (Examples average). 

 

According to the results depicted in the Figure 37, on average, the considered 

random test suites with one test case cover 84.59% of the EFSM Flow-Graph DU-

pairs and 74.95% of the Flow-Graph decisions. In addition, the Single Transfer Fault 

test suites cover 93.06% of the DU-pairs and 100% of the decisions. Transition Tour 

test suites cover 89.67% of the DU-pairs and 100% of the decisions. 
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5.6 Coverage of Best Control-Flow, Data-Flow and EFSM-Based test 

suites per each mutation operators category 

 

This section includes an analysis of the coverage of the best Control-Flow, 

Data-Flow, and EFSM-based test suites per each mutation operator's category. 

 

Mutation operators are of three categories [19]: 

1. Arithmetic Mutation Operators. 

 AORB (Arithmetic Operator Replacement - Binary). 

 AORS (Arithmetic Operator Replacement - Shortcut). 

 AOIS (Arithmetic Operator Insertion - Shortcut). 

 AOIU (Arithmetic Operator Insertion - Unary). 

2. Conditional Mutation Operators. 

 COR (Conditional Operator Replacement). 

 COI (Conditional Operator Insertion). 

 COD (Conditional Operator Deletion). 

3. Relational and Logical Mutation Operators. 

 ROR (Relational Operator Replacement). 

 LOI (Logical Operator Insertion). 

 

a) Initiator Example   

 

Table 8. Initiator Average Results Table 

 
 

The following figure shows the performance of the best test suites in terms of 

number of killed mutants per each mutation operator category: 
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Figure 38. Initiator Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Arithmetic Mutation Operators. 
 

 

According to the results depicted in the Figure 38, we notice that the best test 

suite in terms of arithmetic mutation operators is the Transition Tour test suite.  

 

 

Figure 39. Initiator Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Conditional Mutation Operators. 
 

 

The best test suite in terms of conditional mutation operates is the Single 

Transfer Fault test suite. 
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Figure 40. Initiator Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Relational and Logical Mutation Operators. 
 

According to the results depicted in the Figure 40, the best test suite in terms 

of logical mutation operators is the Transition Tour test suite and in terms of relational 

mutation operators is the Rand-1-36-All-Uses-Avg. 
 

 

b) Responder Example   
 

 

 

Table 9. Responder Average Results Table 

 
 

The following figure shows the performance of the best test suites in terms of 

number of killed mutants per each mutation operator category: 
 

 

Figure 41. Responder Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Arithmetic Mutation Operators. 
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According to the results depicted in the Figure 41, we notice that the best test 

suite in terms of arithmetic mutation operators is the Single Transfer Fault. 

   

 

Figure 42. Responder Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Conditional Mutation Operators. 

 

The best test suite in terms of conditional mutation operates is the Single 

Transfer Fault test suite. 

 

Figure 43. Responder Assessment of Best Control-Flow, Data-Flow and EFSM-Based 

Test Suites Coverage w.r.t. Relational and Logical Mutation Operators. 

 

The best test suite in terms of logical and relational mutation operators is the 

Single Transfer Fault. 
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c) SCP Example   

 

Table 10. SCP Average Results Table 

 

The following figure shows the performance of the best test suites in terms of 

number of killed mutants per each mutation operator category: 
 

 

Figure 44. SCP Assessment of Best Control-Flow, Data-Flow and EFSM-Based Test 

Suites Coverage w.r.t. Arithmetic Mutation Operators. 
 

According to the results depicted in the Figure 44, we notice that the best test 

suite in terms of arithmetic mutation operators is the Rand-1-7-All-Uses-Avg. 

 

 

Figure 45. SCP Assessment of Best Control-Flow, Data-Flow and EFSM-Based Test 

Suites Coverage w.r.t. Conditional Mutation Operators. 
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The best test suite in terms of conditional mutation operates is the All-Uses 

test suite. 

 

Figure 46. SCP Assessment of Best Control-Flow, Data-Flow and EFSM-Based Test 

Suites Coverage w.r.t. Relational and Logical Mutation Operators. 

 

The best test suite in terms of logical and relational mutation operators is the 

All-Uses. 
 

d) Cruise Control Example   
 

Table 11. Cruise Control Average Results Table 

 

The following figure shows the performance of the best test suites in terms of 

number of killed mutants per each mutation operator category: 
 

 

Figure 47. Cruise Control Assessment of Best Control-Flow, Data-Flow and EFSM-

Based Test Suites Coverage w.r.t. Arithmetic Mutation Operators. 
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According to the results depicted in the Figure 47, we notice that the best test 

suite in terms of arithmetic mutation operators is the All-Uses test suite. 

  

 

Figure 48. Cruise Control Assessment of Best Control-Flow, Data-Flow and EFSM-

Based Test Suites Coverage w.r.t. Conditional Mutation Operators. 
 

The best test suite in terms of conditional mutation operates is the Single 

Transfer Fault test suite. 

 

Figure 49. Cruise Control Assessment of Best Control-Flow, Data-Flow and EFSM-

Based Test Suites Coverage w.r.t. Relational and Logical Mutation Operators. 

 

The best test suite in terms of logical and relational mutation operators is the 

Single Transfer Fault. 
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e) Average of All Considered Example   
 

Table 12. Examples Average Results Table 

 
 

The following figure shows the performance of the best test suites in terms of 

number of killed mutants per each mutation operator category: 

 

 

Figure 50. Examples Average Assessment of Best Control-Flow, Data-Flow and 

EFSM-Based Test Suites Coverage w.r.t. Mutation Operators. 

 

According to the results depicted in the Figure 50, we observe that the best test 

suites in terms of arithmetic and logical mutation operators are the Transition Tour 

test suites; and in terms of conditional mutation operators are the Single Transfer 

Fault test suites; and in terms of relational mutation operators the All-Uses test suites. 
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5.7 Comparison of EFSM-Based versus Code-Based Random Test Suites 

 

a) Initiator Example   
 

 

Figure 51. Initiator EFSM-Based versus Code-Based Random Test Suites. 

 

 From the results depicted in Figure 51, we observe that the EFSM-Based 

Random test suite outperforms the Code-Based for all considered mutation operators. 

 

b) Responder Example   

 

 
Figure 52. Responder EFSM-Based versus Code-Based Random Test Suites. 

 

 From the results depicted in Figure 52, it is clear that the EFSM-Based 

Random test suite outperforms the Code-Based mutation operators. 
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c) SCP Example   

 

 
Figure 53. SCP EFSM-Based versus Code-Based Random Test Suites. 

 

According to the results depicted in Figure 53, the EFSM-Based Random test 

suite outperforms the Code-Based test suites for almost all considered mutation 

operators. 

 

d) Cruise Control Example   

 

 
Figure 54. Cruise Control EFSM-Based versus Code-Based Random Test Suites. 

 

 According to the results depicted in Figure 54, it is clear that the EFSM-Based 

Random test suites outperform the Code-Based test suites for almost all considered 

mutation operators. 
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e) Average of All Considered Examples   

 

 
Figure 55. Examples Average EFSM-Based versus Code-Based Random Test Suites. 

 

 From the results depicted in Figure 55, it is clear that the EFSM-Based 

Random test suites outperform the Code-Based test suites for all considered mutation 

operators. 
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5.8 Summary of All Results 

 

a) Average of All Considered Examples   
 

 The following figure shows the performance of all test suites in terms of test 

suite length and mutation score: 

 

Figure 56. Examples Average Mutation Score and length of all test suites. 

 

According to the results depicted in Figure 56, the best test suite, in terms of 

mutation score, are the random test suites with same length as the All-Uses test suites 

and with one test case. A detailed summary of all obtained results is given below. 
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5.9 Summary of Obtained Results  

 

Below we include a summary of the experimental reported in Sections 5.1 to 5.8, 

 EFSM-Based test suites, in particular Random All Uses (mutation score = 

58.14%), Single Transfer Fault (56.04%), and Transition Tour (55.86%), 

outperform Control-Flow and Data-Flow test suites, in particular All-Uses 

(57.19%) and All-Decisions (39.18%) test suites. 

 The best EFSM-Based test suites are the Random with the same length as 

the All-Uses test suite and with single test case (mutation score = 58.14%), 

then the Single Transfer Fault (56.04%), followed by the Transition Tour 

(55.86%) test suites. 

 The best Control-Flow and Data-Flow test suites are the All-Uses 

(mutation score = 57.19%) then the All-Edges test suites (54.53%). 

 Random test suites with the same length as the All-Uses test suites and 

with single test cases outperform (mutations score = 58.14%) the All-Uses 

test suites (57.19%). 

 The All-Uses test suites (mutation score = 57.19%) outperform random 

test suites with the same length as the All-Uses test suites and with the 

same number of test cases (45.62%). 

 Random test suites with the same length as the All-Edges test suite and 

with single test cases outperform (mutations score = 55.50%) the All-

Edges test suites (54.53%). 

 The All-Edges test suite (54.53%) outperforms random test suites with the 

same length as the All-Edges test suite and with the same number of test 

cases (average mutations score = 48.43%). 

 The Single Transfer Fault test suites cover 93.0 % of the All-Uses DU-

Pairs of a given EFSM Flow-Graph, whereas the Transition Tour test 

suites cover 89.6725% of the All-Uses DU-Pairs. 

 The Single Transfer Fault and the Transition Tour test suites cover all 

decisions of a given EFSM Flow-Graph. 

 The best test suites in terms of arithmetic mutation operators are the 

Transition Tour (67.8%) and then the All-Uses (65.4%) test suites. 
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Similarly, the best test suites in terms of logical mutation operators are the 

Transition Tour (53.3%) and then the All-Uses (52.6%). 

 The best test suites in terms of conditional mutation operators are the 

Single Transfer Fault (77.5%) and then the All-Uses (77.2%) test suites. 

 The best test suites in terms of relational mutation operators are the 

Random All-Uses (46.2%) and the All-Uses (46.2%) test suites. 
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Chapter 6: Testing with Respect to Transfer Faults: A Method and an 

Assessment 

 

In this chapter, we first present a method for deriving test suites with the 

complete fault coverage of transfer faults, and then we apply the method to the 

considered EFSM examples and assess its fault detection capability. In addition, we 

compare the fault detection capability of tests derived using the proposed approach 

with those derived using the All-Transfer Faults, Transition Tour, All-Uses testing 

criteria. Also, we compare with other test suites such as randomly generated test 

suites.  

We recall that in this thesis, we consider initialized EFSMs and we let (s0, v0) 

denote the initial configuration of an EFSM. Also a reliable reset that moves the 

machine from any configuration to the initial configuration is assumed. Thus, as 

usual, we assume that every test case starts with the reset input. A configuration (s, v) 

of an EFSM is reachable from the initial configuration (s0, v0) if there exists an input 

sequence  such that the EFSM moves from (s0, v0) until it reaches (s, v) after 

applying , i.e., (s0, v0) --> (s, v).  If for state s there exists a configuration (s, v) that 

is reachable from the initial configuration, then we say the state s is reachable from 

the initial configuration. In this thesis, we assume that EFSM specifications are 

initially connected, that is for every state s of the EFSM the state s is reachable from 

the initial configuration. 

Here we introduce notions of distinguishability that will be used in test 

derivation. 

Definition 7: Two configurations (s, v) and (s, v) of complete and deterministic 

EFSM M are distinguishable, if there exists an input sequence  such that the output 

sequence produced at (s, v) and the output sequence produced at (s, v) in response to 

 are different. Otherwise, if there does not exist an input sequence  such th at the 

output sequence produced at (s, v) and the output sequence produced at (s, v) in 

response to  are different, then the configurations are equivalent. The EFSM is 

reduced if all the configurations of the EFSM reachable from the initial configuration 

are pairwise distinguishable. 

 

Definition 8: Given state si  S of  EFSM M, an input sequence ij is a distinguishing 

sequence for states si and sj if ij distinguishes each pair of configurations (si, v) and 
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(sj, v), v, v  DV, that are reachable from the initial configuration (s0, v0) of M. In 

this case, we say that ij distinguishes the states si and sj. 

 

Definition 9: Two states s and s of a deterministic complete EFSM are 

distinguishable, if there exists an input sequence that distinguishes states s and s. 

Otherwise, s and s are indistinguishable states. 

An EFSM is state-reduced if every two different states are distinguishable. 

Thus, if two states s and s are indistinguishable then there exists two configurations 

(s, v) and (s, v) reachable from the initial configuration such that there is no input 

sequence that distinguishes these configurations.  

 

Definition 10: Given state sj  S of a state reduced EFSM M, a set Wj of input 

sequences is called a  distinguishing set of state sj, if for any other state si there exists 

a sequence   Wj such that  distinguishes states si and sj. A distinguishing family is 

a collection of distinguishing sets Wj, sj S, which satisfy the condition: for any two 

different states sj and si, there exist   Wj and   Wi which have the common prefix 

 that is a distinguishing sequence for states sj and si. 

 

Definition 11: Complete deterministic initialized EFSMs M and I over X, Y, R, V are 

equivalent, denoted M ≅ I, if their initial configurations are equivalent. Otherwise, M 

and I are distinguishable denoted as M ≇ I.  

6.1 Fault Model 
 

In EFSM conformance testing, a fault model (M, ≅, ) can be used as the 

basis for test derivation and it includes the EFSM specification M of a given system, a 

fault domain  that includes the set of all possible conforming or non-conforming 

(faulty) implementations of the given system, and a conformance relation ≅. In this 

thesis we consider complete and deterministic EFSM specifications and 

implementations. Thus, we assume that the behavior of each machine of the fault 

domain  is deterministic and is defined under each parameterized input sequence. 

An implementation is a conforming implementation if the equivalence relation holds 

between the specification and an implementation under test (IUT); otherwise, the 

implementation is non-conforming.  

In this work, we consider the equivalence relation between EFSMs. Thus, I  

 is a conforming implementation if I ≅ M; if I ≇ M then I is non-conforming.  
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We recall that a test case is a finite input sequence derived from the given 

EFSM specification and a test suite is a finite set of test cases. Given a fault model 

(M, ≅, ), where ≅ is the equivalence relation, a non-conforming implementation I ≇ 

M is detected with a given test case  if the output response of I to  does not 

coincide with that of M. A test suite is complete w.r.t. the given fault model if each 

non-conforming implementation of the fault domain can be detected with a test case 

of the test suite. 

 We also recall that two common types of EFSM faults are output and transfer 

faults. A transition t = (s, x, P, op, y, up, s´) has an output fault if its output is different 

from that specified by the specification EFSM, i.e. an IUT has a transition (s, x, P, op, 

y´, up, s´) where y´y. Transition t has a transfer fault if its final state is different from 

that specified by the specification EFSM, i.e. an IUT has a transition (s, x, P, op, y, 

up, s´´) where s´´ s´.  

6.2 Sufficient Conditions for Deriving complete test suites w.r.t. Transfer 

Faults. 
 

Problem definition: Given a  state reduced, initialized, deterministic, and complete 

EFSM specification M with n states, assume that an implementation EFSM I is 

complete, deterministic, and can have up to n states. M and I are defined over the sets 

X, Y, R, V. Assume that IUT can have only transfer faults. Let  denote the set of all 

conforming and non-conforming implementations of M with up to n states with 

transfer faults. In the following we establish sufficient conditions and an algorithm for 

deriving a test suite complete w.r.t. fault model (M, ≅, ). 

 Let t = (s, x, P, op, y, up, s´) be a transition of EFSM M. We recall that in 

Chapter 2 the notation ((s, v), (x, px), (y, py), (s, v)) was introduced to denote an 

execution of the transition of the EFSM. According to this transition, the EFSM being 

at configuration (s, v) and under the input (x, px) where (px, v) |= P, moves to 

configuration (s, v), where v = up(px, v) while producing the output (y, py) where  

(y, py) = op(px, v). 

 

Definition 12: Consider complete deterministic initially connected state reduced 

EFSM M with n states and distinguishing family F = {H0, H1, .. , Hn-1} of state 

identifiers of the states of M. Let TS be a test suite derived from EFSM M. Transition t 

= (s, x, P, op, y, up, s´) of M is considered as a tested transition by a test suite TS (or 
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simply we say tested by TS) if  TS has a test case .(x, px).Hs´, where (s0, v0) ->  -> 

(s, v), (px, v) |= P, up(px, v) =  v´, and Hs´  F is the distinguishing family for state s´. 

 

Proposition 1: Consider complete deterministic initially connected state reduced 

EFSM M and distinguishing family F = {H0, H1, .. , Hn-1} of state identifiers of the 

states of M. Let for every transition of EFSM M there exist a test case in TS that 

satisfies Definition 12, and in addition TS contains as a prefix of some test case the set 

Hs0 where Hs0   F is the distinguishing set of the initial state of M. TS is a complete 

test suite with respect to the fault model (M, ≅, ). 

 We note that in order to detect output faults of transition of EFSM M, it is 

sufficient to traverse each transition of M. Thus, the following corollary holds. 

 Corollary: A test suite that covers all transfer faults of an EFSM IUT also 

covers all output faults of the IUT.  

  

Algorithm 1: Deriving a Complete Test Suite for Transfer Faults 

Input: State reduced, deterministic, complete, initialized and initially connected 

EFSM specification M with n states, and a distinguishing family of distinguishing sets 

F = {Hs0, Hs1 , …, Hn-1} of the n states of M. 

Output: A complete Test Suite TS w.r.t. the fault model (M, ≅, ). 

Step-1: Let TS = , include in TS the set  Hs0  F.  

Step-2: Let Tested =  // Tested denotes the set of already tested transitions. 

Step-3: Consider an outgoing transition t = (s0, x ,P, op, y, up, s´) of the initial state s0 

such that there exists an input (x, px) where (v0, px) satisfies the guard P of t, include 

in TS the test case (x, px).Hs0. Add transition t into Tested. 

Step-4: For every state s and transition t = (s, x ,P, op, y, up, s´) of M that is not in the 

set Tested, let  be an input sequence such that (s0, v0) -  -> (s, v),  is the empty 

sequence or traverses only transitions in Tested, let (x, px) such that (v, px) |= P. 

Include in TS the test sequence r..(x, px).Hs´, Hs´  F, and add  t into Tested. 

Step-5: Return TS. 
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S1 S2

S3

t2: CONreq(qos), CONreq.qos ≤ 1 /

connect(ReqQos),

ReqQos := CONreq.qos

SCP EFSM

t4: refuse, TryCount = 2 / CONcnf(0),

t5: accept(qos) / CONcnf(1, FinQos)

FinQos := min(accept.qos, ReqQos)

t6: Data / data(FinQos)

t3: refuse, TryCount ≠ 2 /

connect(ReqQos),

TryCount := TryCount + 1

t7: R
eset / abort

TryCount := 0

t8
: 
R

e
se

t 
/ 
-

t9
: r

ef
us

e 
/ -

t10: accept(qos) / -

t11: D
ata / -

t12: Reset / -
t13: Data / -

t14: CONreq(qos) / -

t15: CONreq(qos) / -
t16: refuse / -

t17: accept(qos) / -

 

Figure 57. SCP Communication Protocol Complete EFSM 

 

Example: As an application example of Algorithm 1, consider the EFSM 

specification of the SCP protocol [12] given above. The EFSM can is completed by 

adding under each input appropriate self-loop transitions with null outputs each 

represented as a “-”. A distinguishing family for the SCP EFSM is the set F = {Hs1, 

Hs2, Hs3}, where Hs1 = Hs2 = Hs3 = ?Data ?accept(0). At Step-1, test case Hs1 is added 

into the initially empty test suite TS.  In Step-2, in order to test transition t8 defined 

under the input Reset, test case ?Reset. Hs1 = ?Reset ?Data ?accept(0) is added into TS 

and transition t8 is added to the initially empty set Tested. Similarly, in order to test 

transition t2 test case ?CONreq(0).Hs2  is added into TS and t2 is added into Tested. 

Tests derived for checking other outgoing transitions of s1 of are constructed in a 

similar way. Afterwards, in Step-3, in order to test the outgoing transition t3 of state s2 

defined under the input ?refuse where the guard of this transition is TryCount  2, 

first, the input?CONreq(0) is used to reach state s2 from the initial configuration as 

?CONreq(0) traverses t2 which is in Tested, and then ?CONreq(0) is concatenated 

with the input sequence ?Refuse.Hs2 and t3 is added into Tested. In order to test 

transition t4 which is an outgoing transition of state s2 defined under the input ?Refuse 

and has the guard TryCount = 2, as above, we first reach state s2 through the input 

?CONreq(0), then the input sequence ?Refuse.?Refuse which traverses t3 which is in 

Tested is used to reach a configuration of s2 where the guard (TryCount  2) of t4 is 
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valid, then the input ?Refuse.Hs1, thus, the test case ?CONreq(0) ?Refuse ?Refuse 

?Refuse ?Data ?accept(0) is added into TS and t4 is added into Tested. Other 

transitions of the machine are tested by applying Step-3 in a similar way. The 

obtained test suite, after removing prefixes, is shown below and it has a total length of 

69. 

6.3 Experimental Evaluation 
 

This section includes an experimental evaluation of the fault coverage of the 

test suites, called Transfer Faults Test Suites (TFTSs), derived using the above 

proposed algorithm with the All-Uses, Transition Tour, and Single Transfer fault Test 

Suites. In addition, we experiment with random test suites with one test case and with 

the same length that of the TFTSs and with random test suites with the same number 

of test cases and the same length of test cases as the TFTSs. Experiments are also 

done with test suites derived using Algorithm 1; however, instead of using a 

distinguishing family F = {Hs0, Hs1, …, Hn-1}, we use sets of state identifiers Ws0, Ws1, 

…, Wn-1 for states. In this way we do not guarantee the fault detection of all transfer 

faults, but we hypothesize that such test suites still have good fault detection 

capability and it is worthwhile assessing it. Test suites derived using state identifiers 

are called State-Identifiers Test Suites (SITSs). Further, experiments with random test 

suites with the same length as SITSs and with one test case and random test suites 

with same number of test cases and same length of test cases as the SITSs are also 

conducted. 

 

a) Results of the Initiator Example 
 

The Initiator EFSM has F = Hdisconnect = Hwait = Hconnect = Hsending = {CC . 

IDATreq(0). AK(0)} as a distinguishing family and the state identifiers of the 

states of the EFSM are Wdisconnect = {ICONreq}, Wwait = {CC}, Wconnect = 

{IDATreq(0)}, and Wsending = {AK(0)}. 

 

 
 

 



  

83 

 

 

Figure 58. Comparison of TFTS and SITS, with All-Uses, Transition Tour, Single 

Transfer fault, and Random Test Suites (Initiator Example) 
 

According to the conducted experiments depicted in Figure 58, the All 

Transfer Fault Based Test Suites outperform all other test suites. In addition, the 

random test suites did not outperform the Transfer Faults Test Suites or the State 

Identifiers Test suites.  
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b) SCP Example 
 

The SCP EFSM has F = Hs1 = Hs2 = Hs3 = {accept(0) . Data} as a 

distinguishing family and the state identifiers of the states of the EFSM are 

Ws1 = {CONreq(0)}, Ws2 = {accept(0)}, Ws3 = {Data}. 

 

 

Figure 59. Comparison of TFTS and SITS, with All-Uses, Transition Tour, Single 

Transfer fault, and Random Test Suites (SCP Example) 

 

The experiments depicted in Figure 59 show similar patterns as those of the 

Initiator example. 
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c) Cruise Control Example 
 

The Cruise Control EFSM has F = Hs0 = Hs1 = Hs2 = Hs3 = {r . acc} as a 

distinguishing family and Ws0 = {engon}, Ws1 = {on}, Ws2 = {off}, Ws3 = {r} 

as  state identifiers. 

 

Figure 60. Comparison of TFTS and SITS, with All-Uses, Transition Tour, Single 

Transfer fault, and Random Test Suites (Cruise Control Example) 

 

The experiments depicted in Figure 60 show a pattern similar to those of the 

Initiator and the SCP examples. 
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d) Average of All Considered Examples 

 
Figure 61. Comparison of TFTS and SITS, with All-Uses, Transition Tour, Single 

Transfer fault, and Random Test Suites (Average of all Examples) 
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Figure 61 includes a summary of all conducted experiments. According to 

these experiments, the Transfer Fault Based test suites outperform all other test suites. 

In particular, the All Transfer Faults Test Suites (mutation score 70.9%) and the State 

Identifiers Test Suites (67.29%), outperform the All-Uses (60.08%) and the Transition 

Tour Tests Suites (62.22%). The fault detection power of the All Transfer and the 

State Identifiers are somehow comparable. In addition, unlike experiments done in the 

previous chapter, experiments with random test suites do not outperform the All 

Transfer Faults or the State Identifiers Test Suites. This shows that test derivation 

based on formal fault model outperforms random test suites. 

6.4 Related Work on EFSM Based Testing 

 

A lot of work has been conducted on EFSM based testing. Several approaches 

have been proposed for deriving conformance tests when the system specification is 

represented by an Extended Finite State Machine (EFSM). A reader may refer to [47] 

[48] [49] [50] [51] [52] [53] [54] for some related work. The research reported in 

previous research tackles many EFSM based testing problems, yet, it does not 

explicitly tackle the problem considered in this chapter. In particular, to our 

knowledge, no work has been conducted yet on assessing and comparing the fault 

detection capability of many types of EFSM-based, Data-Flow, Control-Flow, and 

random test suites. In addition, in this thesis we formally present sufficient conditions 

for the derivation of complete test suites for all transfer faults under the assumed fault 

model. 

It is worth mentioning that there has been some work on distinguishing 

configurations of an EFSM where a configuration of an EFSM is a pair of a state and 

a context where the latter is a valuation of the context variables [47] [48] [50] [52] 

[53]. This work can be used for deriving state identifiers for configurations of an 

EFSM. However, there is a need to extend that work to deal with the derivation of sets 

of states' identifiers as those used in our proposed algorithm. This is part of related 

future work.  Last but not least, it is worth mentioning that there is no work reported 

yet on assessing the fault detection power of test suites that cover all transfer faults 

with others such as Single Transfer Fault, All-Uses, and random test suites as done in 

this chapter. 
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Chapter 7: Conclusion and Further Research Work 

 
Many methods are known for the derivation of test suites based on a 

specification given in the form of Extended Finite State Machine (EFSM). In practice, 

developing test suites and applying these test suites to an implementation under test is 

time consuming and costly. Thus, determining high quality test suites reduces the 

overall cost of software testing. 

In this thesis, we assess and compare the fault detection capability of test 

suites derived using known EFSM-based test derivation criteria, and the traditional 

Data-Flow and Control-Flow criteria, and random test suites. The results show that 

EFSM-based test suites outperform Data-Flow and Control-Flow test suites. In 

addition, random test suites with the same length as the All-Uses test suites and with 

single test cases outperform all other test suites. In addition, we propose an EFSM-

based test derivation method that derives tests with the guaranteed coverage of all 

transfer faults of an implementation under test. Experiments show that test suites 

derived using the proposed approach outperform those derived using the considered 

EFSM-based, random, and the traditional Data-Flow and Control-Flow testing 

criteria. Further, these tests outperform random test suites, and thus shows that tests 

derived based on a formal fault model outperform random test suites. 

Based on the work proposed in this thesis, we think that there is a need for 

conducting related research on the following topics: First, based on the work 

presented in Chapter 6, there is a need to extend existing methods for deriving 

distinguishing sequences for EFSM configurations to deal with sets of configurations. 

In addition, it would be worth extending the method proposed in Chapter 6 to deal 

with partial EFSMs and consider related fault models and conformance relations.  
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Appendices 
 

Appendix A 
 

Types of Code Based Mutants (used by µJava) 
 

 Traditional (Method) Level Mutants: 

 

Mutation Operator Mutation Primitive Example 

AORB: Arithmetic 

Operator Replacement – 

Binary 

aorb+ a / b => a + b 

aorb- a / b => a – b 

aorb* a / b => a * b 

aorb/ a – b => a / b 

Aorb% a / b => a % b 

AORU: Arithmetic 

Operator Replacement – 

Unary 

aoru+ a = -9; => a = +9; 

aoru- a = +9; => a = -9; 

AORS: Arithmetic 

Operator Replacement – 

Shortcut 

aors++ p-- => p++ 

++aors --p => ++p 

aors-- p++ => p-- 

--aors ++p => --p 

AOIU: Arithmetic 

Operator Insertion –

Unary 

aoiu+ count => +count 

aoiu- count => -count 

AOIS: Arithmetic 

Operator Insertion – 

Shortcut 

aois++ I => i++ 

++aois I => ++i 

aois-- I => i-- 

--aois I => --i 

AODU: Arithmetic 

Operator Deletion – 

Unary 

aodu+ +p => p 

aodu- -p=> p 

AODS: Arithmetic 

Operator Deletion – 

Shortcut 

aods++ j++ => j 

++aods ++j => j 

aods-- j-- => j 

--aods --j => j 

ROR: Relational 

Operator Replacement 

ror> a % 2 == 1 => a % 2 > 1 

ror>= a % 2 == 1 => a % 2 >= 1 

ror< a % 2 == 1 => a % 2 < 1 

ror<= a % 2 == 1 => a % 2 <= 1 

ror== a > 0 => a == 0 

ror!= a <= 0 => a != 0 

COR: Conditional 

Operator Replacement 

cor&& 1||a>0 => 1&&a>0 

cor|| 1&&a>0 => 1||a>0 

cor& a & b => a | b 

cor| a & b => a | b 
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cor^ a <= 0 || b <= 0 || c <= 0 => 

(a <= 0 || b <= 0) ^ c <= 0 

COI: Conditional 

Operator Insertion 

coi! A== 0 => !(a == 0) 

COD: Conditional 

operator deletion 

cod! !(a == 0) => a== 0 

SOR: Shift Operator 

Replacement 

sor>> binary >>> 7 => binary >> 7 

sor<< binary >>> 8 => binary << 8 

sor>>> binary << 1 => binary >>> 1 

LOR: Logical Operator 

Replacement 

lor& a << 1 | b => a << 1 & b 

lor| a & 0x7f => a | 0x7f 

lor^ a & b => a ^ b 

LOI: Logical Operator 

Insertion 

loi~ I => ~i 

loi- length => -length 

LOD: Logical Operator 

Deletion 

lod~ ~I => i 

ASRS: Assignment 

Operator Replacement 

Shortcut 

asrs+= a -= b => a += b 

asrs-= I += 3 => I -= 3 

asrs*= I += 3 => I *= 3 

asrs/= I += 3 => I /= 3 

asrs%= I += 3 => I %= 3 

asrs&= a |= b => a &=b 

asrs|= a &= b => a |= b 

asrs^= a |= b => a ^= b 

asrs<<= a >>= 1 => a <<= 1 

asrs>>= a <<= 1 => a >>= 1 

asrs>>>= a >>= 1 => a >>>= 1 

 

 

 Class-Level Mutants: 

 

 

Mutant Name Description µJava Equivalent 

AAR: array reference for 

array reference 

replacement 

Replace an array for 

another array. 

 

ABS: absolute value 

insertion 

Absolute value 

replacement; positive or 

negative, test if value 

equals zero and if so kill 

the mutant. 

AOD_unary AOI_unary 

for variable level only. 

ACR: array reference for 

constant replacement 

A constant is replaced by 

one of all the arrays 

available in the program. 

 

AOR: arithmetic 

operator replacement 

Replace an arithmetic 

operand with *,**,/, %,+, -

, RIGHTOP, LEFTOP. 

Partial match: AOR-B, and 

AOR-S not **, RIGHTOP 

or LEFTOP. 

ASR: array reference for Replaces this scalar by any  
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scalar variable 

replacement 

applicable array reference. 

CAR: constant for array 

reference replacement  

An array is replaced by 

any constant available. 

 

CNR: comparable array 

name replacement 

Replaces an array with 

another array of the same 

size. 

 

CRP: constant 

replacement 

A constant is changed: 

const++, const--, const-, 

const-(const/10), 

const+(const/10). 

Partly AOIS: aois++, aois-

-, ++aois, --aois 

CSR: constant for scalar 

variable replacement  

A constant is replaced by 

any scalar available in the 

program. 

 

 

DER: do statement end 

replacement 

Replaces labels after a DO 

statement with any other 

labels available. DO 

statements are also 

replaced by ONETRIP that 

forces an iteration. 

 

DSA: data statement 

alterations 

A DATA expression is 

changed: DATA++, 

DATA--, DATA-, 

(DATA/10), 

DATA+(DATA/10) 

Partly by AOIS: aois++, 

aois--, ++aois, --aois 

GLR: goto label 

replacement 

Replaces a goto label 

operand by another label 

statement in program 

 

LCR: logical connector 

replacement 

Replaces a logical operand 

by, AND, OR, EQV, 

NEQV, FALSEOP, 

TRUEOP, 

LEFTOP,RIGHTOP 

First two operands via 

LOR: lor&, lor|. 

ROR: relational operator 

replacement 

Replace operand with, 

(LT., LE, GT, GE, EQ, 

NE, FALSEOP, TRUEOP, 

LEFTOP,RIGHTOP 

First six operands via 

ROR, remainders have no 

match. 

RSR: return statement 

replacement 

Statements in functions or 

subroutines are replaced 

with return. 

 

SAN: statement analysis Statements at the start of a 

block are replaced with 

TRAP(), TRAP() kills the 

execution. 

 

SAR: scalar variable for 

array reference 

replacement 

Replaces an array by a 

compatible scalar 

reference. 

 

SCR: scalar for constant Replaces a constant by a  
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replacement scalar. 

 

SDL: statement deletion Replace any statement 

with continue. 

 

SRC: source constant 

replacement 

Replace an arithmetic 

constant with another 

defined in the program. 

 

SVR: scalar variable 

replacement 

Replaces a scalar by 

another scalar. 

AOIU 

UOI: unary operator 

insertion 

Inserts an increment or 

decrement for scalars, and 

transforms logical 

expressions to their 

complements. 

AOIU 
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Appendix B 
 

Reader Java Class 
 

 
public class Reader { 

  

 String []inputs_arr; 

 int num_of_inputs; 

 int index; 

 public Reader(String inputs){ 

  this.inputs_arr = inputs.split(","); 

     this.num_of_inputs = inputs_arr.length; 

     this.index = 0; 

 } 

  

 public boolean next_input(Responder original){ 

  if(this.index < this.num_of_inputs){ 

   original.input = this.inputs_arr[this.index]; 

   this.index++; 

   return false; 

  } 

  else{ 

   return true; 

  } 

 } 

} 
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Appendix C 
 

Initiator Implementations Detailed Results 
 

First Implementation: 

 

Table 13. Initiator First Implementation Average Results Table  

 

Second Implementation: 

 

Table 14. Second Initiator Implementation Average Results Table  
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Third Implementation: 

 

Table 15. Third Initiator Implementation Average Results Table  
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Appendix D 
 

Responder Implementations Detailed Results 
 

First Implementation: 

 

Table 16. Responder First Implementation Average Results Table  

 

Second Implementation: 

 

Table 17. Second Responder Implementation Average Results Table  
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Third Implementation: 

 

Table 18. Third Responder Implementation Average Results Table  

  



  

104 

 

Appendix E 
 

SCP Implementations Detailed Results 
 

First Implementation: 

 

Table 19. SCP First Implementation Average Results Table  

 

Second Implementation: 

 

Table 20. SCP Second Implementation Average Results Table  
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Third Implementation: 

 

Table 21. SCP Third Implementation Average Results Table  
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Appendix F 
 

Cruise Control Implementations Detailed Results 
 

First Implementation: 

 

Table 22. Cruise Control First Implementation Average Results Table 

 

Second Implementation: 

 

Table 23. Cruise Control Second Implementation Average Results Table 
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Third Implementation: 

 

Table 24. Cruise Control Third Implementation Average Results Table  
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