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Abstract

Automatic test derivation from formal specifications offers a rigorous discipline to
functional conformance testingln various application domains, such as
communication protocols and other reactive systems, the specification can be
represented in the form of an Extended Finite State Machine (EFSM). Many methods
can be used for deriving test suites from an EFSM spatdit In practice,
developing and applying these test suites to an Implementation Under Test (IUT) is
time consuming and costly. Thus, it is desirable to determine high quality test suites in
order to reduce the cost of testing. To this end, in thepiadtof this thesis, using six
realistic application examples, we conduct experiments, assess, determine the fault
coverage, and accordingly rank various known types of EB&8&d test suites.
While the purpose of conformance testing is to check if anifdifferent from its
specification, an interesting, complementary, yet more comgilgx is called fault
diagnosis or diagnostic testing. The objective of fault diagnosis is to determine the
faulty implementation, and thus find the differences betweerspiecification and its
implementation. In the second part of this thesis, we present a diagnostic method,
conduct experiments, and assess the fault localization capabilities of the kS8

test suites considered in the first part of the thesis. THeld@alization capability of

a test suite is determined for many types of diagnostic candidates, representing
possibly faulty EFSM implementations, such as candidates with single or double
transfer faults, candidates with single assignment faults, any wother types of
candidates. In addition, for each considered test suite, the method determines the
diagnostic tests required, in addition to the considered test suite, for locating a faulty
EFSM IUT.

Search Terms: Extended Finite State Machine, Falliagnosis, TesDerivation,
Test Assessment, Software Engineering, Software Testing, Mutatesting

Conformance Tests
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Chapter 1: Introduction

Automatic test derivation from formal specifications offers a rigorous discipline to
functional conformance testing of various m@ae systems. In several application
domains, such as communication protocols and other reactive systems, the
specification can be represented in the form of an Extended Finite State Machine
(EFSM). In particular, EFSMs are the underlying models for fobrdescription
techniques, such dke Specification and Description Langudgé]. EFSMs extend
the traditional (Mealy) Finite State Machine (FSM) model with input and output
parameters, context variables, update statements and predicates (or guardd) defin
over context variables and input parameters. The EFSM model is widely
acknowledged as a very powerful model for test derivation.

Many EFSMbased test derivation methods are presented considering the
coverage of particular types of EFSM faults suclsiagle and double transfer faults,
assignment faults and single output parameter faults. Test suites, which are sequences
of input/output pairs of (executable, for feasible) traces of the EFSM specification, are
usually derived from a given specificatioonsidering some fault coverage criteria.
Givena deterministi€FSM specification, a set deterministicEFSM mutants of the
specification representing possible faulty implementations, a test suite of one or many
test cases is usually derived from theegisspecification in such a way that these tests
can distinguish the given specification frothe derived mutants. A mutant is
distinguished from another mutant (specification) by a test case if the output
responses of the mutant and the other mutant (ggemn) to the input sequence of
the test case are different. Known types of EFSM mutants used in test derivation
include mutants with Single Transfer Faults (STFs), Double Transfer Faults (DTFs),
and Single Output Parameter Faults (SOPFs). Corresgptedinsuites are thus called
STF, DTF, and SOPF test suites. Further, EH&Ided test derivation can also be
done from the FlowGraph representation of the EFSM specification using the well
known dataflow All -Uses criterion that covers the Allses of eeh context variable
and every parameterized input of the specification. Another way for test derivation is
to consider the graph representation of the specification, and derive tests using the so
called EdgePair (EP), Prime Paths (PP), and Prime Paths Side Tours (PPST) [8]
coverage criteria. An Edge Pair (EP) test suite covers each executable path of length

up to 2 of the EFSM graph, and a Prime Path (PP) test suite covers each simple path
14



(a path where no node appears more than once in the patdpé#sahot appear as a
proper sukpath of any other simple path, while a PPST test suite covers the same path
covered by the PP test suite and every edge in this path. Another-B&<&d test
derivation criterion is based on reaching states of the EFSNhandapplying special

input sequences, called distinguishing sequences, which are capable of distinguishing
intended states of the EFSM. Such test suites are called SITS test suites. Another
possibility for test derivation is to randomly derive a testeswiith one (executable)

test case of a particular length from the given EFSM specification or derive a test
suite, called a Transition Tour (TT), of one test case that starts at the initial state and
traverses all transitions of the EFSM.

In practice, @veloping test suites and applying these test suites to an
Implementation Under Test (IUT) is time consuming and costly. It is well known that
deriving a test suite that can detect many types of EFSM faults in an IUT is
impractical as the length of suchsaite would be huge, even if some assumptions
were made regarding the behavior of an IUT. Thus, determining high quality test
suites reduces the cost of software testing.

For specifications modeled as EFSMs, a preliminary assessment of many types of
EFSMtest suites, such as STF, DTF, TT,-Akes, and some random test suites has
been recently presented in [6]. Fault coverage of a test suite is determined in terms of
the capability of the test suite in killing all possible STF or DTF mutants that are
distinguishable from the given EFSM specification. In addition, a similar study has
been presented in [7] [44]. However, unlike the work in [6], (fault) coverage of a test
suite was assessed in terms of its capability for detecting code mutants of an
implemenation of the EFSM specification. However, in [7] [44], only three
application examples were considered in the studyamceported in [7] [44khere is
a need to consider more application examples to verify the obtained results and also
there is a neetb consider more types of EFSM test suites. Accordingly, in the first
part of this thesis, we conduct experiments to assess the fault coverage of many
EFSMbased test suites as done in [7] [44]; however, our study considers six working
examples includinghte two used in [7] [44]. In addition, we consider more types of
EFSM test suites, namely, EP and PPST test suites. Furthermore, in this thesis, a
comprehensive assessment of the fault coverage of random test suites, hereafter
named Rand, is carried out.particular, in the first part of this thesis, we evaluate the
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fault coverage of all the above mentioned test suites using six known EFSM
specifications and corresponding Java code implementations. The fault coverage of
these test suites is determined gstode mutants of the Java implementations where
code mutants are derived using the traditional arithmetic, logical, and conditional
operators [1]. Ranking (from best to worst) of the test suites is done based on two
criteria, the first is based solely ¢ault coveraggor mutation scorg and the other is
based on both the fault coverage and length (catbedragelength scorg of the test
suites. In summary, based on the conducted experiments, the best performing test
suites, in terms of fault coveragae the SITS (61.4 %) followed by the PPST (59.6
%), TT (59.5 %), STF (59.2 %), Alses (56.3 %), Rand (55.2 %), and then the EP
(50.2 %) test suites. However, when consideringcineragelength score, the TT
(250.59) and AHUses (232.15) test suitelsave comparable scores, and they
outperform the other test suites by approximately 73 percent. The STF (82.11), SITS
(77.99), PPST (60.99), EP (53.72) and Rand (49.80) test suites have comparable
scores, but each of these test suites scores less thah #émel The AlUses test suites

by approximately 73 percent. Test suite fault coverageCafditional Operator
Insertion COI) and Conditional Operator DeletiorCQOD) faults is on average 86%,

and it is significantly higher than the coverage of mutants ethkr types of operator
faults by approximately 29 percent. Test suite coverage of AORS, AORB, AOIS,
AOIU, ROR and COR fault@re comparable, but this coverage is less than the
coverages ofCOl and CODby approximately 29 percent. Test suite coverage of
conditional faults (73%) is significantly higher than the coverage of mutants with
arithmetic and relational faults by approximately 17.5 percent. Test suite coverage of
mutants with arithmetic faults is comparable to the coverage of mutants with
relationalfaults, but this coverage is less than the coverage of conditional faults by
approximately 17.5 percent. SITS test suites have the best fault coverage of arithmetic
faults (6%%6), conditional faults (8%) and relational faults (69%). The remaining test
suites have comparable coverages in terms of arithmetic and conditional and
relational faults, but their coverage is less than the coverage of the SITS test suites by
approximately 12 percent. When considering ¢bgeragelength score, the TT and
All-Uses tst suites have comparable scores, and they outperform the other test suites
in terms of score of arithmetic, conditional and relational faults by approximately 74
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percent. The remaining test suites have comparable scores but they are less than the
scores bthe TT and AltUses tests by approximately 74 percent.

While the purpose of EFSMasedor FSMbased (conformance) testing is to
check whether an implementation is different from its specification, an interesting
complementary, yet more complex, steptas locate the differences between a
specification and its implementation. The purpose of fault diagnosis (or diagnostic
testing) is to locate the differences between a specification and its implementation,
when the implementation is found to be faulty.vés an EFSM specification and a
test suite derived from the specification, and given an EFSM 4blaxklUT, in
general, fault diagnosis involves the derivation of all possible EFSM mutants of the
specification, calledliagnostic candidateghat respect dnave the same input/output
behavior with respect to the given test suite, as the given IUT. Thus, each of these
candidates is indistinguishable from the given IUT and there is a need to derive
addition tests, callediagnostic testscapable of locatinghe candidate (or a set of
indistinguishable candidates) that is (are) indistinguishable from the giverduack
IUT.

In the software domain where a system can be represented as an FSM, some work
has already been done for the diagnostic and fault lotializparoblems [37] [38]

[39]. In [37], [39] and [40] the differences between the system specification and its
implementation is located under the assumption of a single fault in the
implementation. In [41] the differences can be located for multiplésfamder the
assumption that each of the faults is reachable througtautty transitions. In [42],
considering a system consisting of two communicating FSMs, a method is presented
to decide if it is possible to locate a faulty component machine, dhig i possible,

then diagnostic tests for locating the fault(s) are derived. In [43], a fault localization
method for EFSMs is presented based on the derivation of mutants of a particular
type, represented in a compact way in &albed fault functionand the derivation of
(diagnostic) tests that distinguish fault functions and thus their constituent mutants.

In the second part of this thesis, we conduct a comprehensive case study for
assessing the fault localization capabilities of all the above omatti EFSM test
suites. The study allows us to rank (from best to worst) the test suites with respect to
their fault localization (or diagnosis) capability. Two criteria are presefdr
assessing the fault diagnosis capabilities of test suites. Thechfigtd FD1 score,
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determines the capability of a test suite in locating the fault considering all diagnostic
candidates of a particular type(s) of faults. The second, named FD2 score, determines
the capability of locating the fault with respect to a detlistinguishable classes of
diagnostic candidates. That is, sets of distinguishable classes of the diagnostic
candidates are formed where any two candidates in the same set are indistinguishable
from each other where any candidate in a set is distinduesfram all candidates in
another set of candidates. In addition, the presented study includes an assessment of
the additional efforts, measured in terms of length of the diagnostic tests in addition to
the length of a considered EFSM test suite, requioetbcate the faulty IUT. An
algorithm is presented which, given an EFSM test suite and a certain types(s) of
EFSM fault(s), the algorithm derives possible mutants of the considered type of
fault(s), eliminates those which are indistinguishable from thengspecification (as
those are noffiaulty mutants) and obtains a set of diagnostic candidates. Then, the
candidates are distributed into sets of distinguishable classes, and afterwards
considering a given faulty IUT, the algorithm determines the faafjraisis capability
of the test suite in locating theonsideredfaulty implementation. Many types of
diagnostic candidates are considered in the assessment, namely, candidates with STF,
DTF, and SOPF faults. In addition, we consider candidates with mpag tf single
assignment faults. Based on the conducted experiments, the following results are
obtained. Using the fault localization score FD1, on average, the SITS (98.4%) test
suites have the best FD1 score. The EP (98%) and STF (97.6%) test suites have
comparable FD1 scores, but these score are less than those of the SITS by
approximately 0.5 percent. Allses (95.4 %) and Rand (91%) test suites scores are
less than that of the SITS by approximatglgnd 7.5 percent, respectivelyT (84.7
%) and PPST83.7 %) test suites have comparable FD1 scores, but these scores are
less than that of the SITS by approximately 14 percent. Using the fault localization
score FD2, on average, the SITS (91.3%) test suites have the best FD2 score. The EP
(80.5%) and STF80.3%) test suites have comparable FD2 scores, but these scores
are less than that of the SITS by approximately 10.9 percent. Thésad (77.3%)
and Rand (75%) test suites have comparable FD2 scores, but these scores are less than
that of the SITS by appximately 15.2 percent. The TT (69.7%) and PPST (69.4%)
test suites have comparable FD2 scores, but these scores are less than that of the SITS
by approximately 21.8 percent. When ranking the test suites based on a score
18



computed using the fault diagnosisore FD1 and the length of the test suite the All
Uses (393.5) and TT (357) test suites have comparable scores, which are greater than
the scores of other test suites by approximately 71.5 percent. The STF (135.5), SITS
(124.9), EP (104.9), PPST (85.fjdaRand (82.2) test suites have comparable scores,
but these scores are less than the scores ofU#ds and TT test suites by
approximately 71.5 percent. When ranking the test suites based on a score computed
using the fault diagnosis score FD2 and thegie of the test suite, the Alses

(318.7) and TT (293.7) test suites have comparable scores, which are greater than the
scores of other test suites by approximately 70.5 percent. The SITS (115.9), STF
(111.5), EP (86.1), PPST (71.1) and Rand (67.7)steists have comparable scores,

but these scores are less than the scores of thedsAl and TT test suites by
approximately 70.5 percent. When comparing the test suites in terms of the total
length of a test suite in addition to the length of the aduitidiagnostic tests needed

for locating the fault, the best performing test suite is the TT, followed by the STF,
All-Uses, SITS, PPST, EP then the Rand test suites.

This thesis is organized as follows. Chapter 2 includes preliminaries about EFSMs
and EFSM-based test suites and types EFSM faults. Chapter 3 includes an assessment
of random test suites and an assessment and ranking of the considered test suites.
Chapter 4 includes an assessment of the fault diagnosis capabilities of these test suites
and Clapter 5 concludes this thesis.
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Chapter 2: Preliminaries

In this chapter, we introduce thaeterministicextended finite state machine
EFSM model. Many types of EFShased test suites are introduced, namely,
Transition Tour (TT), AHUses of contexvariables, Single Transfer Fault (STF),
State Identifiers (SITS), Edge Pair (EP), Prime Paths with Side Tripe (PPST) and
random test suites (Rand). At the end of this chapter, EF&d and Codeased

mutation testing mechanisms are introduced.

2.1The EFSM Model

The deterministicEFSM model extends the tradit@nMealy FSM model with
variables, assignment statements, predicates and parameterized inputs and outputs.
Here we illustrate notions related to EFSMs, mostly taken from [9], and describe how

an EFSM operates through a working example.

T1:p
= :=0:d:= - DRy, .
counter:=0, number:=0;d:=0 ID/S/nd

T2: ICONreg/CR, <\

counter:=1

T3: T, counter<4/CR

counter:=counter+1
T10: T, counter<4/

DT(number, d)
counter:=counter+1

connect

T14: AK(num), Ak.num==number/Null
number := succ(number)

T8: IDATreq(data)/DT(number, d) T9: AK(num), Akg#m!:gggbz; and counter <4 /
counter :=1; ’

counter = counter+1
d := IDATreq.data

Initiator EFSM

Figure 21 Thelnitiator EFSM[10]

An EFSM is defined over stat& with initial stateso | S, inputsX, outputsY,
parametersR, and context variableg. Forx i X, Rc] R denotes theset of input

parameters an@ry denotes the set of valuations of the parameters over thg.set
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Similarly, fory i Y, R/l Rdenotes the set of output parameters Bagdenotes the
set of valuations of the parameters over theRjetThe setDv denotesthe set of
context variable valuations. A contexariable valuation or valuation vectoy is
denoted aw. Considering the Initiator EFS§LO] shown inthe figure aboveit is
definedover state seb = {disconnectwait, connect sending with disconnects the
initial stateso, inputsX ={DR, ICONreq T, CC, IDATreq, Ak}, where IDATreqand
Ak are parameterized inputs with integer paramdi2éd req.dataand Ak.numwhich
can have values 0 or 1, thus, the set of parameterized iRpats{ IDATreqdata,
Aknunt with domainsDRipatre DRak = {0, 1}. The set of outputs of the machine is
Y = {IDISind, CR, ICONconf DT, Null} where DT is a parameterized output with
integer output paramet&®T.numberwhich can have the valuésor 1 The set of
context variablesf the machine i% = {number d, counte} where numberandd are
integers with possible values 0 or 1, respectively, @uhteris an integer over the
domain {0, =}, thus, the set of the context variableamber d, and counter
valuations equalBv = {0, 1} 3 {0, 1} 3 {0, =}.

An EFSM has a set of transitiofisdoetween states i such that each transitian
I Tis atuple § x, P, op, y, up, sj) such thas ands;j are thestart andfinal states of, x
I Xisthe inputang i Yis theoutput P is a pedicate (guard) dfdefined as : Drx
8 Dv- {True Falsg, upis a context update (assignment of context variables)
defined asup: Drx® Dv- Dy, andop theoutput parameter updataf t defined aop
: Drx® Dv- Dgy. We note that an input(or outpu y) can have no parameters; in this
caseR«= A (Ry= A), and the input (output) is simply denotedxdfy). For example,
the machine irthe figure abovéas transitioril>= (disconnectICONreq True CR
counteh 1,wait) with stateslisconnecandwait as the starting and final states of the
transition, respectivelyCONreqas an input; Thas no guard (or predicate), i.e. has
the trivial guardTrue, and & hasCR as an output and the context update function
counter:= 1. The machine also has transitiofr Tsending Ak, (Aknum!= number
and counter< 4), DT, counter= counter+1, sending with parameterized inpuk
with input parameterAknum and guard Aknum != number and counter < 4),
parameterized outp®T carrying the values of the context variabtesnberandd,
and context updateounter:= counter+ 1. A context variable valuation | Dy is

called acontextof M. A configurationof M is a tuple §, v) wheresis a state and is
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a context. For exampleonfiguration ¢ending (1, 1, 1) represents the fact that the
machine is in the state ekendingwhere the current values of each of the context
variablesnumber d, andcounteris 1, i.e., context valuation vector equdls 1, 1)

An EFSM operateas follows. Assume that EFSM is at a current configuraspn (
v) and the machine receives an inputgx) such that\{, px) satisfies the guarg of
an outgoing transition = (s, X, P, op, y, up, S'). Then the machine being & ¢),
upon receiving thenput (X, px), executes the update statements, gfroduces the
(parameterized) output where parameter values are provided by the output parameter
function op, and moves to configuratiors’ ( VNj) , N} ap(p, V). Thus, a
transition can be representas ¢, v) - (X, p)/(y, py) ¥, v(), whereop(px, V) = (Y,
py). Such a transition can also be written & \{J, (X, px), (Y, py), (S, V')). In our
working example, assume thaefding (1, 1, 1) is a current configuration of the
EFSM and the mdmine receives the parameterized inpi0), i.e.,Aknum= 0. One
of the transitions starting in stagendingwith input Ak whose guard is satisfied
(considering the context variables and input parameters) can be executed. As only the
guard ofTs holds, transitionTs is executed; according to the context update function
counter=counter 1 = 1 + 1 = 2, the outpudT(1, 1) is produced, and the machine
remains at the stasending In fact, the machine moves from configuratiser(ding
(1, 1, D) to configuration gending (1, 1, 2). An EFSMM is deterministidaf any two
transitions outgoing from the same state with the same input have mutually exclusive
predicates. In this thesis, we consider deterministic EFSM specifications where at
each state for eaqgfparameterized) input only one transition can be executed under
the selected input.

Given inputx and the input parameter valuationsparameterized inpuor an
input) is a tuple X, px), wherepxN Drx A sequence of parameterized and/or-non
parameterized inputs is also callad input sequenceAn output sequencean be
defined in a similar way. Adathis a sequencs - xi/y1Y s - x/y2 Y ©ily Y s of
states and input/output pairs of an EFStdrting from the designated state A path
is feasibleor executabléf there is a sequence of transitioss 1) - (X1, px1)/(y1, Py1)
Yo shva) - (2 pl(y2 Py2)  ¥e, VB €a( Vi) - (4,pa)/ (npy) W, vif in
EFSM M starting fromconfiguration 1, vi1). Theinput/output projectiorof such an
executable path is treequence of input/output paits, px1)/(y1, Pyr) (X2, Px2)/ (Y2, Py2)
€ (x, px)! (yi, py) and is called &race of M starting from configurations{, vi). The
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inputpoj ecti on of such a tx,®g6épes @&,IP)i Nput
and the output projection isy,phérpeorresp:
€ VY, pyy). As an example, consider the feasible path corresponding to the sequence
of transitions starting from the initial configuration@, Q, 0) of the EFSM in the
figure above, disconnect (0, 0, 0)) - DR/IDISind Y dfsconnect (0, O, 0)) -
ICONreqCRY Wwait, (0, 0, 1)) - T/CRY wait, (0, 0, 2)). The corresponding trace is
DR/IDISind ICONreqCR TCR with the input projectioDR ICONreq Tand output
projectionIDISind CR CR

We use the notatiors{ v1) - U Y8, vi) to denote the fact that there exists a trace
from (st, v1) to the configurationg, vi) such that the input sequered t he tr ace
I n this case, we s aydefinddatconfigurationg,vipand s e qu
we also say that the configuratiam ) is reached froms{,v)) by appl ying U,
thesis, we considexxecutable or feasiblest cases. s, hereafter, test casas the
sequence of input/output pairs of a trace of the EFSM specification that starts from the
initial configuration of the specification machine. A test casxeutabler feasible
as, by definition, it has a correspondiiegsible path itM. A Test SuitéTS is a finite
set of test cases. The length of a test case is the number of input/output pairs of the
corresponding trace and the length of a test sitiels the total length of its
corresponding test cases.
2.2 Types of EFSM Mutants

In this section, welescribethe typesof EFSM mutats, namely, the transfer fault

mutants with singler double transfer faults.

1 Single Transfer Fault (STFBiven an EFSMM, a transitiort = (s, x, P, op, v,
up, ) of an EFSM IUTM" has atransfer faultif its final state is different
from that specified b, i.e.,M” has a transitions(x, P, op, y, up, s7), s,
s,s’l S SuchM’ is amutant of M with a single transfer fault

1 Double Transfer Fault (DTF): Given an EFSM specificatdnan EFSM
mutantM” of M hasdouble transfer faulif it has two transitions, each with a
singletransfer fault.

2.3EFSM-Based Test Suites
In this section, welescribethe consideredypes of EFSM based test suites. Given

two EFSMsM and M", we say thatM amd M" are distinguishableif their initial
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configurations are distinguishable by an input sequence (or a tesacésehis case,

we say thaa kills M".

2.3.1 Single Transfer Faults (STF) Test Suites
An STF test suités a test suite thatovers single trarfier faults ofM, such thafor
each mutant o with a single transfer fault distinguishable frduiy the test suite has

at least one test case that kills such a mutant.

2.3.2 Transition Tour (TT) Test Suites
A TT test suite oM is an input sequence that staat the initial configuration of

M and traverses each transition\df

2.4EFSM Flow-Graph Based Test Suites
Here wedescribehe EFSM flowgraph based test suites

2.4.1 All-UsesTest Suites

An All-Usestest suite is a set of test casésin EFSMM that coves the All -Uses
of each context variable and every parameterized inpMt. &uch a test suite can be
derived directly fromM as illustrated in [22] or from a flograph representation &f

as illustrated in [23].

2.4.2 Stateldentifier (SITS) Test Suites

An input sequencea; is adistinguishing sequender statess ands of M if a;
distinguishes each pair of configuratioss ) and(s, vi), v, vil Dv, of M. M is state
reducedif each two different states ® are distinguishable. Given stagd Sof a
state reduced EFSNM with n states a setW of input sequences is called a
distinguishing sebf states, if for any other stats there exists a sequeneel W
that distinguishes statgsands. Given dstinguishing set8V = {Wo, W4, .. , Wh.1} of
states oMM, a State IdentifieTest Suite (SITS) is a set of test cadert satisfies the
following property. For every transitian= (s, x, P, op, y, up, ) of M and eacha |
W, theTShas the input sequenodx, py).a, whered is the input sequence that takes
M from the initial configuration to a configuratios, {/) such that (v, ) satisfiesP of
t.
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2.5EFSM Graph-Based Test Suites

Given the EFSM specificationM, by removing the inputs, outputs, input and
output parameters, guards, and update statementM,ofve obtain agraph
representationof the EFSMM. In the following, we describe two known methods
that can be used for deriving test suites from the obtained graph representation of the
EFSM.

2.5.1 Edge Pair(EP) Test Suite
An Edge pair test suite is a test suite that covers each executable path of length up
to 2 of a given graph. More precisely, E€ugr coverage requires covering each pair
of consecutive edges, ampath of length 2 of the given graph. Thehr ase Al engt

to 20 is used t o fewerthantwdedgegBaphs t hat have

2.5.2 Prime Path with Side Trip (PPST) Test Suite

Given a graph representatiafi an EFSM,an executable path from node to
noden; in the graph isimpleif no node appearmore than once in the path, with the
exception that the first and last nodes may be identical. A path frommntzdeoden;
is aprime pathif it is a simple path and it does not appear as a propepatibof any
other simple path. Arime path with &le trip is a pathp that tours the prime patip
such that every edge nis also inp in the same order [8].

2.6 Random Test Suites
A randomtestsuite is a test suite generated by a random walk through (or from a

randomly generated path of) the EFSpécification.

2.7EFSM-Based and CodeBasedMutation Testing

Mutation testing is a mechanism to evaluate and assess the quality of a test suite
and to guarantee its efficiency by checking the coverage of the test suite in terms of
number of killed mutants [31]. Mation Testing is considered an expensive software
testing technique. Research and studies have shown that Mutation Testing has a very
high and strong rate over other testing techniques in fault and error detection [25].

Codebased mutation testing ia technique for selecting the best test suite
depending on faulbased criteria by checking the coverage of each test suite versus
the code mutants. Mutants are derived from the code implementation of the

specification [26]. The main principle of cothasel mutation testing is that every

25



single mutant operator represents a fault that the programmers often make. Therefore,
by choosing the appropriate types of mutants carefully, we will be able to eliminate a
huge number of programmers' faults. Ghdsed mudtion testing has been widely
applied and tested as a whiiex technique for many programming languages such as
Fortran [27], C [28], and more recently, C# [29], and Java [30].

There are many code mutation operators, but mainly they can be dividéd/anto
levels: thetraditional (method level [24] andclass leveimutants [24]. In this thesis,
we derive traditional code mutants using the following skatbwn types of mutation
operators that are of three categories: Arithmetic, Conditional or Relatenatop

category as described in [24].

Table 21 Mutation Operators and Categories

Category | Operator Description
AORB Arithmetic Operator ReplacemenBinary
. . AORS | Arithmetic Operator Replacemen$hortcut
Arithmetic . - -
AOIS Arithmetic Operator InsertionShortcut
AOIU Arithmetic Operator InsertionUnary
COR Conditional Operator Replacement
Conditional COl Conditional Operator Insertion
COD Conditional Operator Deletion
Relational ROR Relational Operator Replacement
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Chapter 3: Assessing thé-ault Coverage of EFSM Test Suites

Developing test suites and applying these test suites to an implementation under
test istime consuming and costly. It is well known that deriving a test suite that can
detect many types of EM faults in an implementation under test (IUT) is
impractical as the length of suchsaite would be huge, even if some assumptions
were made regarding the behavior of an IUT. Thus, determining high quality test
suites reduces the cost of software testing

In this chapter, we conduct experiments, assess, and compare the fault coverage of
EFSM-based test suites in order to determine the quality of these test suites, and thus
reduce the cost of testing.
3.1Considered EFSM Specification Examples

In our experinents, we consider five wellnown communication protocols in
addition to a CD player specification [35]. Namely, we consider the Trivial File
Transfer Protocol (TFTP) [33], the Post Office Protocol V.3 (POP3) [34], The
Initiator [44], the Responderf], the SCP 44], and the CD player [35] specification
EFSMs.

3.2 Assessment of Fault Coverage of EFSM Test Suites
Given an EFSM specificatiogpecand a Java code implementationspe¢ and
given EFSM test suites derived frape¢ namely the TT, AlUses, SIB, STF, EP,
PPST and Rand test suites. Considering the code mutants derived using the mutation
operators illustrated in Table 2.1, the fault detection capabilities (fault coverage) of

each of these test sustis measured as follows:
Mutation Score= (Jkiled / Ivutantg*100 (1)

whereJwutants denotes the number of derived mutants of the Java implementation and

Jiilled IS the number of these mutants killed by the given test suite.

In addition, we consider an assessment based on both the mutation asuatire (f

coverage) and length of obtained test suites as fallows

Coveragel.ength Score= 88 (2)
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We show that the ranking of the test suites changes even if we give 99%
importance baskon the mutation score and only 1% importance based on the length

of the test suites as given(@) (i.e., usingthe coveragdength score).

The following subsectionlescribeghe &sessment method in more detdihis
method is similar to that reported [44]; however, in this thesis, we consider six
application examples, including the three considerediih pnd more types of test

suites as illustrated below.

3.3 Assessment Methodn More Detall

The method has three steps.Step 1, for each considedeEFSM specification,
all EFSM mutants oM with STF faults are derived and a corresponding STF test
suite (with optimal or near optimal length) is derived as illustrated in [6]. For each
considered EFSM specificatiothe corresponding Transition Tour (J,TSITS, are
derived by hand. In addition, the EP and PPST are derived with the helpgoéjine
coverageweb application tool [8]. Moreover, for every specification, a corresponding
flow-graph representation annotated with definitions and uses of \iabl
constructed and then a correspondiiigUsestest suite is derived from the obtained
flow-graph as illustrated in [6] based on related Wa@. The derivation of these test
suites is also done by hand with the help ofdgtamh coverageweb appli@ation tool
[8]. In Step 2 three corresponding Java code implementations are developed by three
different software engineers, based on the EFSM specification and its textual
description, under the following coding rules. State variables cannot be exmicitl
implicitly introduced in an implementatiorior example, no state variables and no
flags indicating state variables can be used; moreover, no labels and-tto Go
statements can be used. In addition, names of context variables, inputs and outputs
with their parameters of the EFSM specification should be preserved in a code
implementation. Each implementation is coded as one function that inputs a string
separated by a delimiter "," representing an input sequence to the function and returns
as an output string representing the output response of the implementation to the
input sequence. A Reader/Writer class is used in all implementations that handles
reading/writing the input and the output strings in order to separate reading and
writing outputs fromthe function that implements the specification and thus, code
mutants are only derived from the function that implements the specification. We note
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that before deriving mutants, each Java implementation is thoroughly tested using all
the considered test ises written in JUnit. InStep 3 1-Order Java code mutants are
derived using the Java arithmetic, relational and conditional operators. As usual, 1
Order code mutants are considered to alleviate problems related to the coupling effect
of using N-order muants, whenN > 1. Afterwards, the fault detection capabilities
(fault coveragg of each considered test suite of a given EFSM specification is
determined using the mutation score of the test suite described above. MuClips [36],
MuJava [1], and JUnit are &d for the automatic derivation of mutants, execution of
test suites, and for determining fault coverdgeaddition,the ranking of test suites

that we have is done according to multiple criteria as described below.

3.4Fault Coverage of Random Test Suites

In this section, we study the fault coverage of random test suntifetermine the
length of the best test suite for each considered EFSM machine. In particular, for each
of the considered EFSM examgleve consider varying length test suites, and for
each considered length five random test suites are derived and applied to a Java
implementation of the EFSM specification. Corresponding fault coverage is
determined and we keep increasing the length of random test suites until the following
stopping criteéon is satisfied and the best random suite length is determined
accordingly. Thestopping criterionstates thathe length of random test suites keeps
increasing untilthe average mutation score of the five test suites of a considered
length does not inemse by more than five percent or decrease by more than five
percent from the average mutation score of the random test suites with more length.
We selet the least length that satisfikee above criterion and state that it is the best
length of a randontest suite for the considered examples. In the following chapter
we assess and compare the fault coverage of (best) random test sunteshest
EFSMbased test suites.

a) TFTP Example: Determining the Best Randon Test Suite Length

Figure 3.1depicts thedngth of random test suites studied for one implementation
of the TFTP EFSMFigure 3.lincludes the mutation score of each random test suite
with a particular length and the average mutation score of the five considered test
suites of the same length.
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¢ Random Test Suite  —— Average Mutation Score of all Test Suites of a given length
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Figure 31 Random Test Suites of TFTP

According to the stopping criterion described before, the best random test suite of
the TFTP ighatwith the length of 88.

b) CD Player Example: Determining the Best Random Test Suite Length

Figure 3.2depicts the length of random test suites studied for one implementation
of the CD Player EFSMFigure 3.2includes the mutation score of each random test
suite with a particular length and the average mutation score of the five considered

testsuites of the same length.

¢ Random Test Suite  —= Average Mutation Score of all Test Suites of a given length
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Figure 32 Random Test Suites of CD Player

According to the stopping criterion described before, the best random test suite of
the CD Player ishatwith the length of 230.
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c) POP3 Example:Determining the Best Randm Test Suite Length

Figure 3.3depicts the length of random test suites studied for one implementation
of the POP3 EFSMFigure 3.3includes the mutation score of each random test suite
with a particular length and the average mutatioresad the five considered test

suites of the same length.
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Figure 33 Random Test Suites of POP3

According to the stopping criterion described before, the best random test suite of
the POP3 ishatwith the length of 110.

d) Initiator Example: Determining the Best Random Test Suite Length

Figure 3.4depicts the length of random test suites studied for one implementation
of the Initiator EFSM.Figure 3.4includes the mutation score of each random test
suite with a particular lenlgtand the average mutation score of the five considered

test suites of the same length.
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¢ Random Test Suite  —— Average Mutation Score of all Test Suites of a given length
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Figure 34 Random Test Suites of Initiator

According to the stopping criterion described before, the best random test suite of
the Initiator isthatwith the length of 120.

e) Responder Example:Determining the Best Random Test Suite Length

Figure 3.5depicts the length of random test suites studied for one implementation
of the Responder EFSNFigure 3.5includes the mutation score of eaemadom test
suite with a particular length and the average mutation score of the five considered

test suites of the same length.

RESPONDER

¢ Random Test Suite  —= Average Mutation Score of all Test Suites of a given length
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Figure 35 Random Test Suites of Responder

According to the stopping criterion described beftine, best random test suite of
the Responder ihatwith the length of 65.
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f) SCP Example:Determining the BestRandom Test Suite Length

Figure 3.6depicts the length of random test suites studied for one implementation
of the SCP EFSMFigure 3.6includesthe mutation score of each random test suite
with a particular length and the average mutation score of the five considered test

suites of the same length.
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Figure 36 Random Test Suites of SCP

According to the stopping criten described before, the best random test suite of
the SCP ighatwith the length of 45.

3.5Experimental Evaluation

In the following we present, discuss, rank, and analyze the obtained results of
mutation scores (usin@.) and(2) described before) as sho in the following tables
and figures.

3.5.1 Assessment of the Fault Coverage of Test Suites

This section includes the mutation scores (fault coverage) of the considered test
suites for the considered EFSM specifications. For each specification and each
consicered test suite, average mutation score of the corresponding three java

implementations is determined

a) TFTP Test Suites Fault Coverage Assessment
Figure 37 includes the mutation scores and length of each considered test suite for
the TFTP example.
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Figure 37 TFTP Test Suites Mutation Score and Length

b) CD Player Test Suites Fault Coverage Assessment
Figure 38 includesthe mutation scores and length of each considered test suite for

theCD Player example
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Figure 38 CD Player Test Suites Mutation Score and Length

c) POP3Test Suites Fault Coverage Assessment
Figure 39 includesthe mutation scores and length of each considered test suite for

thePOP3 example
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Figure 39 POP3 Test Suites Mutation Score and Length
d) Initiator Test Suites Fault Coverage Assessment
Figure 3.0 includesthe mutation scores and length of each considered test suite
for the Initiator example We note that there is no SITS test suite for the hoitias

there are no state identifiers for the corresponding states.

Initiator

o 100 o 2.7 150
3 80

9 60

c

S 40

8 20

=}

S o

TT All-Uses STF EP PPST Rand
Test Suite

Figure 310 Initiator Test Suites Mutation Score and Length

e) ResponderTest Suites Fault Coverage Assessment
Figure 3.1 includesthe mutation scores and lehgf each considered test suite
for the Responder exampl&/e note that there is no SITS test suite for the Responder

as there are no state identifiers for the corresponding states.
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Figure 311 Responder Test Suites MutatiSnore and Length
f) SCPTest Suites Fault Coverage Assessment
Figure 3.2 includesthe mutation scores and length of each considered test suite
for the SCP exampleWe note that there is no SITS test suite for the SCP as there are

no state identifiers for thcorresponding states.
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Figure 312 SCP Test Suites Mutation Score and Length

3.5.2Fault Coverage of allConsidered Examples
Figure 3.B includes the average mutation scores and length of each considered

test suite for althe above considered examples.

All Considered Examples

80 595 553 614 592 502 59.6 552 150

o
S 60 <
A 40 ~R5 5 6.7 09.7100 o
c : ' 50 @
1=l 20 24.0 -
‘('E 0 23.5 0
> A S & Q A Q>

\

v

Test Suites

Figure 313 Test Suites Mutation Score and Length per all Examples
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3.5.3Ranking of Test Suites
Based orFigure 3.8, Table 3.1depicts the ranking of test suitesi(Best, 7i
Worst) using thenutation score ofl).

Table 31 Ranking based on Mutation score only

Ranking | Test Suite | Mutation Score
1 SITS 61.4 %
2 PPST 59.6 %
3 TT 59.5 %
4 STF 59.2 %
5 All-Uses 56.3 %
6 Rand 55.2 %
7 EP 50.2 %

Based orFigure 313, Table 3.2depicts the ranking of test suitesi(Best, 7i

Worst) using theoveragdengthscoreof (2).

Table 32 Ranking based on Mutation score and Length

Ranking | Test Suite | Score
1 TT 250.6
2 All-Uses | 232.1
3 STF 821
4 SITS 78.0
5 PPST 61.0
6 EP 53.7
7 Rand 49.8

The ranking of test suites shows thla¢ best performing test suite in terms of
mutation scoref (1) is SITS. However, when considering tb@veragdength score
of (2), theTT and AllFUses test suiteautperform the other test suites.

3.5.4Assessment per Mutation Operators and Operator Categories

In this section, we assess the fault coverage of considered test suites per each
mutation operator and per each operator catedescribedin Table 2.1. & also
assess the fault coverage per each mutation operator and per each operator category of
all considered test suites. The fault coverage of an operator category per a particular
test suite is calculated as the average of the fault coverage of codiegp@st suite
per all operators in the corresponding categbrycontrast the fault coverage dhe

mutation operator or category per all test suites is calculated as the average of fault
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coverage of all test suites per the corresponding mutatioatoper category. In this
section, the assessment is done based on the average results of three implementations

of each considered EFSM specification.

a) TFTP Fault Coverage per Arithmetic, Conditional, and RelationalOperators
Table 3.3illustrates the muation score of each test suite per each mutation

operatorfor the TFTP example

Table 33 TFTP Average Mutation Operator Coverage Table
Arithmetic Conditional |Relational
AORB AORS| AOISAOIU COR COl|{COD ROR

TT 100 100 51 | 100 | 39 | 100 | 100 74
All-Useg 100 100 58 | 100 | 25 | 90 | 100 80
SITS | 100 100 51 | 100 | 50 | 100 | 100 82
STF 100 100 51 | 100 | 50 | 100 | 100 82
EP 75 100 5 | 67 | 51| 91 |100 69
PPST| 100 100 51 | 100 | 50 | 100 | 100 76
Rand 0 0 21 0 40| 72 |1 0 46

TFTP

(a.1) Assessment of Test Suites per each Mutation Operator
TheFigure 3.4 depictsthe coverageof each test suite terms ofmutation score

per each arithmetic operator.
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Figure 314 Coverage per Arithmetic Operators

TheFigure 3.5 depictsthe coverageof each test suite terms ofmutation score

per each contdbnal operator.

38



BTT OAI-UsesOSITSESTF@EP @PPSTERand

100 91

80
60
40
20

0

Mutation Score

COl COD
Conditional Operators

Figure 315 Coverage per Conditional Operators

TheFigure 3.5 depictsthe coverageof each test suite terms ofmutation score

perRORrelational operator.
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Figure 316 Covera@ perROR Relational Operators
(a.2) Average Assessment of each Mutation Operator
The Figure 3.7 depictsthe coverageof all test suite in terms ofmutation score

per each mutation operator
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(a.3) Assessment of Test Suites per each Mutation Operator Category

TheFigure 3.B depictsthe coverageof each test suite terms ofmutation score

per arithmetic operatocategory.
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Figure 318 Coverag per All Arithmetic Operators

TheFigure 3.D depictsthe coverageof each test suite terms ofmutation score

per conditional operator category.
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Figure 319 Coverag per All Conditional Operators

TheFigure 320 depictsthe coverageof each test suite terms ofmutation score

per relational operator category.
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Figure 320 Coverage per All Relational Operators

(a.4) Average Assessment of each Mutation Operator Category
The Figure 321 depics the coverageof all test suite in terms ofmutation score

per egh mutation operator category
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Figure 321 Coverage of Mutation Operat@ategorie®f TFTP

b) CD Player Fault Coverage per Arithmetic, Conditional, and Relationa
Operators
Table 3.4illustrates the mutation score of each test suite per each mutation

operatorfor the CD Player example
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Table 34 CD Player Average Mutation Operator Coverage Table

cD Arithmetic Operators Conditional Operators | Relational Operators
AORS AOIS COR | COI| COD ROR

TT 86 79 58 97 100 64

SITS 57 56 58 100 100 67

STF 57 67 58 100 100 67

EP 29 28 58 81 100 43
PPST| 100 81 58 100 100 68
Rand 100 89 58 100 100 67

(b.1) Assessment of Test Suiteepeach Mutation Operator
TheFigure 322 depictsthe coverageof each test suite terms ofmutation score

per each arithmetic operator.
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Figure 322 Coverage per Arithmetic Operators

TheFigure 323 depictsthe coverageof each test suitan terms ofmutation score

per each conditional opator.
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Figure 323 Coverage per Conditional Operators

TheFigure 324 depictsthe coverageof each test suite in terms wiutation score

perRORrelational gerator.
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(b.2) Average Assessment of each Mutation Operator
The Figure 325 depictsthe coverageof all test suite in terms ofmutation score

per each mutation operator
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Figure 325 Operators Coverage over All Test Suites

(b.3) Assessment of Test Suites per each Mutation Operator Category
TheFigure 326 depictsthe coverageof each test suite in terms wiutation score

per arithmetic operator tagory.
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TheFigure 327 depictsthe coverageof each test suite terms ofmutation score

per conditional operator category.
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Figure 327 Coverag per All Conditional Operators
(b.4) Average Assessment of each Mutation Operator Category
The Figure 328 depictsthe coverageof all test suite in terms ofmutation score

per ech mutation operator category
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Figure 328 Coverage of Mutation Operato@ategorie®f CD

c) POP3Fault Coverage per Arithmetic, Conditional, andRelational Operators
Table 3.5illustrates the mutation score of each test suite per each mutation

operatorfor the POP3 example
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Table 35 POP3 Average Mutation Operator Coverage Table

POP3 Arithmetic Conditional Relational
AOQIS COR| COI| COD| ROR
TT 42 25 94 | 100 63
All-Uses 44 7 94 | 100 58
SITS 50 25 93 | 100 59
STF 44 25 93 | 100 59
EP 50 23 94 | 100 59
PPST 50 25 94 | 100 63
Rand 56 13 89 | 100 60

(c.1) Assessment of Test Suites per each Mutation Operator
TheFigure 329 depictsthe coverageof each test suiten terms ofmutation score

per each arithmetic operator
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Figure 329 Coverage per Arithmetic Operators

The Figure 330 depictsthe coverageof each test suiten terms ofmutation score

per each conditional operator.
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Figure 330 Coverage per Conditional Operators

TheFigure 331 depictsthe coverageof each test suiten terms ofmutation score

perRORrelational operator
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(c.2) Average Assessment of each Mutation Operator
The Figure 332 depictsthe coverageof all test suiésin terms ofmutation score

per each mutation operator
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Figure 332 Operators Coverage over All Test Suites

(c.3) Assessment of Test Suites per each Mutation Operator Category
The Figure 3.33 depictsthe coverageof each test suite in terms wiutation score

per arithmetic operator category
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TheFigure 334 depictsthe coverageof each test suite terms ofmutation score

per conditional operator category.
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TheFigure 335 depictsthe coverageof each test suite in terms wiutation score

per relational operator category.
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Figure 335 Coverage per All Relational Operators

(c.4) Average Assessment of each Mutation Operator Category
The Figure 336 depictsthe coverageof all test suites in terms afiutation score

per ech mutation operator category
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d) Initiator Fault Coverage per Arithmetic, Conditional, and Relational

Operators
Table 3.6illustrates the mutation score of each test suite per each mutation

operato for theInitiator example

Table 36 Initiator Average Mutation Operator Coverage Table
Arithmetic Conditional |Relational
AORB| AORS| AOIS AOIU COR COI[{COD ROR

TT 88 100 82 | 52 | 77 | 100 | 100 70
All-Useg 88 100 | 80 | 52 | 71 | 93 | 100 69
STF 58 67 73 | 34 | 77 | 100 | 100 70
EP 0 0 33| 0 | 66| 79 | 67 48
PPST| 39 22 47 | 39 | 78 | 100 | 67 73
Rand 50 0 69 | 50 | 75| 100 O 73

Initiator

(d.1) Assessment of Test Suites per each Mutation Operator
TheFigure 337 depictsthe coverageof each test suiti terms ofmutationscore

per each arithmetic operator
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TheFigure 338 depictsthe coverageof each test suiten terms ofmutation score

per each conditionalperator.
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Figure 338 Coverage per Conditional Operators
TheFigure 339 depictsthe coverageof each test suite terms ofmutation score

perRORrelational operator
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(d.2) AverageAssessment of each Mutation Operator
The Figure 340 depictsthe coverageof all test suites in terms afiutation score

per each mutatiooperator

49



100

g
S 80 2 67
N 54
- 60 48
il
§ 40
>
3 20 I
0
D O O & > S
XL \ o)
SO & © RS
Operators

Figure 340 Operators Coverage over All Test Suites

(d.3) Assessment of Testuites per each Mutation Operator Category
TheFigure 341 depictsthe coverageof each test suite terms ofmutation score

per arithmetic operator category
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TheFigure 342 depictsthe coverageof each test suite terms ofmutation score

per conditional operatarategory.
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TheFigure 343 depictsthe coverageof each test suiten terms ofmutation score

per relational operatarategory.
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(d.4) Average Assessment of each Mutation Operator Category
The Figure 344 depictsthe coverageof all test suites in terms afiutation score

per each mutation operator category
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Figure 344 Coverage of Mutation OperatoBategorie®f Initiator
e) Responder Fault Coverage per Arithmetic, Conditional, and Relational

Operators
Table 3.7illustrates themutation score of each test suite per each mutation

operatorfor the Responder example
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Table 37 Responder Average Mutation Operator Coverage Table

Arithmetic Conditional [Relational
Responde
AOIS |COR COl|COD| ROR

TT 28 54 43 | 100 11
All-Uses 36 38 | 52 | 100 17
STF 36 54 | 52 | 100 17
EP 29 54 | 52 | 33 19
PPST 19 54 | 52 | 33 16

Rand 38 50 | 60 0] 0

(e.1) Assessment of Test Suites per each Mutation Operator
TheFigure 345 depictsthe coverageof each test suite terms ofmutation score

per each arithmetic operator
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The Figure 346 depictsthe coverageof each test suite terms ofmutation sore

per each conditionalperator.
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Figure 346 Coverage per Conditional Operators

TheFigure 347 depictsthe coverageof each test suiten terms ofmutation score

perRORrelational operator
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(e.2) Average Assessment of each Mutation Operator
The Figure 348 depictsthe coverageof all test suites in terms afiutation score

per each mutatioaperator
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(e.3) Assessment of Test Suites per each Mutation Operator Category
TheFigure 349 depictsthe coverageof each test suiten terms ofmutation score

per arithmetic operator category
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TheFigure 350 depictsthe coverageof each test suite terms ofmutation score

per conditional operator category
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TheFigure 351 depictsthe coverageof each test suite terms ofmutation score

per relational operator category
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(e.4) Average Assessment of each Mutation Operator Category
The Figure 352 depictsthe coverageof all test suites in terms afiutation score

per ech mutation operator category

54



100
80
60

55

40 31
20 l 13
0 [

Arithmetic  Conditional Relational
Operators Categories

Mutation Score

Figure 352 Coverage of Mutation Operato@ategorie®f Responder

f) SCPFault Coverage per Arithmetic, Conditional, and Relational Operators
Table 3.8illustrates the mutation score of each test suite per each mutation

operator fothe SCP example

Table 38 SCP Average Mutation Operator Coverage Table
scp Arithmetic Conditional |Relational
AORB| AORS AOIS AOIU COR COI({COD ROR
TT 25 100 | 61 | 50 | 49| 75 | 93 46
All-Useg 63 100 | 60 | 33 | 49| 81 | 93 53
STF 38 100 | 64 0 49 | 73 | 93 43
EP 13 67 67 | 11 | 49| 86 | 62 56
PPST| 13 67 60 | 11 | 49| 86 | 62 56
Rand 13 67 85 0 47 | 83 | 7 47

(f.1) Assessment of Test Suiseper each Mutation Operator
TheFigure 353 depictsthe coverageof each test suite terms ofmutation score

per each arithmetic operator
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Figure 353 Coverage per Arithmetic Operators

The Figure 354 depictsthe coverageof each test suiten terms ofmutation score
per each conditionaperator.
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Figure 354 Coverage per Conditional Operators
TheFigure 355 depictsthe coverageof each test suite terms ofmutation score

perRORrelationd operator
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Figure 355 Coverage peROR Relational Operators

(f.2) Average Assessment of each Mutation Operator
The Figure 356 depictsthe coverageof all test suites in terms afiutation score

per each mutatiooperator
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Figure 356 Operators Coverage over All Test Suites
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(f.3) Assessment of Test Suites per each Mutation Operator Category
TheFigure 357 depictsthe coverageof each test suite terms ofmutation score

per arithmetic operataategory
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Figure 357 Coverage per All Arithmetic Operators
TheFigure 358 depictsthe coverageof each test suite terms ofmutation score

per conditional operatarategory.
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Figure 358 Cowerage per All Conditional Operators
TheFigure 359 depictsthe coverageof each test suite terms ofmutation score

per relational operatarategory.
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Figure 359 Coverage per All Relational Operators

(f.4) Average Assessnm of each Mutation Operator Category
The Figure 360 depictsthe coverageof all test suites in terms afiutation score

per each mutation operator category
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Figure 360 Coverage of Mutation Operato@ategorieof SCP

3.5.5All Considered ExamplesFault Coverage per Arithmetic, Conditional, and

Relational Operators
Table 3.9illustrates the mutation score of each test suite per each mutation

operator for all considered examples
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Table 39 All Examples Average Mutation Operator Coverage Table

Al Arithmetic Conditional |Relational
AORB| AORS AOIS AOIU COR COl|CO0 ROR
TT 71 96 57 67 | 50 | 85 | 99 55

All-Uses| 83 100 | 56 | 62 | 38 | 82 | 99 55
SITS 100 79 52 | 100 | 44 | 98 | 100 69
STF 65 81 56 | 45 | 52| 86 | 99 56

EP 29 49 43 | 26 | 50 | 81 | 77 49
PPST 50 72 51 | 50 | 52 | 89 | 77 59
Rand 18 50 56 | 13 | 49| 83 | 48 51

(a) Assessment of Test Suites per each Mutation Operator
TheFigure 361 depictsthe coverageof each test suiten terms ofmutation score

per each arithmetic operator
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Figure 361 Coverage per Arithmetic Operators

TheFigure 362 depictsthe coverageof each test suiten terms ofmutation score

per each conditionaperator.
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Figure 362 Coverage per Conditional Operators

TheFigure 363 depictsthe coverageof each test suiten terms ofmutation score
per ROR relational operator
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(b) Average Assessment of each Mutation Operator
The Figure 364 depictsthe covaageof all test suites in terms afiutation score

per each mutatioaperator.
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Figure 364 Operators Coverage over All Test Suites

According to the results depicted kigure 364, we notice that the best mutation

operatos over all test suitegreCOIl and CODConditional Operata (86 %).

(c) Assessment of Test Suites per each Mutation Operator Category
TheFigure 365 depictsthe coverageof each test suiten terms ofmutation score

per arithmetic operator category
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TheFigure 366 depictsthe coverageof each test suite terms ofmutation score

per conditional operatarategory.
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TheFigure 367 depictsthe coverageof each test suite terms ofmutation score

per relational operator category
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(d) Average Assessment of each Mutath Operator Category
The Figure 368 depictsthe coverageof all test suites in terms afutation score

per each nutation operator category.
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Figure 368 Coverage of Mutation Operatacategorie®f All Examples

According tothe results depicted iRigure 368, we notice that the best mutation

operator category is the Conditional Category (73 %)

3.5.6 Ranking of Test Suites per Mutation Operators and per Operator
Categories

In this section, we rank the test suites per mutatiomades and categories based
on the score ofl) and(2) described before.
(a) Ranking of Test Suites per each Mutation Operator Based ofl) Score

Table 3.10ncludes the ranking of test suitesreach mutation operattwased on

theaverage mutation scorerpgperator only
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Table 310 Ranking per Operators basedAwverage Mutation score per Operator

only
Rank | AORB AORS AOIS AOIU COR Col COD ROR
1 SITS | All-Uses TT SITS PSPT?:T SITS SITS SITS
Rand TT
2 All-Uses TT STF TT -I;, PPST STF PSI?I_?:T
All-Uses All-Uses
EP All-Uses
3 TT STF SITS | All-Uses| Rand STF PPST T
4 STF SITS PPST PPST SITS TT Rand Rand
5 PPST PPST EP STF All-Uses| Rand EP
6 EP Rand EP All-Uses
7 Rand EP Rand EP

(b) Ranking of Test Suites per each Operat Category Based on(1) Score

Table 3.1lincludesthe ranking of test suitgsereach operator categobased on

theaverage mutation score per operator categaoly.

Table 311 Ranking per Category based Awnerage Mutation &ore per Category

only

Rank | Arithmetic | Conditional | Relational

1 SITS SITS SITS
TT
2 All -Uses STF PPST
3 STF TT STF
All-Uses All-Uses

4 PPST PPST TT
5 Rand EP Rand
6 EP Rand EP

(c) Ranking of Test Suites per each Mutation Operator Based of2) Score

Table 3.12includes the ranking of test suitesreach mutation operator based on

the average mutation score peperator and length of the corresponding test

suite
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Table 312 Ranking per Operator based Anerage Mutation Sconger Operatoand

Length

Rank | AORB AORS AOIS AOIU COR COol COD ROR
1 All-Uses| All-Uses TT TT TT TT TT TT
2 TT TT All-Uses| All-Uses| All-Uses| All-Uses| All-Uses| All-Uses
3 SITS STF STF SITS STF SITS STF SITS
4 STF SITS SITS STF SITS STF SITS STF
5 PPST PPST PPST PPST EP PPST EP PPST
6 EP EP Rand EP PPST EP PPST EP
7 Rand Rand EP Rand Rand Rand Rand Rand

(d) Ranking of Test Suites per each Operator Category Based ¢8) Score

Table 3.13ncludes the ranking of test suitesr each operator categdrgisedon
theaverage mutation score pgperatorcategory and length of the corresponding

test suite

Table 313 Ranking per Category based Awnerage Mutation Score p€rategory and

Length
Rank | Arithmetic | Conditional | Relational
1 TT TT TT
2 All-Uses All-Uses All-Uses
3 SITS STF SITS
4 STF SITS STF
5 PPST PPST PPST
6 EP EP EP
7 Rand Rand Rand

3.5.7Summary of All Obtained Results

Below we include a summary of the experimengslltsin Sections3.5.1t0 3.5.6

E The best perforing test suites in terms of fault coverage are the SITS
(61.4 %) followed by the PPST (59.6 %), TT (59.5 %), STF (59.2 %),
All-Uses (56.3 %), Rand (55.2 %) then the EP (50.2 %) test suites.

However, when considering theoveragelength score, the TT
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(250.®) and AllUses (232.15) test suites have comparable scores, and
they outperform the other test suites by approximately 73 percent. The
STF (82.11), SITS (77.99), PPST (60.99), EP (53.72) and Rand (49.80)
test suites have comparable scores, but each sé¢ tiest suites score
less than the TT and the Allses test suites by approximately 73
percent.

F Test suite fault coverage €Ol and CODfaults is on average 86 %,
and it is significantly higher than the coverage of mutants with other
types of operator fdts by approximately 29 percent. Test suite
coverage of AORS, AORB, AQIS, AOIU, ROR and COR fauite
comparable, but this coverage is less than the coveragé®loénd
COD by approximately 29 percent. Test suite coverage of conditional
faults (73 %) issignificantly higher than the coverage of mutants with
arithmetic and relational faults by approximately 17.5 percent. Test
suite coverage of mutants with arithmetic faults is comparable to the
coverage of mutants with relational faults, but this coveisitgss than
the coverage of conditional faults by approximately 17.5 percent.

E SITS test suites have the best fault coverage of arithmetic faults (65
%), conditional faults (81 %) and relational faults (69 %). The
remaining test suites have comparablevecages in terms of
arithmetic, conditional and relational faults, but their coverage is less
than the coverage of the SITS test suites by approximately 12 percent.
When considering theoveragelengthscore, the TT and AlUses test
suites have comparablecores, and they outperform the other test
suites in terms of score of arithmetic and conditional and relational
faults by approximately 74 percent. The remaining test suites have
comparable scores but they are less than the scores of the TT and All
Usestest suites by approximately 74 percent.

3.6 Related Work on Assessment of the Fault Coverage of Test Suites

Empirical assessment studies related to the work presented ithésis are

mostly summarized in [2, 3, 4, 5, 11, 12, 13, 14, 15, 16, 17]. In sunmthar studies

reported in[18, 19, 16, 20] consider codmsed mutation testing and tAd -Uses

criterion. Li et al. [14] conduct codeased experiments using cell@sed mutation,
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EP, All-Uses and the PP coverage criteria. Aynur et al. [12] compare three
specificationbased criteria, namely, the full predicate, traosipair and some
specificationbased mutation criteria. Assessment of tests from different UML
diagrams using the full predicate and message sequence path coverage are reported in
[21].

For specifications modeled as EFSMs, a preliminary assessment of STA TT,
Uses All-Predicates, double transfer faults and some random test suites has been
recently presented in [6]. The study considers three known EFSM specifications and
analytically @mpares the effectiveness of many test selection criteria in covering
EFSM mutants of these specifications with single and double transfer faults. The
coverage of some randomly generated test suites from the given specifications with
the same length of tesases as thAll-Uses(All -Transitions) test suite is assessed.
The results of the study showed that the best performing test suites in terms of fault
coverage of EFSM mutants with transfer fawltsrethe DTF, TT, AllTransitions,
All-Usesfollowed by he All-Predicates test suites. Moreover, the test suites have
approximatelyl4% more coverage of double transfer faults than single transfer faults
of the considered EFSM specificatiddn onehand, random test suites with the same
length of test cases &dl-Usestest suites have comparable fault covesage the
other hand, AHTransitions test suites outperform random test suites (with the same

length of test cases).

Recently, another study has been presented in [7] [44], but unlike [6], the
considerd test suites are assessed in terms of their coverage of code mutants of
implementations of these specifications, which allows comparing the coverage of
considered test suites w.r.t. traditional ctdesed types of mutants. Additionally, in
[7] [44], SITS test suites are also considered in the assessment. The results of the
study showed that AlUses, STF, and TT test suites provide comparable (fault)
coverages and SITSs outperform all other considered test suites. An analysis of one
type of random test diei is considered, namely, random tests with same length as
other EFSM tests. The results of random test suites showed that the Ralhddses
and All-Uses test suites provide comparable coverage where SITS test suites slightly
outperform RandomSITSs. Futhermore, results showed that test suite coverage of
conditional faults is significantly higher than their coverage of mutants with
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arithmetic, logical, or relational faults. Test suite coverage of mutants with relational
faults is much less than thattbie coverage of mutants with arithmetic, conditional or
logical faults. The AHUses and TT test suites both achieve comparable coverages of
mutants with arithmetic faults; however, STF test suites have significantly lower
coverage of arithmetic faults thaAll-Uses and TT test suites. All considered, test
suites provide comparable coverages of conditional faults; also, all test suites provide
comparable coverages of logical (or relational) faults. However, in [7] [44], only three
application examples ar@wrsidered in the study and as reported in [7] [44] there is a
need to consider more application examples to verify the results and also there is a
need to consider more types of EFSM test suites. Accordingly, in the first part of this
thesis, we conduct eeriments to assess the fault coverage of many EB&dd test
suites as done in [7] [44]; however, our study considers six working examples
including the three used in [7] [44]. In addition, we consider more types of EFSM test
suites, namely, EP and PP&Ft suites. Furthermore, in this thesis, a comprehensive
assessment of the fault coverage of random test suites is carried out. According to [7]
[44], the best test suite in terms of mutation score is SITS (67.29%) followed by the
TT (62.22%), STF (60.35Y4hen the AUses (60.08 %) test suites, which is same as
the pattern of results concluded in this thesis. According to [7] [44], test suite
coverage otonditionalfaults (76.44%) is higher than their coverage of mutants with
arithmeticfaults (61.1%) andrelationalfaults (43.84%), which is same as the pattern

of results concluded in this thesis.
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Chapter 4: Fault Diagnosis Capability of Test Suites

In this chapter, we introduce EFShAsed fault diagnosis, and propose a simple
algorithm that can besed for locating a faulty EFSM IUT and assessing the fault
diagnosis capabilities of the EFSM test suites considered in the previous chapters. In
addition, for each considered test suite, the algorithm determines the diagnostic tests
(if any) needed for loating the given faulty IUT. Furthermore, an assessment of the
test suites based on both the test suite length and the corresponding diagnostic test
suitearecarried out. Two criteria and introduced for comparing and ranking the test
suites fault localizgon capabilities.

4.1 Introduction to Fault Diagnosis

While the purpose of FSMased (conformance) testing is to chedketheran
implementation is differenfrom its specification, an interesting complementary, yet
more complex, step is to locate the diffleces between a specification and its
implementation. The purpose of fault diagnosis (or diagnostic testing) is to locate the
differences between a specification and its implementation, when the implementation
is found to be faulty. Fault diagnosis hasrieas applications, for example, it
facilitates the job of correcting a protocol implementation so that it conforms to its

specification.

In FSMbased and EFSMased diagnosis, in general, a diagnostic method (or
algorithm) that localizes the faulty mutaEFSM IUT includes the following steps:
Given an EFSM specificatiospecand a test suit€Sderived fromspeg and a black
box faulty IUT EFSM, locating/determining the faulty IUT is carried out using the
following steps:

1. Generation of diagnostic candilates Diagnostic candidates are EFSM
mutants of spec that are suspected to be faulty. These candidates are
distinguishable from thspec

2. Discrimination between candidatesand the Given IUT: Once the step

of candidate generation terminates, we often gnavith a huge number of
diagnostic candidates. The given test sllifeand the observed behavior of
applyingTSon the faulty IUT can be used to reduce the number of candidates,
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where each candidate that produces an output to a test caSasdafifferent
than that observed by applying the test case to the given IUT is removed.
3. Generation of diagnostic testslf not all candidates are removed by the
above step, additional tests, call@dgnostic testsare derived to locate the
faulty component as followd-or every two candidates, we derive a test that
distinguishes these candidates (if possible), run the obtained test on the given
IUT, and based on the observed output, either one or the two candidates are
eliminated. The process repeats till only one ffmany indistinguishable)
candidates remain in the set of possible candidates, and thufauilbe
candidatgor the set of nomlistinguishable candidates) is located.

4.2 AssignmentFaults and Output ParameterFaults

The derivation of diagnostic candidates darried out based on the types of
EFSMbased faults. In Chapt& we described single and double transfer faults and
corresponding mutants (diagnostic candidates), and below we describe other types of

faults considered in this thesis.

Given an EFSMV, atransitiont = (s, x, P, op, y, up, s') of an EFSM IUTM" has
an assignmentfault if it has an update statement that is different from that specified
by M, i.e.,M” has a transitions(x, P, op, y, up’, s'), up’, up. SuchM” is amutant of
M with an asgygnment faul{SAF). In this thesis, we consider the following traditional

types of single assignment faults and mutants with single assignment faults:

1 Single Assignment Insertion (SAl): A transitibwith an update statemeuatp 6
of M has amassignmentrisertion faultif an update statement (defined only
overthe context variable oM) of some transition (other thdhin M, is added
to the update statemenisp @hile the added update statement is notipn
SuchM’ is amutant of M with a single assigemt Insertion faul{SAI).

1 Single Assignment Deletion (SAD): A transitibmwith an update states pod
M” has anassignment deletion fauit one update statement up of M is
deleted and thus it iso longerin u p SuchM” is amutant of M with a sirg
assignment Deletion faulSAD).

1 Single Assignment Rigktandside Fault (SARHS): A transitioh with an
update states pdf M" has aright-handside assignment faulif the right

handside (RHS) of one of the update statements pi$different tharthat of
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up. That is if a context variable df1 in the RHS ofupis added (or deleted) to
(from) u p or if the value of a constant in the RHS ap is deleted (or

changed to another value) inp &uchM” is amutant of M with a single
assignment RigHtand-side fault((SARHS).

Another type of faultalleda singleoutput parameter faulSOPF) is considered

in this thesis. Given an EFSM, a transitiont = (s, x, P, op, y, up, s') of an EFSM

IUT M” has anoutput parametefault if an output parameter afp defined over a

context variable (or a constant) is replaced by another context variable or a constant,

i.e.,M" has a transitiors(x, P, op, y, up’, s'), op’, op. SuchM” is amutant of M with

a singleoutput parameter fault

4.3EFSM BasedFault Diagnosis Candidates
Given EFSM specificatiorM and types of EFSM based faults and mutants

described above and in Chapter \8e define thefollowing types of diagnostic

candidates considered in our work.

1 STF Diagnostic Candidates: includes as candidates alh&it&nts oM.

1 DTF Diagnostic Candidates: includes as candidates all DTF mutakits of
1 STF/DTF Diagnostic Candidates: includes all STF candidates and DTF

candidates o.

1 SAI Diagnostic Candidates: includes as candidates all SAl mutahts of

1 SAD DiagnosticCandidates: includes as candidates all SAD mutarits of

1 SARHS Diagnostic Candidates: includes as candidates all SARHS mutants of

T

M.

STF/SAF Diagnostic Candidates: includes all STF candidates and SAF
candidates oM.

DTF/SAF Diagnostic Candidates: inclwleall DTF candidates and SAF
candidates of.

SOPF Diagnostic Candidates: includes as candidat&O&F mutants of.

4.4 Assessing the Fault Diagnosis Capabilities of EFSM Test Suites

In this thesis, we assess the fault diagnostic capabilities of thellFUsAs, STF,

SITS, EP, and the PPST test suites based on locating given sets of diagnostic

candidates derived as described above. In particular, we determine and compare the
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fault diagnosis capabilities of these test suites using the two criteria, Eélleénd

FD2, described below. In addition, for every considered test suite, we determine the
additional tests (i.e. the diagnostic tests) requited for locating the faulty IUT. This
allows us to compare the EFSM test suites in terms of how many testedegrer
required in total, i.e. using the test suites and the diagnostic tests, for locating the

faulty IUT (or the class of candidates that are indistinguishable from the give 1UT).

Given the EFSM specificatiospec and a set of EFSM and a set faiult
candidate D= D1, D> € Dy, First, we determine the candidatesifthat that are
distinguishable fronspec Then, we distribute tise candidates into different classes,
such that each class contains thealt candidate that are distinguishable from the
given specification, yet all candidates in a class are indistinguishable from each other,
whereas, all thefault candidate in a class are distinguishable from the given
specification and are also distinguishable from each ¢dldtrcandidaten a different

class.

Given TS= {TT, All-Uses, SITS, STF, EP, PPST}, we study the fault diagnosis
capability of eaci§ N TSover thefault candidate described abov&ault diagnosis

capabilities are determined as the following:

1 FD1(score) Fault Diagnosis Capdly of TS considering onéault candidate
per each class. This determines the capability of a test suite to
locate/determine which class a faulty machine is in. Thus, this determines the
fault localization capability of a test suite up to sets of edgimtaclasses of
indistinguishable candidates.

1 FD2 (score) Fault Diagnosis Capability afS considering alfault candidate
per each class. This determines the capability of a test suite in
locating/determining the faulty machine using all possible disgn fault
candidats in all classes.

1 FD3 (score) Fault Diagnosis Capability ofS° TS gonsidering ondault
candidateper each class, wherES ds a diagnostic test suite required in
addition to a given test suite, namé&8, for complete fault dignosis per a
class offault candidats, that is for determining in which class the fault

machine is in.
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1 FD4 (score) Fault Diagnosis Capability ofS ° TS «considering allfault
candidats per each class, whell&§ 4s a diagnostic test suite required i
addition to a given test suite, namég, for complete fault diagnosis per a
class offault candidate that is for determining the faulty machine using all
possible diagnostitault candidate in all classes.

The following section includes detailed @scription of all steps used in the

assessment method.

4.5 Assessment of the Fault Diagnosis of Test Suites

Given EFSM specificatiospecand a set of EFSNault candidateD = D1, D> € Dy,
and test suite§S=TS " TSé TS

Step 1Let A" denote the set déult candidatsof D that that aralistinguishable from

spec

Step 2Derive fromA ' the set ofault candidate A such that everfault candidatés
distinguishable from all othdault candidatein A and fa' everyfault candidateD; in
D let |4 | denote the number of othewlt candidatein A ' that are indistinguishable

from D;.

Step 3 ForeveryTSi TS

LetA + - =theset offault candidate in A killed by TS ;

Step 3.1For everyDiN A

AssumeD; is the faulty IUT machine
Run inputs off§on D; and obtain the corresponding observed output

counterl=0
LetA - =A: the set ofault candidate in A4 - ' that

are indistinguishable from; usingTS
Step 3.1.1
ForeachDeM A =+ (e i)
If De is killed by TS then counterl++
else

Add Deinto the setA
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EndFor(Step3)

EndFor (Step 3.1.1)
Step 3.1.2

Let TS e the test suites that kills evefgult candidatein
A 5 thatis distinguishable froDi using test suite
TS

Let counter2 be the number f#ult candidats A

kiled by TS »

0Qr =——— Zp T

0Qn =7/ TP Tm
OQp ¢ 177 ‘Pmm
OQh ¢ 177 4. PTT
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4.6 Application Example of Test Suite Fault Diagnosis Assessment

In this section, we describe the steps of the above mentioned assessment assuming
we have the followindault candidate of part ofthe POP3 EFSM [34] depicted in
Figure4.l

\ T1:USER(name) / +OK_passRequired
Authorization Authorization '
. Login Password

T3:PASS(pass), PASS.pass==1/+0K,
Mess_count:=3 ; Del_mess:=0

T7: REST NULL
T2: REST/ NULL

T8: PASS (pass) /NULL

T4: PASS (pass) INULL

T5:STAT /+0K
T6:REST / +OK_maildrop , Mess_count:= Mess_count + Del_mess

Figure 41 Part of POP3 EFSM34]

The first fault candidateD; is a faulty implementation with the single transfer
fault whereT5t r a n s f e rAathotizationsLogadt € nis t e aTdansactioms t at e
Thus,D1 is actualy as depicted ifrigure4.2

T2: REST/NULL

T7: REST NULL T1:USER(name) / +OK_passRequired
Authorization Authorization '
. Login Password

T3:PASS(pass) , PASS.pass==1/ +0K,
Mess_count:=3 ; Del_mess:=0

T8: PASS (pass) INULL

T5:STAT / +OK

Ta: PASS (pass) INULL

T6:REST / +OK_maildrop , Mess_count:= Mess_count + Del_mess

Figure 42 Fault Candidat®1

The fault candidateD is due to a transfer fault ii5 that transfers to state
fAuthorization Passwo | n st e a d@ransaétios.t a t Bhisuastyally as

depcted inFigure4.3.
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T7: REST NULL \ T1:USER(name) / +OK_passRequired

T2: REST/ NULL

T8: PASS (pass) /INULL

T3:PASS(pass) , PASS.pass==1/ +0OK,

T5:STAT / +OK Mess_count:=3 ; Del_mess:=0

T4: PASS (pass) INULL

T6:REST / +OK_maildrop , Mess_count:= Mess_count + Del_mess

Figure 43 Fault Candidat®?2

The fault candidateDs is a faulty implementation with the single transfer fault
whereT6t r an s f er Authdripatiors togid ia s thie ad Ordnsadidma.t e

Thus,Ds is actually as depicted Figure4.4.

T7: REST NULL
T2: REST/ NULL

T1:USER(name) / +OK_passRequired
Authorization Authorization '
. Login Password

T3:PASS(pass) , PASS.pass==1/ +0K,
Mess_count:=3 ; Del_mess:=0

T8: PASS (pass) /NULL

T6:REST / +OK_maildrop ,
Mess_count:= Mess_count + Del_mess

T4: PASS (pass) INULL

T5:STAT / +OK

Figure 44 Fault Candidat®3

The fault candidateD4 is due to an assignment fault Ti7, where a new update
st at ekessicount3dd, was iTh sThus,Dsasdactually as depied in
Figure4.5.
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T7: REST/ NULL, \

Mess_count:=3 T2: REST/ NULL

T8: PASS (pass) /INULL

T3:PASS(pass) , PASS.pass==1/+0K,
Mess_count:=3 ; Del_mess:=0

T4: PASS (pass) INULL

T5:STAT/ +0K
T6:REST / +OK_maildrop , Mess_count:= Mess_count + Del_mess

Figure 45 Fault Candidat®4
Step 1:The fault candidateDs is indistinguished fronspec¢ whereasP1,D2> and D3
are all distinguished fromspec therefore, the list of distinguishddult candidate

from specis A '={D1,D2,D3}.

Step 2: The fault candidate D1,D> and D3 are al distinguished from each other;
therefore, we have total number of three classésutif candidatg, andeach class has
onefault candidaté |4| 3=AVG(| A =1).

Step 3: Given test suiteT§ with the A USER( 0) , PASS( 1) ,;3fTAT, RE
IUT=spe¢ applying TS on spec wi | | | ead t o t he foll
+0OK_passRequired, +OK, +OK, +OK_mai |l drop, + OK

Line 10: Now we runT§ on onefault candidatdrom all classes that weakie, and we
notice that the thredault candidate Di, D2 and Dz are killed by TS so

A - {D1, D2, D3.

Line 12 and Line 13: We let the firstfault candidateD;=IUT and compute the
capability of locating this candidate using the different proposed scores. The output
obtained from runningSonD:i s N +OkK quagseR, +O0OK, +OK, NULL, |

Step 3.1.1: Now we run T§ on D> and we obtain the output which is
A+OK passRequired, +OK, +OK, NULL, NULLO® whi

output. This means thai§ does not distinguisb. from D1 so we add: into the set

A + . Now we run TS on Ds and we obtain the output
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A+OK_passRequired, +0OK, +0OK, + OK_ méaamlteer op, NU
output obtained when running§ on Di. It means thaT S distinguishe®s from Dy;

therefore, we increase value of counterl b¥. Then, inLine 29: we compute,

FD1= VR zp mA— * 100 =50 %. InLine 30: Since we havenly one

fault candidatén the class which hd3, it means that FD2 = FD150 %.

Step 3.1.2 To distinguishD: from D2, we need to addhe new test suitelT§ &
AUSER(0),PASS(1),STApass(19. Therefore, applyingd§ ©n D1 will lead to the
foll owing output A+OK_passRe@3onDewill + OK, + (
leadto differat out put which is A+0OKoOpassRegeians
D> is distinguished fronD1 by TS so0 we increase the value of counter2lbyrhen

Line 31 we computeFD3= y ZPp T —Zp TP TUT BN Line
SA - s

32 Since we have onfault candidateonly in the class which hd3,, it means that
FD4=FD3 =100 %.

Line 34 and Line 37: Afterwards we have tdet D= IUT then Ds=IUT and we
repeat the above mentioned steps adaircalculate the average fault diagnosis
capability of TS per allfault candidats.

4.7 Experimental Evaluation

We conduct experiments using the considered EFSM specifications, namely th
TFTP, POP3, CD Player, Initiator, Responder, and the SCP examples. In addition, we
consider the test suites, derived for these EFSM examples, described in previous
chapters, namely, tHET, All-Uses, SITS, STF, EP, PPST a