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Abstract 

Derivation of input sequences for distinguishing states of a finite state machine (FSM) 

specification is well studied in the context of FSM-based functional testing. We present 

three heuristics for the derivation of distinguishing sequences for nondeterministic FSM 

specifications. The first is based on a cost function that guides the derivation process, 

and the second is a genetic algorithm that evolves a population of individuals of 

possible solutions (or input sequences) using a fitness function and a crossover operator 

specifically tailored for the considered problem. The third heuristic is a mutation based 

algorithm that considers a candidate distinguishing sequence, and if the candidate is not 

a distinguishing sequence, then the algorithm tries to find a solution by appropriately 

mutating the candidate. Experiments are conducted to assess the performance of the 

proposed heuristics in addition to an existing algorithm, called exact algorithm, that 

derives distinguishing sequences of optimal length. Performance is assessed with 

respect to execution time, virtual memory consumption, and quality (length) of obtained 

sequences. Experiments are conducted using randomly generated machines with 

various numbers of states, inputs, outputs, and degrees of nondeterminism. Further, we 

assess the impact of varying the number of states, inputs, outputs, and degree of 

nondeterminism. Finally, in addition to the three proposed heuristics, we present a 

parallel multithreaded implementation of the exact algorithm using Open Multi-

Processing. Experiments are conducted to assess the performance of the parallel 

implementation as compared to the sequential using both execution time speedup and 

efficiency. 

Search Terms: Software Engineering, Functional Testing, Conformance Testing, 

Distinguishing Experiments, Nondeterministic Finite State Machines, Heuristics, 

Genetic Algorithms. 
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Chapter 1. Introduction and Related Work 

1.1. Introduction 

Testing is a crucial yet expensive part of the software development process. In 

1970s, the time spent testing a typical programming project was approximately 50 

percent of the total time spent on that project, and the cost spent on testing was more 

than 50 percent of the total cost. Nowadays, the time and cost of software testing is still 

the same [1, 2]. 

One of the most promising approaches for reducing the costs of testing is to 

consider the so-called Model-Based Testing (MBT) where tests are automatically 

generated from a model. Evidence gathered in an industrial project involving hundreds 

of testers suggests that the use of model based testing can lead to significant benefits 

[3]. MBT is used in areas such as web services [4], mobile applications [5], embedded 

systems [6] and games [7]. For recent surveys and studies on MBT the reader can refer 

to [8, 9] and [10-12], respectively. 

In MBT, tests are usually derived from a model representing the specification 

of the system. Typically state-based-models are used in MBT where the system is 

described in terms of states and transitions between states. A prominent model that has 

been extensively and widely used in MBT is the (Mealy) Finite State Machine (FSM) 

model. An FSM is a state transition system that has a finite number of inputs, outputs, 

states, and a finite number of transitions, each labeled by an input/output pair. FSMs 

are widely used in various application domains such as communication protocols [13], 

lexical analysis [14] and other reactive systems. In addition, FSMs are the underlying 

models for formal description techniques, such as state charts, Standard Description 

Language (SDL) [15], and Unified Modeling Language (UML) specification. 

Accordingly, in the past years, many functional (conformance) test derivation methods 

have been developed for deriving tests when the system specification and 

implementation are represented as FSMs. For some related methods, surveys and 

experiments the reader may refer to classical text books [16, 17] and surveys [13, 18-

22]. Application areas of FSM-based testing span a wide range of domains such as 

testing of communication protocols [18, 23, 24], web services [25-29], software design 

[30], sequential circuits [31], lexical analysis [14], graphical user interfaces [32], object 



12 
 

oriented systems [33, 34], embedded systems [35, 36], industrial projects [37], and 

properties related to security, timing, performance, reliability, and others. 

In FSM-based testing, we have a black-box FSM Implementation Under Test 

(IUT) about which we lack some information, and we want to deduce this information 

by conducting experiments on this IUT [20]. An experiment consists of applying input 

sequences (test cases) to the IUT, observing corresponding output responses, and 

drawing a conclusion about the IUT. Well-known types of experiments that are widely 

used in FSM-based testing are distinguishing experiments. An input sequence applied 

when performing a distinguishing experiment is called a distinguishing sequence. 

Given an FSM, assuming that the initial state is unknown, a distinguishing sequence 

determines the initial state of the FSM before the experiment and such a  sequence is 

widely used in FSM-based conformance testing [16, 18, 20-22, 38-40] for checking the 

correspondence between transitions of an IUT and those of the specification FSM. In 

addition, distinguishing sequences are used in FSM-based mutation testing [41, 42] and 

fault diagnosis techniques [43-46]. For example, test derivation from a given 

specification machine can be done by constructing appropriate mutants from the given 

specification machine considering selected types of faults, and then distinguishing 

sequences (test cases) are derived to separate the derived mutants from the given 

specification. Second, in FSM-based fault diagnosis, several FSMs, called mutation 

machines or fault functions, can be constructed from a given specification machine 

considering selected types of faults. For example, one could derive several mutation 

machines considering transfer and output faults at selected transitions of the 

specification machine then distinguishing sequences (diagnostic tests) can be derived 

for these mutation machines such that when applied to the given faulty IUT these tests 

help identifying the faults of the IUT. 

Approaches and studies related to adaptive and preset distinguishing 

experiments for different FSM classes are reported in many studies and text books; for 

example, those reported and/or summarized by Gill [38], Kohavi  [16], Mathur [17], 

Lee and Yannakakis [20, 39], Alur et al. [47], Spitsyna et al. [48], Kushik et al. [49, 

50], Hierons and Türker [51], Türker et al. [52, 53], Güniçen et al. [54, 55], etc. Well-

investigated classes of FSMs include complete or partial FSMs depending upon 

whether there exists an outgoing transition under each input at each state or not, 

http://dblp.uni-trier.de/pers/hd/g/G=uuml=ni=ccedil=en:Canan
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deterministic if at each state under each input there is at most a single outgoing 

transition under the input or nondeterministic if at some state(s) there could exist many 

outgoing transitions under the input. A nondeterministic FSM is observable if at each 

state the machine has at most one transition under a given input/output pair; otherwise, 

the FSM is non-observable. In this thesis, as in most studies, we consider observable 

FSMs as it is known that any non-observable specification FSM can be transformed 

into an observable FSM with the same behavior. Given a state of a nondeterministic 

FSM, there can be several output responses at the state to the same input sequence. 

Given two states of the FSM,  an input sequence is a distinguishing sequence, also 

known as separating sequence, if the sets of output responses (or sequences) produced 

at the considered states in response to the input sequence are disjoint [56].  

Nowadays, analysis of nondeterministic systems is capturing a lot of attention. 

Nondeterminism occurs due to various reasons such as performance, flexibility, limited 

controllability, and/or abstraction [47, 57, 58]. Accordingly, some research work has 

been done on the derivation of distinguishing sequences for nondeterministic FSMs 

[47, 48, 59, 60]. In particular, for distinguishing sequences, Alur et al. [47] have shown 

that, in general, the length of a distinguishing sequence can be exponential. Spitsyna et 

al. [48] proposed a method that can be used for deriving a shortest distinguishing 

sequence (if such a sequence exists) of two given FSMs (or for two states of a given 

FSM). Given two states of an FSM with n states, the length of a shortest distinguishing 

sequence can reach 2(
𝑛

2
)2−1

 [48]. Alur et al. [47] studied the complexity of the problem 

of deriving a distinguishing sequence and showed that the problem is PSPACE-

complete.  

In this thesis, we aim at reducing the efforts (execution time and memory) of 

deriving distinguishing sequences. In particular, we first implement and experiment 

with the algorithm, hereafter called Exact Algorithm (EA), given in [48] where breadth 

first search is used while exploring a corresponding search tree (a successor tree). Then, 

we propose three heuristics for solving the problem. The first, called Heuristic 

Algorithm (HA), is similar to EA; with an alteration that the exploration of the search 

tree is guided by a cost function that selects the most promising nodes of the tree while 

conducting the search for a solution. Similar to EA, HA guarantees the derivation of a 

distinguishing sequence (when such a sequence exists) but it is called a heuristic as in 
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general, HA might not return a shortest distinguishing sequence. However, according 

to the conducted experiments, HA not only outperforms EA in terms of execution time 

but also it always derives a shortest distinguishing sequence as EA. Furthermore, we 

present and experiment with two other heuristics that can be used for deriving 

distinguishing sequences, namely, a Genetic Algorithm (GA) that works on evolving a 

set of possible solutions (input sequences) using a fitness function and a crossover 

operator appropriately developed for the considered problem. GAs were used for 

efficiently solving a variety of complex engineering and testing problems [61-64]. 

Third, we present a Mutation Based Algorithm (MA) that initially randomly derives a 

candidate solution to the problem (input sequence) of particular length and then if the 

derived candidate is not a distinguishing sequence, MA continues searching for a 

solution by appropriately mutating the derived candidate. Unlike EA and HA, both GA 

and MA are heuristics as they may not provide a solution even when a solution exists; 

in addition, similar to HA, when GA/MA finds a solution it might not provide the 

shortest one. However, our experiments show that in most cases GA and MA find a 

distinguishing sequence (if it exists). Furthermore, GA and MA can process bigger 

machines compared to EA and HA and also the execution time of GA and MA does not 

tend to significantly increase when considering bigger machines. We assess the 

performance of the considered algorithms with respect to execution time and quality 

(length) of obtained solutions using randomly generated machines with various 

attributes (states, inputs, outputs, and minimum degrees of non-determinism). The 

minimum (maximum) degree of non-determinism represents the minimum (maximum) 

number of outgoing transitions at each state under each input of the generated machine. 

Further, we assess the impact of varying the number of states, inputs, outputs, and 

minimum degree of non-determinism on execution time and solution quality. We also 

consider stress testing EA and HA and assess their execution time using special 

machines which have two states that are separable only by a sequence of exponential 

length. 

In addition to the proposed heuristics, we provide a parallel multithreaded 

implementation, called MTEA, of the exact algorithm EA. Data decomposition, also 

known as the data-parallel design approach, is widely applicable to enhance 

performance of algorithms in a large number of domains, including numerical 
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computations [65], biomedical informatics [66], and multimedia [67]. Open Multi 

processing, known for short as OpenMP, is a technology that is used for implementing 

data parallel-design. It simplifies the conversion of sequential programs to parallel ones, 

without the need to explicitly create threads, delete them etc. [68]. In this thesis, we use 

this technology to implement MTEA, a parallel implementation of the exact algorithm.  

To measure the performance of MTEA, we compare the results of EA to those of MTEA 

with respect to speedup and efficiency. According to our experiments, the speedup of 

MTEA as compared to EA, calculated as the time taken by EA divided by the time taken 

by MTEA, ranges from 1.16 when using 2 threads to 2.71 when using 12 threads. The 

efficiency of MTEA, calculated as speedup divided by number of threads, ranges from 

0.58 when using 2 threads to 0.23 when using 12 threads. 

1.2. Related Work 

Research on preset and adaptive distinguishing experiments for deterministic 

FSMs started with the fundamental paper on “Gedanken experiments” by Moore [40]. 

Surveys and more information on FSM-based experiments with some related 

algorithms can be found in [16, 17, 20, 38, 39, 50, 53].  

In general, the length of a longest input sequence that can be applied during an 

experiment is called the height of the experiment and generally used for describing the 

complexity of the experiment. Determining the tight upper bound is an essential 

constituent of any proposed experiment. For deterministic FSMs, Gill [38] and Lee and 

Yannakakis [39] presented methods for deriving preset and adaptive distinguishing 

experiments with the evaluation of the height of these experiments. Kohavi [16]  

showed that the upper bound on the height of a preset experiment is exponential with 

respect to the number of states of a given machine, while Sokolovskii [69] has shown 

that such an upper bound for adaptive distinguishing experiments is polynomial. 

Recently, Güniçen et al. [54] studied the relation between preset distinguishing 

sequences and special type of sequences called synchronizing sequences. 

For preset experiments with nondeterministic FSMs, Spitsyna et al. [48] showed 

that the tight upper bound on the length of an input sequence that separates 

(distinguishes) two states of an observable FSM with n states is of the order
2

2n . Hwang 

in [59] examined the non-equivalence relation between two states of a complete FSM 
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and determined that the upper bound on the length of a sequence distinguishing two 

states of a non-observable FSM with n states is n2  – 2. Kushik and Yevtushenko in 

[70] demonstrated that there is a special class of FSMs which contain n states and (n – 

1) inputs, whose shortest sequence can be given by the length 12 n –1 (i.e., its length is 

exponential with respect to the number of FSM states). Related problems were also 

studied by Zhang and Cheung when deriving transfer and distinguishing trees for 

observable nondeterministic FSMs with probabilistic and weighted transitions [60]. 

For adaptive experiments with complete observable nondeterministic machines, 

Alur et al. [47] have shown that the length of a shortest adaptive distinguishing 

experiment for two states of an FSM with n states is at most n(n – 1)/2. Recently, Kushik 

et al. [71] established the upper bound 2n – n – 1 on the height of a shortest adaptive 

distinguishing experiment for a nondeterministic FSM with n > 2 states, and El-Fakih 

et al. [72] showed that this bound is tight. In other words, they constructed an FSM with 

n states such that the height of a shortest adaptive distinguishing experiment for the 

constructed FSM is 2n – n – 1. Ali [73] considers the sequential algorithm presented in 

[71] for determining the minimal length of an adaptive distinguishing experiment for 

nondeterministic FSMs. Experiments show that the execution time of the sequential 

algorithm increases drastically as the considered FSMs increase in size (i.e., the number 

of transitions of a machine). Therefore, to obtain the solution in a reasonable time, many 

parallel algorithms/implementations of the considered sequential algorithm are 

developed and assessed. Recently, Türker et al. [52, 53] worked on minimizing 

adaptive distinguishing sequences for deterministic FSMs. Also, Güniçen et al. [55] 

used adaptive distinguishing sequences in test derivation. Thus, in summary, our 

proposed work can be regarded as an extension to the existing work on preset 

experiments for nondeterministic machines reported in [47, 48]. In addition, we think 

that the proposed work can act as a good basis for the development of heuristics for the 

existing work (reported above) on adaptive experiments for nondeterministic machines. 

This thesis is organized as follows. Chapter 2 contains preliminaries and the 

exact algorithm EA. Chapter 3 includes the heuristics and a parallel implementation for 

deriving distinguishing sequences while the experimental evaluation is presented in 

Chapter 4. Chapter 5 concludes the thesis and includes a detailed summary of the 

obtained results.  

http://dblp.uni-trier.de/pers/hd/g/G=uuml=ni=ccedil=en:Canan
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Chapter 2. Preliminaries and the Exact Algorithm for Deriving a 

Distinguishing Sequence 

2.1. Finite State Machines 

A finite state machine (FSM) S, simply called a machine throughout the thesis, 

is a 4-tuple S, I, O, h, where S is a finite nonempty set of states; I and O are input and 

output alphabets; and h  S  I  O  S is a behavior relation. The behavior relation 

defines all possible transitions of the machine. Given a current state 𝑠𝑗 and input symbol 

i, a 4-tuple (𝑠𝑗, i, o, 𝑠𝑘)  h represents a possible transition from state 𝑠𝑗 under the input 

i to the next state 𝑠𝑘 with the output o. A machine is called deterministic if for each pair 

(s ,  i)   S   I  there exists at most one pair (o ,  s   )  O   S  such that (s ,  i ,  o ,  s   )  

  h; otherwise, the machine is called nondeterministic.  If for each pair (s ,  i)    S   

I  there exists (o ,  s   )    O   S  such that (s ,  i ,  o ,  s   )    h  then FSM S is said to be 

complete; otherwise, the machine is called partial. FSM S is initialized if it has the 

designated initial state 𝑠1, also written S/𝑠1. Thus, an initialized FSM is a 5-tuple S, I, 

O, h, 𝑠1. Given FSMs S = S, I, O, h, 𝑠1 and T =T ,  I ,  O ,  g ,  t1 ,  FSM T is a 

submachine of S if T   S, t1= s1 and g   h.  A complete nondeterministic FSM is 

observable if at each state, the machine has at most one transition under a given 

input/output pair, otherwise, it is non-observable. In the following, we consider 

observable and complete FSMs if the contrary is not explicitly stated.  

As an example, consider the machine M in Figure 1. The machine is defined 

over the sets of inputs I = {a, b}, outputs O = {0, 1, 2}, and states S = {0, 1, 2, 3, 4}, 

respectively. The machine is nondeterministic as for example, from state 2 under input 

a there are two outgoing transitions leading to states 2 and 3, respectively. 

Definition 2.1. Successor of State s. Given FSM S = S, I, O, h, state s and an 

input i, the successor of state s under the input i or simply the i-successor of state s 

contains each state s   for which there exists o  O such that the 4-tuple (s ,  i ,  o ,  s   )  

  h . Given a subset of states M   S and an input i, the set of states M  is the successor 

of the set M under the input i or simply the i-successor of M if M  is the union of the i-

successors over all states of the set M. As an example, in Figure 1, the a-successor of 

state 2 is the set of states {2, 3}, the a-successor of state 3 is state 3. Thus, the a-

successor of the set of states {2, 3} is the set {2, 3}  {3} = {2, 3}.  
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Figure 1. Nondeterministic FSM M 

 

In a usual way, the behavior relation is extended to input and output sequences. 

Given states s and s , the defined input sequence   can take (or simply takes) the FSM 

S from state s to state s  if there exists an output sequence   such that (s,   ,   ,  s  )   

h. The notation successor(s, ) is used for denoting the set of all states reachable from 

state s after applying the defined input sequence , i.e., successor(s, )  = {s   :   

O*  [  (s ,  ,   ,  s   )    h ]}. The set out(s, ) denotes the set of all output sequences 

(responses) that the FSM S can produce at state s in response to a defined input sequence 

, i.e. out(s, )  = {  :  s     S [(s ,  ,   ,  s   )    h]}. For example, using the 

machine in Figure 1, successor(0, b a ) = {2, 3} and out(0,  b a )  = {0 0, 0 1}. 

Definition 2.2. Input/Output Sequence. The pair /,   out(s, ), is an 

Input/Output (I/O) sequence or a trace at state s; if s is the initial state 𝑠1 then the pair 

/ is an I/O sequence or a trace of the FSM S. Given states s and s , the trace / can 

take (or simply takes) the FSM S from state s to state s  if (s,  ,   ,  s  )   h.  

An initialized machine S is connected if for each s  S  there exists an input 

sequence that takes the FSM S from the initial state to state s. 

Definition 2.3. Intersection. Given complete initialized FSMs S = S, I, O, h, 𝑠1 

and T = T ,  I ,  O ,  g ,  𝑡1 , the intersection S  T is the largest connected submachine 

of FSM S  T , I, O, f, 𝑠1𝑡1 where (st ,  i ,  o ,  s   t   )    f   (s ,  i ,  o ,  s   )    h   (t ,  

i ,  o ,  t   )    g and the state pair (𝑠1,  𝑡1), also written as 𝑠1𝑡1, is the initial state of the 

intersection. 
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Figure 2 shows part of the intersection when starting from states 0 and 1 in the 

FSM M of Figure 1. We start from a node that has the pair 0 and 1. Considering input 

a, we look for input/output pairs that are the same for the two states. Both of states 0 

and 1 have a transition with a/0. If they take this transition, they end up in (1, 2). Also, 

both of the states can take a/1 and end up in (1, 3). Therefore, the node under input a 

contains the set {(1, 2) (1, 3)}. For nodes that have multiple pairs, the same idea is used 

for each pair, then the union of the resulting pairs is taken to form the successors under 

input a (a-successors). 
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Figure 2. Part of the Intersection of the FSM M 

 

Definition 2.4. Distinguishing Sequence. Given a complete FSM S = S, I, O, 

h,  states 𝑠1 and 𝑠2 of S are non-separable if for each input sequence   I*, it holds 

that out(𝑠1, )  out(𝑠2, )  , i.e., the sets of output responses at states 𝑠1 and 𝑠2 to 

each input sequence intersect; otherwise, states 𝑠1 and 𝑠2 are separable. For separable 

states 𝑠1 and 𝑠2, there exists an input sequence   I* such that out(𝑠1, )  out(𝑠2, ) 

= , i.e., the sets of output responses at states 𝑠1 and 𝑠2 to the input sequence  are 

disjoint. In this case,  is a distinguishing sequence of states 𝑠1  and 𝑠2, or simply  

separates 𝑠1 and 𝑠2. A distinguishing sequence  of states 𝑠1 and 𝑠2 is called shortest 

if any input sequence that separates 𝑠1 and 𝑠2 is not shorter than . As an example, 

consider states 0 and 1 of M in Figure 1. The sets of output sequences produced by M 
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at states 0 and 1 to the input sequence b b b are {0 0 2} and {0 0 0}, respectively; thus 

b b b is a distinguishing sequence for these two states.  

2.2. An Algorithm for Deriving a Shortest Distinguishing Sequence 

For deriving a distinguishing sequence of two states 𝑠1 and 𝑠2 we can consider 

two initialized FSMs S/𝑠1 (i.e., FSM S with the initial state 𝑠1) and S/𝑠2 (i.e., FSM S 

with the initial state 𝑠2) and use the procedure proposed in [48]. We recall that the 

notation S/𝑠1 is used to denote the FSM S with the initial state 𝑠1. 

In this section, we introduce an algorithm that returns a shortest distinguishing 

sequence of two states of an FSM when such sequence exists. This algorithm, called 

the Exact Algorithm (EA), is given in details below. EA is exactly as that given in [48] 

for deriving a shortest sequence for the initial states of two FSMs; however, here we 

consider the derivation of such a sequence for a pair of states (𝑠𝑘, 𝑠𝑙) of the same 

machine S, i.e., for the two machines S with the initial state 𝑠𝑘 and S with the initial 

state 𝑠𝑙. The algorithm is included in this thesis as it is needed for understanding the 

proposed algorithms. In order to obtain a shortest distinguishing sequence (when it 

exists),  EA is implemented using the breadth first search technique that explores the 

search (successor) tree level by level using the value of (integer) j. 

We note that hereafter a state pair (𝑠𝑘, 𝑠𝑙) is a set of two different states 𝑠𝑘 and 

𝑠𝑙; for this reason, the pairs (𝑠𝑙, 𝑠𝑘) and (𝑠𝑘, 𝑠𝑙) are further considered as the same item. 

Moreover, given a pair (𝑠𝑘, 𝑠𝑙) and input i such that for any output o the I/O sequence 

io is defined at most at one state 𝑠𝑘 or 𝑠𝑙, we say that the i-successor of the pair (𝑠𝑘, 𝑠𝑙) 

does not exist. 

Exact Algorithm (EA): Deriving a distinguishing sequence of two states of a complete 

observable FSM. 

Input: Two different states 𝑠𝑘  and 𝑠𝑙 of a complete observable FSM S = S, I, O, h. 

Output: A shortest distinguishing sequence of states 𝑠𝑘 and 𝑠𝑙 (if it exists) or the 

message that states 𝑠𝑘 and 𝑠𝑙 are non-separable. 

Step 1. Derive the intersection S/𝑠𝑘  S/𝑠𝑙. If the intersection is a complete FSM then 

the states 𝑠𝑘 and 𝑠𝑙 are non-separable. Return the message “states 𝑠𝑘 and 𝑠𝑙 are non-

separable”. 
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Step 2. If the intersection S/𝑠𝑘  S/𝑠𝑙 is a partial FSM, then derive a truncated successor 

tree of the intersection S/𝑠𝑘  S/𝑠𝑙. The root of this tree, which is at the 0th level, is the 

initial state (𝑠𝑘, 𝑠𝑙) of the intersection; the nodes of the tree are labeled with subsets of 

states of the intersection. Given already derived j tree levels, j  0, a non-leaf 

(intermediate) node of the jth level labeled with a subset P of states of the intersection, 

and an input i, there is an outgoing edge from this non-leaf node labeled with i to the 

node labeled with the subset of the i-successors of pairs of states of the subset P. A 

current node Current, at the pth level, p  0, labeled with the subset P of state pairs, is 

claimed as a leaf node if one of the following conditions holds: 

Rule 1: There exists an input i such that each pair of the set P has no i-

successors; 

Rule 2: 

(a) There exists a node at a jth level, j < p, labeled with subset R of states such 

that P  R, or  

(b) For some pair (s, t) of the set P and some output o, the I/O sequence io  takes 

the FSM from states s and t to the same state.  

Step 3.   

If none of the paths of the truncated tree derived at Step 2 is terminated using 

Rule 1 then states 𝑠𝑘 and 𝑠𝑙 are non-separable. Return the message “states 𝑠𝑘 and 𝑠𝑙 

are non-separable”.  

Otherwise, if there is a leaf node, Leaf, labeled with the subset P of states of the 

intersection such that for some input i, each state of the set P has no i-successors in the 

intersection S/𝑠𝑘  S/𝑠𝑙, then a shortest sequence  i where  labels the path from the 

root of the tree to Leaf, is a shortest distinguishing sequence of 𝑠𝑘 and 𝑠𝑙, Return  i.  

Example-1: We apply EA for the machines M/0 (i.e., M in Figure 1 starting at 

the initial state 0) and M/1 (i.e., M starting at the initial state 1). Figure 3 shows the tree 

derived by EA for this example. The nodes of the tree are numbered from 𝑛1 to 𝑛11. 

After Step 1, as the intersection of M/0 and M/1 is not a complete FSM, at the beginning 

of Step 2, we have the root node 𝑛1 with the state pair (0, 1) at level j = 0. The successors 

of 𝑛1 are shown as 𝑛2 and 𝑛3 in Figure 3. Then, applying Step 2 again where j = 1, we 

obtain the pairs shown in nodes 𝑛4 and 𝑛5 as the successors of 𝑛2, and the successors 
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of 𝑛3 are the pairs shown in nodes 𝑛6 and 𝑛7. Since 𝑛4 has a pair with repeated state 

(2, 2), then according to Rule 2.b, we do not consider 𝑛4 for further exploration. Node 

𝑛6 is identical to node 𝑛2, therefore 𝑛6 is not considered for further exploration (Rule 

2.a). Afterwards, we proceed at Step 2 and derive the successors at j = 2 for the 

remaining nodes 𝑛5 and 𝑛7. Node 𝑛7 has 𝑛10 and 𝑛11 as its successors. Node 𝑛11 is 

labeled with the empty set, i.e., there are no successors for 𝑛7 under input b. Therefore, 

Rule 1 applies and the input sequence b b b which starts from the root and leads to the 

node labelled with the empty set is a distinguishing sequence for the machines M/0 and 

M/1 (Step 3). By direct inspection, one can assure that the sets of output responses 

produced by M/0 and M/1 in response to b b b are disjoint. 
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Figure 3. Tree Traversed by EA 

 

2.2.1. Time and space complexity of EA. It is shown in [48] that given FSMs with n 

states and with m states, the length of a shortest distinguishing sequence is at most 

2𝑚𝑛−1 and this upper bound is reachable. 

The number of possible pairs of states is 
(𝑚𝑛)

2
. This is because each of the m 

states can be paired with any of the n states, and we divide by 2 because the order of 

two states in a pair does not make a difference. The number of different possible sets 

of pairs is 2
𝑚𝑛

2  . This is because each pair can either exist in a set or not. So every pair 

has 2 possibilities. Therefore we have 2*2*2…*2   
𝑚𝑛

2
 times. The Exact Algorithm 
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needs to keep track of all the visited/reached sets. Therefore the worst case space 

complexity of it is 𝑂(2
𝑚𝑛

2 ) . 

The worst case time complexity occurs when there is no distinguishing 

sequence. For each node in the tree, and for every input, the successor node needs to be 

found. In the worst case, each of the nodes in the tree would have almost 
𝑚𝑛

2
 pairs. The 

number of possible successors for each pair is equal to the number of outputs. 

Therefore, the worst case time complexity is 𝑂(2
𝑚𝑛

2 ∗
𝑚𝑛

2
∗ 𝑖 ∗ 𝑜). 

2.3. Genetic Algorithms 

In a classical genetic algorithm [74], throughout their artificial evolution, 

successive generations each consisting of a population of possible solutions, called 

individuals or chromosomes, search for beneficial adaptations to solve the given 

problem. This search is carried out by applying the Darwinian principles of 

“reproduction” and “survival of the fittest” and the genetic operators of crossover and 

mutation which derive the new offspring population from the current population. 

Reproduction involves selecting, in proportion to its fitness level, an individual from 

the current population and allowing it to survive by copying it to the new population of 

individuals. The individual’s fitness level is usually based on the fitness (or cost) 

function given by the problem under consideration. Then, crossover and mutation are 

carried for two randomly chosen individuals of the current population creating two new 

offspring individuals. The offspring population replaces the parent population, and the 

process is repeated for many generations. Typically, the best individual that appeared 

in any generation of the run is designated as the result produced by the genetic 

algorithm.  

2.4. OpenMP 

OpenMP (Open Multi-Processing) is an Application Programming Interface 

(API) [65], or more precisely, OpenMP is an extension of language for writing portable 

multithreaded applications [75]. It provides methods that makes it easier for the 

programmer to convert a sequential program to a parallel one [68]. It provides different 

features which include library routines, environment variables and compiler directives 

to facilitate the parallel threaded programming using C, C++, FOTRAN, etc. OpenMP 
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is flexible, portable and scalable parallel technology which supports all kinds of 

platforms ranging from simple desktop computer machine to super-computer machine 

[65]. In the process of parallelization, a series of tasks are executed concurrently, where 

master thread forks the specified number of child threads and assigns a task to each 

child. Each child thread then runs concurrently on a different processor core. OpenMP 

API has been used in various applications. In the last two years, tens of publications 

used OpenMP in implementing applications. As an example, OpenMP was efficiently 

utilized in [65] to accelerate the long integer multiplication on multiple core processors. 

Also it was used in [76] to design a parallel switch simulator. 
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Chapter 3. Heuristics and a Parallel Implementation for Deriving 

Distinguishing Sequence 

In this chapter, we present three heuristics for deriving a distinguishing 

sequence. The first, called HA which is the EA where selection of next nodes to explore 

in the search tree is carried out using a cost function, the second is a GA tailored for the 

considered problem and the third is a mutation based algorithm (MA). In addition to 

these heuristics, we present a multi-threaded implementation for EA (MTEA) using 

OpenMP. 

3.1. A Heuristic of EA (HA)  

HA is similar to EA; however, HA selects the most promising node to explore 

next (from the set of non-leaf unexplored nodes) based on a cost function that considers 

the following two criteria: 

c-1) The number of pairs of the set P labeling the node. 

c-2) The depth of the node in the search tree. 

In general, a node labeled by the set with less number of pairs is favored because 

most likely it will have less number of successors and hence it has a higher chance for 

leading to a solution. Also, a node with less depth is favored to obtain a shorter 

distinguishing sequence. Thus, HA uses a cost function based on the number of pairs 

of the non-leaf unexplored nodes and their depth to determine the node to explore next. 

As the scales of length and number of pairs are different, then there is a need for scale 

normalization. One way of normalization is to divide the number of pairs by the 

maximum possible number of pairs at any node and also divide the depth of the node 

by the maximum possible depth (length of a sequence as determined in [48]). However, 

our experiments show that the theoretical values [48] of maximum number of pairs and 

maximum depth are very different from what is reached in practice. Therefore, we have 

decided to use a cost function defined as follows:  

Given a set of non-leaf non-explored nodes 𝑛1 … 𝑛𝑟 of the search tree.  

For every node 𝑛𝑘, 𝑘 =  1 … 𝑟, let 𝑛𝑢𝑚(𝑛𝑘) denote the number of pairs labeling the 

node 𝑛𝑘, while 𝑑(𝑛𝑘) denoting the depth of node 𝑛𝑘 in the search tree. Let also w be 

an integer, 0 < w < 100. 
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Choosing which node to explore next (i.e., to derive its successors and apply 

EA rules to these successors) is done using the cost function: 

𝑪𝒐𝒔𝒕𝒏𝒌
=  (𝑤 ∗ 𝑛𝑢𝑚(𝑛𝑘)) + ((100 − 𝑤) ∗ 𝑑(𝑛𝑘)), 𝑘 = 1 . . 𝑟       (1) 

The node 𝑛𝑘, 𝑘 =  1 … 𝑟, with the least value of 𝑪𝒐𝒔𝒕𝒏𝒌
 is selected as the node 

to explore next.  

To determine the best value of w, i.e., the value of w that minimizes execution 

time while maintaining the best quality solution (shortest distinguishing sequence), we 

considered many machines, and for each machine experiments were performed over all 

values of w ranging from 0 to 100 as shown in Figure 4. The experiments over different 

machines show that the best values of w were between 83 and 85 as shown , mostly 84, 

and accordingly we use w = 84 in our experiments. 

 

 

Figure 4. Execution Time Versus Values of w 

 

Example-2: Figure 5 shows the tree traversed by HA for the machines M/0 and 

M/1 in Figure 1. Initially, the only non-explored node is node 𝑛1; thus, as in EA, at the 

beginning of Step 2, we derive the successors 𝑛2  = { (1, 2) (1, 3) } and 

𝑛3 = { (0, 2) } of 𝑛1. These successors are then considered as the set of unexplored 

nodes.   

Using the cost function, the costs of the unexplored yet nodes 𝑛2 and 𝑛3 are 

𝑪𝒐𝒔𝒕𝒏𝟐
 = (84 * 2) + ((100 - 84) * 1) = 184 and 𝑪𝒐𝒔𝒕𝒏𝟑

 = 100, respectively. Since 

𝑪𝒐𝒔𝒕𝒏𝟑
 is less than 𝑪𝒐𝒔𝒕𝒏𝟐

, we next explore 𝑛3 by deriving its successors. The 

successors of 𝑛3 are 𝑛4 and 𝑛5. Since 𝑛4 is identical to 𝑛2 and 𝑛2 already exists in the 
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tree, 𝑛4 is not considered for further exploration (Rule 2.a of EA). The remaining 

unexplored nodes are 𝑛2 and 𝑛5, and as 𝑛5 has less cost than 𝑛2 ( 𝑪𝒐𝒔𝒕𝒏𝟓
 = 116 ), the 

successors 𝑛6 and 𝑛7 of 𝑛5 are then derived. As 𝑛7 is labeled by the empty set, HA 

terminates as there exists a distinguishing sequence (Rule 1) and this sequence is b b b 

as it starts from the root and leads to the empty set (Step 3). For this example, it is clear 

that HA constructs less successors (a smaller tree) than EA; in addition, HA returns the 

same distinguishing sequence as EA.  
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Figure 5. Tree Traversed by HA 

 

3.1.1. Time and space complexity of HA. In the worst-case HA needs to explore the 

whole search tree as EA, thus HA has the same memory and time complexity as EA. 

3.2. Genetic Algorithm (GA) 

Our GA, developed for deriving distinguishing sequences, is classical GA with 

three major contributions: 

(a) We define a cost function for the considered problem. 

(b) We use a cross-over operator designed for the considered problem. 

(c) We start with possible solutions of short length (since the objective is to 

derive a shorter sequence) and extend the length after some iterations of 

reproduction trials. 

Our GA has few other alterations to handle the specifics of the considered 

problem. In our setting, individuals are input sequences. As usual, the GA population 
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has POP individuals of the same length L. An individual in the population, representing 

a possible distinguishing sequence, is encoded as vector (array) of input symbols of the 

machine. Initially, the population individuals (input sequences) are randomly created. 

As we seek shorter sequences, we consider a GA that starts with individuals of length 

L = 2 and increment the value of L after 500 iterations of producing offspring 

populations.  

3.2.1. Fitness calculation. For our problem, given a sequence 𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚𝐿−1 𝑖𝑚𝐿 of 

input symbols (a possible solution, or an individual) of length L, the fitness of this 

individual is calculated as follows: 

Considering the pair of states (𝑠𝑘, 𝑠𝑙) that we want to separate, we derive a path 

of successors of the intersection S/𝑠𝑘 S/𝑠𝑙 using the inputs of the sequence 

𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚L−1 𝑖𝑚L. The head of this path is the initial state (𝑠𝑘, 𝑠𝑙) of the 

intersection; and the nodes of the path are labeled with subsets of states of the 

intersection. Thus, the second node of the path is the set of 𝑖𝑚1–successors of the head 

node, and the third node is the set of 𝑖𝑚2–successors of the second node, etc. similar to 

EA. The node in the path reached by a prefix (subsequence)  of 𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚L−1 𝑖𝑚L, 

where  𝑖𝑚r … 𝑖𝑚L =  𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚L−1 𝑖𝑚L, is considered as a leaf node if  𝑖𝑚𝑟 is the 

shortest prefix of the sequence 𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚L−1 𝑖𝑚L that reaches the leaf node and 

either: 

(i) the 𝑖𝑚r successor of the subset labeling the node reached by  is the empty set, 

i.e., the sequence  𝑖𝑚𝑟 is a distinguishing sequence (a solution) where the 

fitness of such a sequence is the length of  plus 1, or  

(ii) Rule 2.a (of EA) applies to the subset of states labeling the node of the path 

reached by . That is, it holds that the set of states in the node reached by  imr 

is a superset of the set that labels a node traversed by a prefix of  (Rule 2.a of 

EA), or for some pair of the subset of states labeling the node reached by , 

there exists output o such that imr/o takes the FSM from both states to the same 

state  (Rule 2.b of EA). In both cases, the fitness of the individual (sequence 

𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚L−1 𝑖𝑚L) is the length of . However, in this case the individual is 

not a solution, and the good part of the individual is the subsequence  as there 
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might still exist a solution (sequence) that includes  as its prefix. The good part 

of the individual is preserved while applying cross-over. 

Otherwise, if  does not reach a leaf node, then the individual is not a solution 

and its fitness is the length of  and the good part of the individual is  itself. In other 

words, the input sequence  is not a distinguishing sequence; however,  can still be 

appended with inputs to form a distinguishing sequence. That is, if Rules 2.a and 2.b 

do not hold for the nodes traversed and reached by , then  is preserved as the good 

part of the individual while applying cross-over. 

Example-3: As examples of calculating the fitness of an individual, consider 

M/0 and M/1 (Figure 1) and assume we have the input sequence (individual) b a where 

L = 2. The path starting from the root node with states (0, 1) includes the path with 

nodes, inputs, and successors: {(0, 1)} – b -> (0, 2) – a -> {(1, 2) (1, 3)}, where the tail 

node labeled with {(1, 2) (1, 3)} is a leaf node. The individual b a is not a distinguishing 

sequence and its fitness is 1 where its good part is b. As another example, consider the 

individual b b b where its path reaches the leaf node with the empty set of successors, 

thus the individual is a solution (distinguishing sequence) and its fitness is 3. If we 

consider the input sequence b b a, the node labeled with {(3, 4)} reached by this 

sequence is not a leaf node, so the sequence is not a solution, its fitness is 3, and its 

good part is b b a. 

3.2.2. Crossover. In our GA crossover, two (parent) individuals with sequences say 

𝑖𝑚1 𝑖𝑚2  … 𝑖𝑚𝐿−1 𝑖𝑚𝐿 and 𝑖𝑛1 𝑖𝑛2  … 𝑖𝑛𝐿−1 𝑖𝑛𝐿, each of length L, produce two new 

individuals each also of length L as follows. We note that the parent individuals are 

non-solutions (not distinguishing sequences) with their fitness values calculated as 

described above. Thus, for the individual that satisfies rule (ii) above, the fitness value 

is the length of the good part  of the individual.  

Consider two (parent) individuals, namely, Individual-1 with its good part 1 

of length 𝑙1 and Individual-2 with length 𝑙2 and good part 2, where 𝑙1  𝑙2. Using 1 

and 𝑙1 of Individual-1 and Individual-2, the crossover produces the first new individual 

as shown in Figure 6. Similarly, using 2 and 𝑙2 of Individual-2 and Individual-1, new 

Individual-2 is derived. 
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Example-4: As an example of crossover, assume that we have the individual b 

b a a where its good part is the prefix b, i.e., 𝑙1 = 1, and the second individual is a a b 

b with its good part being the prefix a a b, i.e., 𝑙2 = 3. After crossover, the first new 

individual is b a b b and the second new individual is a a b a. 
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Figure 6. Crossover of Two Individuals Producing Two New Individuals 

 

As usual, we use standard mutation where for a sequence (individual) with 

fitness l  L, we randomly select an index j, 1  j  l, and then the input symbol of the 

individual at the position j is replaced with another randomly selected input symbol. A 

mutation rate of 0.02 and crossover rate of 0.7 are used in our implementation. After 

crossover and mutation, the fitness of each individual is computed again as the whole 

population is considered as a single reproduction unit and the selection of the 

individuals of the offspring population which will replace the current population, is 

carried out based on the fitness values of individuals using the standard elitist ranking 

scheme given in [77]. After 500 iterations of the reproduction scheme, the length of the 
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offspring chromosomes is incremented by 1 where each offspring individual is 

appended by a randomly selected input. The termination criterion is satisfied when we 

converge to a solution (a distinguishing sequence is found) or when we do not find a 

solution and length of individuals L reaches the value MaxLen. According to our 

experiments, MaxLen is set to 18. We experimented with different number of 

individuals in a population (population size) and it was found that population size 8 

yields the best solution quality (distinguishing sequence length and execution time). As 

MaxLen is set to 18, it might happen that GA does not find a distinguishing sequence 

when such a sequence exists. However, as demonstrated in the experimental evaluation 

section, our experiments show that GA was able to find distinguishing sequences in 

most cases when such a sequence exists. Figure 7 includes the GA described above. 

3.2.3. Time and space complexity of GA. The number of possible pairs of states is 

𝑚𝑛

2
, where m is the number of states in the first FSM and n is the number of states in the 

second FSM. Considering the maximum length of a sequence in GA to be MaxLen, and 

each of the MaxLen inputs in the sequence can lead to a set that is of a size close to 
𝑚𝑛

2
, 

the worst case space complexity is 𝑀𝑎𝑥𝐿𝑒𝑛 ∗
𝑚𝑛

2
. 

Regarding the worst-case time complexity, for each of the MaxLen inputs in the 

sequence, the successor nodes need to be found during fitness calculation. In the worst-

case, each of the nodes derived would have almost 
𝑚𝑛

2
 pairs. The number of possible 

successors for each pair equals the number of outputs. Last, we have to multiply by 

POP because fitness is evaluated for each individual, and we have to multiply by 500 

because for each sequence length from 1 to MaxLen we run 500 iterations. We don’t 

need to consider crossover since its time does not affect the worst-case complexity. 

Therefore, the worst-case time complexity is of the order O (500 ∗ 𝑀𝑎𝑥𝐿𝑒𝑛 ∗ 𝑃𝑂𝑃 ∗

𝑚𝑛

2
∗ 𝑜). 
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Input: Two different states 𝑠𝑘  and 𝑠𝑙 of a complete observable FSM S = S, I, O, h    

Output: A distinguishing sequence of states 𝑠𝑘 and 𝑠𝑙 or the message that states that 

the GA could not find a distinguishing sequence for states 𝑠𝑘 and 𝑠𝑙. 

Let L := 2;   Let size of population POP := 8; MaxLen := 18; 

Randomly generate the initial population of POP individuals (input sequences), 

each individual has length L. 

Evaluate the fitness of individuals; Iterations := 1; 

Repeat  

    Rank individuals and allocate reproduction trials as in [77]; 

    For (i := 1, i = POP, i := i + 2) do 

Randomly select 2 parents from the list of reproduction trials; 

Apply crossover and mutation for the selected parents; 

    End For 

Evaluate fitness of offspring population and determine whether any 

individual is a distinguishing sequence (i.e. a solution); 

    If (Iterations = 500 and no distinguishing sequence is found) 

L :=  L + 1; 

Append every individual of the offspring population with a randomly 

selected input symbol; 

Iterations := 1;  

Else  

Iterations++;  

Until (a distinguishing sequence is found or L > MaxLen) 

If (L > MaxLen  and no solution was found)  

Return the message “the GA could not find a distinguishing sequence for 𝑠𝑘 

and 𝑠𝑙.”   

Else 

Consider the individual of the population that is a solution (distinguishing 

sequence) with the least fitness value and Return the shortest prefix of the 

individual that is distinguishing sequence. 

Figure 7. A Genetic Algorithm for Distinguishing Two States of a Complete FSM 
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3.3. Mutation-Based Algorithm (MA) 

For deriving a distinguishing sequence of a pair of states of a given FSM, our MA 

considers a randomly generated input sequence or a candidate solution (an individual 

as in GA) of certain length  L initially set to 1, then it calculates the fitness of the 

individual using rules (i) and (ii) exactly as described in GA above. If (i) applies, then 

MA terminates returning the obtained distinguishing sequence; however if (ii) applies, 

then the considered input sequence (current individual or candidate solution) is not a 

distinguishing sequence and MA applies to the input sequence the following 

perturbation/mutation (Procedure 1): 

1) Let  of length l be the good part (as defined in GA) of the considered input 

sequence (a current individual or a candidate solution).  

2) Randomly select an (integer) value j, 0 < j  l: the input symbol at the jth position 

of the individual is temporarily replaced by another randomly selected input 

symbol 𝑖𝑛. 

3) Consider the (j - 1)th node in the path derived while calculating the fitness of the 

individual reached by the prefix  of  of length j – 1 and calculate the set of 

𝑖𝑛-successors for the (j – 1)th node.  

If this set has more items (number of pairs) than the number of pairs at the jth 

node, then the change (mutation) is not accepted and the old input symbol is 

returned back to its jth position.  

Otherwise, the change is accepted and the fitness of the individual is calculated 

again. 

If no solution is obtained after applying the above mutation loop for 500 times, 

then the individual is appended by a randomly selected input symbol and thus its length 

is incremented by 1. Then, fitness is calculated again and the mutation loop is repeated 

till either we find a solution or the length L of the individual reaches 18 (as in GA). 

Example-5: As an example of the mutation loop, consider the machines M/0 

and M/1 (Figure 1) and assume that we have the input sequence (individual) a where L 

= 1. The node labeled with the set { (1, 2) (1, 3) } reached by a is not a leaf node, thus, 

we temporarily replace a with b, and now as the sequence b reaches the node labeled 

with  {(0, 2)} which has less successors than the node reached by a, then b replaces a 

in the individual. However, consider an example where the individual is b, which is not 
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a solution, then temporarily replacing b by a we have that a reaches the node labeled 

by {(1, 2), (1, 3)} where this node has more successors than that reached by b; thus this 

perturbation of replacing b by a is not accepted. Figure 8 includes the MA described 

above. 

 

Input: Two different states 𝑠𝑘  and 𝑠𝑙 of a complete observable FSM S = S, I, O, h    

Output: A distinguishing sequence of states 𝑠𝑘 and 𝑠𝑙 or the message that states that 

the MA could not find a distinguishing sequence for states 𝑠𝑘 and 𝑠𝑙. 

Let L = 2; MaxLen := 18;  

Randomly generate an input sequence of length L (possible solution) 

Evaluate the fitness of the random sequence; 

Iterations := 1;  

Repeat 

Apply mutation to the sequence (Procedure 1 described above in this 

section) and determine whether the new sequence is a distinguishing 

sequence. 

    If (Iterations = 500) 

L :=  L+1; 

Append the input sequence with a randomly selected input symbol; 

Iterations := 1;  

Else  

Iterations++;  

Until (a distinguishing sequence is found or  L > MaxLen) 

If (L > MaxLen  and no solution was found)  

Return the message “the MA could not find a distinguishing sequence for 𝑠𝑘 

and 𝑠𝑙.”   

Else 

Consider the individual that is a solution (distinguishing sequence) and 

Return the shortest prefix of the individual that is distinguishing sequence. 

Figure 8. A Mutation Algorithm for Distinguishing Two States of an FSM 
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3.3.1. Time and space complexity of MA. The number of possible pairs of states is 

(𝑚𝑛)

2
, where m is the number of states in the first FSM and n is the number of states in 

the second FSM. Considering the maximum length of a sequence in MA to be 

MaxLen, and each of the MaxLen inputs in the sequence can lead to a set that is of a 

size close to 
𝑚𝑛

2
, the worst case space complexity is 𝑀𝑎𝑥𝐿𝑒𝑛 ∗

𝑚𝑛

2
. 

Regarding worst case time complexity, for each of the MaxLen inputs in the 

sequence, the successor node need to be found. In the worst case, each of the nodes 

derived would have almost 
𝑚𝑛

2
 pairs. The number of possible successors for each pair 

is equal to the number of outputs. Last, we have to multiply by 500 because for each 

sequence length from 1 to MaxLen we run 500 iterations. Therefore, the worst case time 

complexity is of the order  O (500 ∗ 𝑀𝑎𝑥𝐿𝑒𝑛 ∗
𝑚𝑛

2
∗ 𝑜). 

3.4. Multi-Threaded Implementation MTEA of EA  

In this section, we present a parallel implementation of (MTEA) the (sequential) 

Exact Algorithm EA on a multi-core CPU via multiple threads using OpenMP. Similar 

to EA, we explore the nodes in the search tree level by level. However, multiple nodes 

in the same level are explored in parallel by different threads. The number of nodes that 

can be explored in parallel depends on the number of threads available in the multi-core 

CPU and are automatically scheduled by the scheduler of the CPU. This 

implementation is specifically designed for execution on a multicore CPU via multiple 

threads. All steps are similar to those of EA except that Steps 1 and 2 are carried out in 

in parallel as shown in the algorithm below. 

Multi-Threaded Implementation (MTEA) of Exact Algorithm: 

Input: Two different states 𝑠𝑘 and 𝑠𝑙 of a complete observable FSM S = S, I, O, h 

Output: A shortest distinguishing sequence of states 𝑠𝑘 and 𝑠𝑙 (if it exists) or the 

message that states 𝑠𝑘 and 𝑠𝑙 are non-separable. 

Step 1.  

Let 𝑣1, 𝑣2 be empty vectors that can store a set of integer pairs in each cell. 

//a vector is an array that automatically resizes as needed. Initially a vector has no 

elements. 

Append the initial set { (𝑠𝑘, 𝑠𝑙) } to 𝑣1. 
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Let current-level = 0. 

Step 2.  

While (𝑣1 is not empty) 

Step 2.1. 

Let Y be the number of elements in 𝑣1. 

For k := 0..Y-1 

Create a task 𝑇𝑘 and assign 𝑣1[𝑘] to task 𝑇𝑘. 

//𝑇𝑘 is an independent running task and does not relate to a specific 

thread. Yet it can run in parallel with other tasks. 

End For 

Step 2.2. 

Do in Parallel 

For each Task 𝑇𝑘 call it current-task, do the following: 

For each input Ii : 

Step 2.2.1. 

Let H be the set of pairs assigned to current-task. 

Let P be the set of i-successors of H. 

Step 2.2.2. 

If P is empty under input i: 

Return the sequence of inputs labeling the edges from 

the root node to P. 

Step 2.2.3. 

Consider (a) and (b) as follows: 

a) There exists a node at a jth level, j < current-level, labeled 

with subset R of states such that P  R. 

b) For some pair (s, t) of the set P and some output o, the I/O 

sequence io takes the FSM from states s and t to the same 

state. 

If (a) or (b) applies, then continue (to the next input). 

Else 

Append P to 𝑣2. 

End For 
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End For 

Step 2.3. 

Wait for all tasks to finish. 

Increment current-level by 1. 

 𝑣1 ∶=   𝑣2. 

Clear 𝑣2. 

End While 

Example-6: We apply EA for the machines M/0 (i.e., M in Figure 1 starting at 

the initial state 0) and M/1 (i.e., M starting at the initial state 1). Figure 3 shows the 

(imaginary) tree derived by MTEA for this example (same as the one derived for EA). 

The nodes of the tree are numbered from 𝑛1 to 𝑛11. At Step 1, we create 𝑣1 and 𝑣2, and 

they are initially empty. The set { (0 , 1) } in the root node 𝑛1 is appended to 𝑣1 at 

current-level = 0. At Step 2, we enter the loop because 𝑣1 is not empty, and since it is 

has one element (the set of the root node), Y is set to 1. At step 2.1, we create a task 𝑇0 

for 𝑣1[0]. At step 2.2, 𝑇0 is run. Since we have only one task at this point, there is no 

parallelization so far. Then, we start with input i = a. At step 2.2.1, we let H be the set 

in 𝑛1, and P becomes the set in 𝑛2. At step 2.2.2, P is not empty. At step 2.2.3, neither 

(a) nor (b) applies. Therefore, we append P to 𝑣2. Then we to the next iteration of the 

current loop and we let i = b. Going through the same process, the set in 𝑛3 is appended 

to 𝑣2. There are no more inputs so we go to step 3.6. There was only one task and it 

was done. So we increment current-level by 1. Then we let 𝑣1 ∶=   𝑣2. So at this point 

𝑣1 has the sets in 𝑛2 and 𝑛3 only. Now we clear 𝑣2 and go back to step 2.1 and repeat 

the process. Since 𝑣1 now has two sets, it creates two tasks, and run in parallel (step 

2.2). The sets in 𝑛4 and 𝑛6 satisfy steps 2.2.3(b) and 2.2.3(a), respectively. Therefore, 

they are not appended into 𝑣2 for further exploration. When exploring the set in 𝑛7 

under i = b, the condition in step 2.2.2 is satisfied. Therefore, we return the input 

sequence that takes from the root node to the empty set, that is b b b. 
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Chapter 4. Experimental Evaluation 

This chapter includes the experiments with the implementations of the 

algorithms described in the previous sections. These experiments are conducted using 

randomly generated FSMs with | I | inputs, | O | outputs, | S | states, | T | transitions, min 

degree of non-determinism, and max degree of non-determinism. For every pair (s, i) 

where s is a state and i is an input, min (max) represents the minimum (maximum) 

number of outgoing transitions at state s in the generated machine under i where 1  

min    max   | O |.  We generated machines using various combinations of attributes  

| I | , | O | , | S | , | T |, min, and max as will be illustrated below. Then, for each generated 

machine, we randomly select 5 pairs of states of the machine and for each selected pair 

we run the algorithms and determine length of obtained distinguishing sequence (if it 

exists) and execution time (in milliseconds) taken by the algorithms to find a 

distinguishing sequence or to report that the pair has no distinguishing sequence. Then, 

average length and average time are computed for the conducted experiments over all 

considered machines of the same size (number of transitions). In total, 240 machines 

are derived and thus 1200 experiments were conducted. We note that on average a 

distinguishing sequence has been found for 32.8% percent of all conducted 

experiments. The experiments were obtained using an Intel(R) Core(TM) i5 3210M CPU 

@2.50GHz with 6 GB RAM machine under Windows 7 (64 bit). 

4.1. Comparison Between the EA, HA, MA and GA 

Here we compare the results of EA, HA, MA and GA in terms of execution time 

and average length of obtained sequences. Experiments in this section are conducted 

using machines with the following combinations of attributes: | S | = 100, 300, | I | = 4, 

8, | O | = 4, 8, 10, min = 2, 3, 4, 6, and max = 2, 3, 4, 6, 7. We note that every point in 

the figures below represents the average results of the corresponding experiments of 

machines with the same values of attributes. 

Figure 9 shows the execution time as the number of transitions increases of 

experiments (FSMs) with distinguishing sequences. According to these experiments, 

HA always outperforms EA. At its best, HA is 41 times faster than EA. Also GA always 

outperforms MA. At its best, GA is 5571 times faster than MA. Considering a threshold 
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of 2GB RAM that we set as a limit, EA and HA worked only for machines with up to 

4200 transitions while MA and GA were able to run for all generated machines.  

By construction, EA and HA always find a distinguishing sequence when such 

a sequence exists and if a distinguishing sequence does not exist both algorithms report 

this fact. However, GA and MA might not find a distinguishing sequence even when it 

exists. For experiments with distinguishing sequences, MA found such sequences for 

98.9% of all conducted experiments whereas GA found such sequences for 85.0%. 

Furthermore, EA always finds a shortest sequence (when it exists) and in all conducted 

experiments HA  returned a shortest distinguishing sequence as EA. MA (GA) was able 

to find a shortest distinguishing sequence in 98% (84.5%) of all conducted experiments.  

 

 

Figure 9. Execution Time Versus Number of Transitions for EA, HA, MA and GA 
 

Figure 10 includes the results of EA and HA when distinguishing sequences do 

not exist. Again, HA outperforms EA; however, the difference in execution times is 

less than that reported above for machines with distinguishing sequences. The reason 

for HA having less execution time is that the algorithm favors nodes with fewer pairs; 

therefore, Rule 2 is more likely to apply. For example, in HA a set that contains one 
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Rule 2. On the other hand, EA does not give preference to smaller sets, and hence Rule 

2 applies less in it. 

 

 

Figure 10. Average Time When a Distinguishing Sequence Does not Exist Versus 
Number of Transitions for EA and HA 
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Figure 11. Virtual Memory Used Versus Number of Transitions for EA, HA, MA and 

GA 
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that there is no clear dependence between distinguishing sequence length and the 

number of states. However, for experiments with no distinguishing sequences, 

execution time increases as the number of states increases since the size of the successor 

tree increases. 

 

 

Figure 12. Average Time When a Distinguishing Sequence Exists Versus Number of 

States 
 

 

Figure 13. Average Time When a Distinguishing Sequence Does not Exist Versus 

Number of States 
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Figure 14 depicts execution time of experiments with distinguishing sequences 

as the number of inputs increases. According to these experiments, as the number of 

inputs increases, time of finding a distinguishing sequence slightly decreases; i.e., 

execution time is almost independent of the number of inputs. Similarly, the conducted 

experiments show that distinguishing sequence length is almost independent of the 

number of inputs. 

 

 

Figure 14. Average Time and Sequence Length When Sequence is Found Versus 

Number of Inputs 
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Figure 15. Average Time When Sequence is not Found Versus Number of Inputs 

 

Figure 16 depicts (average) execution time as the number of outputs increases 
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execution time decreases as the number of outputs increases. This is due to the fact that 
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Figure 16. Average Time and Sequence Length When Sequence is Found Versus 

Number of Outputs 

 

 

Figure 17. Average Time When Sequence is not Found Versus Number of Outputs 
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increase while increasing min as more sets with repeated states under each input are 

obtained in the tree and these sets would most likely include previously examined sets, 

and thus this terminates the search for such sets. We recall that in EA/HA encountering 

a set with a repeated state or a set that includes a previously explored set are conditions 

(Rule 1 and 2) to stop any further search (deriving successors) from a current node. 

Moreover, we note that increasing min decreases the possibility of finding a 

distinguishing sequence as shown in the experiments depicted in Figure 20.  

 

 

Figure 18. Average Time and Sequence Length When a Distinguishing Sequence 

Exists Versus Minimum Non-Determinism 

 

 

Figure 19. Average Time When Sequence is not Found Versus Minimum Non-

Determinism 
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Figure 20. Percentage of Experiments Where a Sequence is Found Versus Minimum 

Non-Determinism 
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can handle up to 12 threads at once. The experiments were obtained using an Intel(R) 
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Xeon(R) CPU E5-2640 CPU @2.50GHz with 64 GB RAM - 12 cores machine under 

Kubuntu 14.04 (64 bit).  

Experiments in this section are conducted using machines with the following 

combinations: | I | = 4, | O | = 8, min = 4, max = 4 and number of states | S | ranging 

from 50 to 100.  Figure 21 shows speedup of MTEA, calculated as  

𝑺𝒑𝒆𝒆𝒅𝒖𝒑(𝑴𝑻𝑬𝑨) =  
𝑇𝑖𝑚𝑒(𝑆𝑒𝑞𝑢𝑒𝑛𝑡𝑖𝑎𝑙 𝐸𝐴)

𝑇𝑖𝑚𝑒 (𝑀𝑇𝐸𝐴)
                                      (2) 

As shown, the speedup increases as the number of threads increases. However, 

it is a nonlinear increase with a decreasing slope. This goes back to the fact that every 

level in the search tree has to be completely explored before going to the next level. For 

example, if we have 12 threads, and there is only one node remaining in the current 

level of the search tree, then only one thread would be exploring this node while the 

other 11 are idle. So increasing number of threads increases speedup, but decreases 

efficiency. 

 

 

Figure 21. Speedup of MTEA Versus Number of Threads 

 

Figure 22 shows efficiency of MTEA, calculated as  

𝑬𝒇𝒇𝒊𝒄𝒊𝒆𝒏𝒄𝒚(𝑴𝑻𝑬𝑨) =  
𝑆𝑝𝑒𝑒𝑑𝑢𝑝(𝑀𝑇𝐸𝐴)

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡ℎ𝑟𝑒𝑎𝑑𝑠
                                    (3) 
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When using 2 threads, the ideal scenario is to get a speedup of 2, and hence an 

efficiency of 1. Similarly, the ideal speedup when using N threads is equal to N, and the 

ideal efficiency would be 1. However, as we have seen previously, speedup does not 

increase linearly with the increase of threads. Therefore, decrease in efficiency is 

clearly expected.  

 

 

Figure 22. Efficiency of MTEA Versus Number of Threads 
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Chapter 5. Conclusion and Summary of Obtained Results 

  In this thesis we considered the problem of deriving distinguishing sequences 

for nondeterministic finite state machines (FSMs). In particular, we presented three 

heuristics for the derivation of distinguishing sequences for pairs of states of a 

nondeterministic FSM specification. The first heuristic (HA) is based on modifying an 

existing algorithm, called exact algorithm (EA), by introducing an appropriate cost 

function that guides the derivation process. A genetic algorithm (GA) is presented to 

search for a solution by evolving a set of input sequences, representing a population of 

possible solutions to the problem, using a fitness function and a crossover operator that 

are properly designed for the considered problem. In addition, a mutation based 

algorithm (MA) is proposed for searching for a distinguishing sequence by 

appropriately mutating a randomly generated possible candidate solution. Experiments 

were conducted to assess the performance of considered heuristics and the exact 

algorithm with respect to execution time and length of the obtained sequence (solution 

quality). Furthermore, we assessed the impact of varying the number of states, inputs, 

outputs, and degree of non-determinism. Finally in addition to the three proposed 

heuristics, we present a parallel multithreaded implementation of the exact algorithm 

(MTEA) using Open Multi-Processing. Experiments are conducted to assess the 

performance of the parallel implementation as compared to the sequential using both 

execution time speedup and efficiency. 

In summary, HA always outperforms EA in terms of execution time. In the best 

case, HA is 41 times faster than EA; in addition, for some special machines with 

shortest distinguishing sequences of exponential length (unlike HA) EA could not find 

a solution. GA always outperforms MA and in the best case, GA is 5571 times faster 

than MA. For machines with less than 2000 transitions, the best performing algorithms 

were HA, then GA and EA, followed by MA. For machines with more than 2000 

transitions, the best are HA, then GA, then MA, followed by EA. In many cases, for 

machines with more than 4200 transitions, EA and HA do not find distinguishing 

sequences even when such sequences exist. Further, GA always outperformed MA 

when both algorithms find a solution. In terms of memory consumption, EA and HA 

almost always have higher memory consumption than MA and GA; in addition, unlike 
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EA and HA, GA and MA are not very affected by considering machines with more 

transitions. Furthermore, in general: 

1) There is no clear indication that increasing the number of transitions yields 

significant increase in execution time.  

2) Increasing the number of states yields less increase of execution time of FSMs 

with distinguishing sequences than of FSMs without distinguishing sequences. 

The latter is due to the fact that when there is no distinguishing sequence, size 

of the (truncated) successor tree increases as the number of states increases and 

in order to confirm that there is no distinguishing sequence the whole successor 

tree has to be derived.  

3) As the number of inputs increases, execution time slightly decreases when 

distinguishing sequences exist whereas it increases when distinguishing 

sequences do not exist.   

4) As the number of outputs increases, execution time decreases when 

distinguishing sequences exist whereas it increases when distinguishing 

sequences do not exist. 

5) As the minimum degree of non-determinism increases, execution time increases 

when distinguishing sequences exist whereas it decreases when distinguishing 

sequences do not exist. 

6) When distinguishing sequences exist:  

a) Increasing the number of states does not affect length of obtained 

distinguishing sequences. 

b) As the number of inputs increases, length of obtained distinguishing 

sequences decreases. 

c) As the number of outputs increases, length of distinguishing sequences 

decreases. 

d) As the minimum degree of non-determinism increases, length of 

distinguishing sequences slightly increases. 

According to our experiments, the speedup of EAMT as compared to EA, 

calculated as the time taken by EA divided by the time taken by EAMT, ranges from 

1.16 when using 2 threads to 2.71 when using 12 threads. The efficiency of EAMT, 
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calculated as speedup divided by number of threads, ranges from 0.58 when using 2 

threads to 0.23 when using 12 threads. 

In this thesis, we consider complete specification machines. Thus, as usual, it 

would be interesting to adapt and generalize the proposed work to partial specification 

machines. In this case, experiments can be carried out not using randomly generated 

machines but also some realistic application examples as those reported in [78]. 

Furthermore, in this thesis we consider preset distinguishing sequences and a possible 

future work is to adapt the proposed heuristics for the derivation of adaptive 

distinguishing sequences.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



53 
 

References 

[1] G. J. Myers, C. Sandler, and T. Badgett, The Art of Software Testing: John Wiley 

& Sons, 2011. 

[2] P. C. Jorgensen, Software Testing: A Craftsman’s Approach: CRC press, 2013. 

[3] W. Grieskamp, N. Kicillof, D. MacDonald, A. Nandan, K. Stobie, and F. 

Wurden, "Model-based quality assurance of Windows protocol 

documentation," in Proceedings of the 1st International Conference 

on Software Testing, Verification, and Validation, 2008, pp. 502-506. 

[4] F. Belli, A. T. Endo, M. Linschulte, and A. Simao, "A holistic approach to 

model‐based testing of web service compositions," Software: Practice and 

Experience, vol. 44, pp. 201-234, 2014. 

[5] D. Amalfitano, A. R. Fasolino, P. Tramontana, B. D. Ta, and A. M. Memon, 

"MobiGUITAR: Automated model-based testing of mobile apps," IEEE 

Software, vol. 32, pp. 53-59, 2015. 

[6] M. C. Qu, N. G. Cui, Y. N. Zhang, X. H. Wu, and B. S. Zou, "Embedded 

software testing requirements modeling and automatic test case generation 

based on multiple graphs," Advanced Science Letters, vol. 21, pp. 3530-3535, 

2015. 

[7] S. Iftikhar, M. Z. Iqbal, M. U. Khan, and W. Mahmood, "An automated model 

based testing approach for platform games," in Proceedings of the 18th 

International Conference on Model Driven Engineering Languages and 

Systems (MODELS), 2015, pp. 426-435. 

[8] H. Javed, N. M. Minhas, A. Abbas, and F. M. Riaz, "Model based testing for 

web applications: A literature survey presented," Journal of Software, vol. 11, 

2016. 

[9] Z. Gao, C. Cecati, and S. X. Ding, "A survey of fault diagnosis and fault-tolerant 

techniques," IEEE Transactions on Industrial Electronics, vol. 62, pp. 3757-

3767, 2015. 

[10] S. Mohacsi, M. Felderer, and A. Beer, "Estimating the cost and benefit of 

model-based testing: A decision support procedure for the application of model-

based testing in industry," in Proceedings of the 41st Euromicro Conference 

on Software Engineering and Advanced Applications (SEAA), 2015, pp. 382-

389. 

[11] M. Klas, T. Bauer, A. Dereani, T. Soderqvist, and P. Helle, "A large-scale 

technology evaluation study: effects of model-based analysis and testing," in 

Proceedings of the 37th IEEE International Conference on Software 

Engineering (ICSE), 2015, pp. 119-128. 



54 
 

[12] F. Belli, C. J. Budnik, A. Hollmann, T. Tuglular, and W. E. Wong, "Model-

based mutation testing–approach and case studies," Science of Computer 

Programming, vol. 120, pp. 25-48, 2016. 

[13] R. Lai, "A survey of communication protocol testing," Journal of Systems and 

Software, vol. 62, pp. 21-46, 2002. 

[14] A. V. Aho, R. Sethi, and J. D. Ullman, Compilers, Principles, Techniques: 

Addison Wesley, 1986. 

[15] A. Rockstrom and R. Saracco, "SDL-CCITT specification and description 

language," IEEE Transactions on Communications, vol. 30, pp. 1310-1318, 

1982. 

[16] Z. Kohavi and J. Niraj, Switching and Finite Automata Theory: Cambridge 

University Press, 2009. 

[17] A. P. Mathur, Foundations of Software Testing, 2/e: Pearson Education India, 

2008. 

[18] R. Dorofeeva, K. El-Fakih, S. Maag, A. R. Cavalli, and N. Yevtushenko, "FSM-

based conformance testing methods: A survey annotated with experimental 

evaluation," Information and Software Technology, vol. 52, pp. 1286-1297, 

2010. 

[19] A. R. Cavalli, T. Higashino, and M. Núñez, "A survey on formal active and 

passive testing with applications to the cloud," Annals of Telecommunications-

Annales des Télécommunications, vol. 70, pp. 85-93, 2015. 

[20] D. Lee and M. Yannakakis, "Principles and methods of testing finite state 

machines-a survey," Proceedings of the IEEE, vol. 84, pp. 1090-1123, 1996. 

[21] G. Bochmann and A. Petrenko, "Protocol testing: review of methods and 

relevance for software testing," in Proceedings of ACM SIGSOFT International 

Symposium on Software Testing and Analysis, 1994, pp. 109-124. 

[22] A. Petrenko and J. Maldonado, "Comparing finite state machine test coverage 

criteria (Selected papers from SBES'07)," IET software, vol. 3, pp. 91-105, 

2009. 

[23] K. Sabnani and A. Dahbura, "A protocol test generation procedure," Computer 

Networks and ISDN systems, vol. 15, pp. 285-297, 1988. 

[24] D. P. Sidhu and T. K. Leung, "Formal methods for protocol testing: A detailed 

study," IEEE Transactions on Software Engineering, vol. 15, pp. 413-426, 

1989. 

[25] A. Benharref, R. Dssouli, M. A. Serhani, A. En-Nouaary, and R. Glitho, "New 

approach for EFSM-based passive testing of web services," in Testing of 

Software and Communicating Systems, Springer, 2007, pp. 13-27. 



55 
 

[26] S. Hallé and R. Villemaire, "Runtime monitoring of web service choreographies 

using streaming XML," in Proceedings of the 2009 ACM Symposium on Applied 

Computing, 2009, pp. 2118-2125. 

[27] G. Morales, S. Maag, A. Cavalli, W. Mallouli, E. M. De Oca, and B. Wehbi, 

"Timed extended invariants for the passive testing of web services," in 

Proceedings of the IEEE International Conference on Web Services (ICWS), 

2010, pp. 592-599. 

[28] J. Simmonds, "Dynamic analysis of web services," Ph.D. Thesis, University of 

Toronto, 2011. 

[29] M. Haydar, A. Petrenko, and H. Sahraoui, "Formal verification of web 

applications modeled by communicating automata," in Formal Techniques for 

Networked and Distributed Systems, Springer, 2004, pp. 115-132. 

[30] T. S. Chow, "Testing software design modeled by finite-state machines," IEEE 

Transactions on Software Engineering, vol. 4, p. 178, 1978. 

[31] A. D. Friedman and P. R. Menon, Fault Detection in Digital Circuits: Prentice 

Hall, 1971. 

[32] F. Belli, "Finite state testing and analysis of graphical user interfaces," in 

Proceedings of the 12th International Symposium on Software Reliability 

Engineering, 2001, pp. 34-43. 

[33] I. Burdonov, A. Kossatchev, A. Petrenko, and D. Galter, "Kvest: Automated 

generation of test suites from formal specifications," in Formal Methods, 

Springer, 1999, pp. 608-621. 

[34] R. Binder, Testing object-oriented systems: models, patterns, and tools: 

Addison-Wesley Professional, 2000. 

[35] Y. Dong, Z. Li, Y. Cheng, and H. Zhao, "A model driven testing solution for 

embedded system with Simulink/stateflow model," in Proceedings of the 2nd 

International Conference on Trustworthy Systems and Their Applications, 

2015, pp. 24-29. 

[36] K. El-Fakih and N. Yevtushenko, "Test translation for embedded finite state 

machine components," submitted for publication in Acta Informatica. 

[37] W. Grieskamp, N. Kicillof, K. Stobie, and V. Braberman, "Model‐based quality 

assurance of protocol documentation: tools and methodology," Software 

Testing, Verification and Reliability, vol. 21, pp. 55-71, 2011. 

[38] A. Gill, "State-identification experiments in finite automata," Information and 

Control, vol. 4, pp. 132-154, 1961. 

[39] D. Lee and M. Yannakakis, "Testing finite-state machines: State identification 

and verification," IEEE Transactions on computers, vol. 43, pp. 306-320, 1994. 



56 
 

[40] E. F. Moore, "Gedanken-experiments on sequential machines," Automata 

studies, vol. 34, pp. 129-153, 1956. 

[41] S. C. Fabbri, M. E. Delamaro, J. C. Maldonado, and P. C. Masiero, "Mutation 

analysis testing for finite state machines," in Proceedings of the 5th 

International Symposium on Software Reliability Engineering, 1994, pp. 220-

229. 

[42] J. H. Li, G. X. Dai, and H. H. Li, "Mutation analysis for testing finite state 

machines," in Proceedings of the 2nd International Symposium on Electronic 

Commerce and Security, 2009, pp. 620-624. 

[43] A. Ghedamsi, G. Bochmann, and R. Dssouli, "Multiple fault diagnosis for finite 

state machines," in Proceedings of the 12th Annual Joint Conference of the 

IEEE Computer and Communications Societies. Networking: Foundation for 

the Future, 1993, pp. 782-791. 

[44] A. Ghedamsi, R. Dssouli, and G. v. Bochmann, "Diagnostic tests for single 

transition faults in non-deterministic finite state machines," in Proceedings of 

the 5th International Workshop on Protocol Test Systems, 1992, pp. 105-116. 

[45] K. El-Fakih, N. Yevtushenko, and G. v. Bochmann, "Diagnosing multiple faults 

in communicating finite state machines," in Formal Techniques for Networked 

and Distributed Systems, 2002, pp. 85-100. 

[46] K. El-Fakih, S. Prokopenko, N. Yevtushenko, and G. V. Bochmann, "Fault 

diagnosis in extended finite state machines," in IFIP International Conference 

on Testing of Software and Communicating Systems, 2003, pp. 197-210. 

[47] R. Alur, C. Courcoubetis, and M. Yannakakis, "Distinguishing tests for 

nondeterministic and probabilistic machines," in Proceedings of the 27th 

Annual ACM Symposium on Theory of Computing, 1995, pp. 363-372. 

[48] N. Spitsyna, K. El‐Fakih, and N. Yevtushenko, "Studying the separability 

relation between finite state machines," Software Testing, Verification and 

Reliability, vol. 17, pp. 227-241, 2007. 

[49] N. Kushik, K. El-Fakih, and N. Yevtushenko, "Adaptive homing and 

distinguishing experiments for nondeterministic finite state machines," in 

Testing Software and Systems, Springer, 2013, pp. 33-48. 

[50] N. Kushik, K. El-Fakih, N. Yevtushenko, and A. R. Cavalli, "On adaptive 

experiments for nondeterministic finite state machines," International Journal 

on Software Tools for Technology Transfer, vol. 18, pp. 251-264, 2016. 

[51] R. M. Hierons and U. C. Türker, "Distinguishing sequences for partially 

specified FSMs," in NASA Formal Methods, Springer, 2014, pp. 62-76. 

[52] U. C. Türker and H. Yenigün, "Hardness and inapproximability of minimizing 

adaptive distinguishing sequences," Formal Methods in System Design, vol. 44, 

pp. 264-294, 2014. 



57 
 

[53] U. C. Türker, T. Ünlüyurt, and H. Yenigün, "Effective algorithms for 

constructing minimum cost adaptive distinguishing sequences," Information 

and Software Technology, vol. 74, pp. 69-85, 2016. 

[54] C. Güniçen, K. Inan, U. C. Türker, and H. Yenigün, "The relation between 

preset distinguishing sequences and synchronizing sequences," Formal Aspects 

of Computing, vol. 26, pp. 1153-1167, 2014. 

[55] C. Güniçen, G.-V. Jourdan, and H. Yenigün, "Using multiple adaptive 

distinguishing sequences for checking sequence generation," in Testing 

Software and Systems, Springer, 2015, pp. 19-34. 

[56] P. H. Starke, Abstract Automata: American Elsevier, 1972. 

[57] A. Bianco and L. De Alfaro, "Model checking of probabilistic and 

nondeterministic systems," in Proceedings of Foundations of Software 

Technology and Theoretical Computer Science, 1995, pp. 499-513. 

[58] R. M. Hierons, "Testing from a nondeterministic finite state machine using 

adaptive state counting," IEEE Transactions on Computers, vol. 53, pp. 1330-

1342, 2004. 

[59] I. Hwang, N. Yevtushenko, and A. Cavalli, "Tight bound on the length of 

distinguishing sequences for non-observable nondeterministic finite-state 

machines with a polynomial number of inputs and outputs," Information 

Processing Letters, vol. 112, pp. 298-301, 2012. 

[60] F. Zhang and T. Y. Cheung, "Optimal transfer trees and distinguishing trees for 

testing observable nondeterministic finite-state machines," IEEE Transactions 

on Software Engineering, vol. 29, pp. 1-14, 2003. 

[61] K. Miettinen, Evolutionary Algorithms in Engineering and Computer Science: 

John Wiley & Sons, 1999. 

[62] M. Gen and R. Cheng, Genetic Algorithms and Engineering Optimization vol. 

7. John Wiley & Sons, 2000. 

[63] C. Sharma, S. Sabharwal, and R. Sibal, "A survey on software testing techniques 

using genetic algorithm," arXiv preprint arXiv:1411.1154, 2014. 

[64] C. Sharma, S. Sabharwal, and R. Sibal, "Applying genetic algorithm for 

prioritization of test case scenarios derived from UML diagrams," arXiv 

preprint arXiv:1410.4838, 2014. 

[65] J. V. Tembhurne and S. R. Sathe, "Performance evaluation of long integer 

multiplication using OpenMP and MPI on shared memory architecture," in 

Proceedings of the 7th International Conference on Contemporary Computing 

(IC3), 2014, pp. 283-288. 

[66] R. L. Martino, C. A. Johnson, E. B. Suh, B. L. Trus, and T. K. Yap, "Parallel 

computing in biomedical research," Science, vol. 265, pp. 902-908, 1994. 



58 
 

[67] H. Kalva, A. Colic, A. Garcia, and B. Furht, "Parallel programming for 

multimedia applications," Multimedia Tools and Applications, vol. 51, pp. 801-

818, 2011. 

[68] G. Barlas, Multicore and GPU Programming: An Integrated Approach: 

Elsevier, 2014. 

[69] M. N. Sokolovskii, "Diagnostic experiments with automata," Cybernetics and 

Systems Analysis, vol. 7, pp. 988-994, 1971. 

[70] N. Kushik and N. Yevtushenko, "On the length of homing sequences for 

nondeterministic finite state machines," in Implementation and Application of 

Automata, Springer, 2013, pp. 220-231. 

[71] N. Kushik, K. El-Fakih, N. Yevtushenko, and A. R. Cavalli, "On adaptive 

experiments for nondeterministic finite state machines," International Journal 

on Software Tools for Technology Transfer, pp. 1-14, 2014. 

[72] K. El-Fakih, N. Yevtushenko, and N. Kushik, "Establishing the reachability of 

the exponential upper bound of adaptive distinguishing experiments for 

nondeterministic finite state machines," submitted for publication in Acta 

Informatica. 

[73] M. Ali, "Parallel algorithms for distinguishing nondeterministic finite state 

machines," M.S. Thesis, Department of Computer Science and Engineering, 

American University of Sharjah, Sharjah, United Arab Emirates, 2015. 

[74] D. E. Goldberg, Genetic Algorithms in Search Optimization and Machine 

Learning: Addison-Wesley, 1989. 

[75] E. Wang, Q. Zhang, B. Shen, G. Zhang, X. Lu, Q. Wu, et al., "Fundamentals of 

OpenMP and MPI programming," in High-Performance Computing on the 

Intel® Xeon Phi™, Springer, 2014, pp. 61-72. 

[76] Y. Wang, Z. Y. Fang, H. Zhang, and A. Liu, "Designing a parallel switch 

simulator based on OpenMP," Applied Mechanics and Materials, vol. 644, pp. 

3834-3839, 2014. 

[77] J. E. Baker, "Adaptive selection methods for genetic algorithms," in 

Proceedings of the 1st International Conference on Genetic Algorithms and 

Their Applications, 1985, pp. 101-111. 

[78] F. Brglez, "ACM/SIGMOD benchmark dataset," 1996. 

 

 

 

 



59 
 

Vita 

Abdul Rahim Haddad was born on June 27, 1990, in Ajman, United Arab 

Emirates. He was educated in private schools in the UAE and graduated from school in 

2009. 

He studied at the American University of Sharjah in Sharjah, UAE, from which 

he graduated in 2014 and obtained a Bachelor of Science in Computer Science. 

After graduating, Mr. Abdul Rahim joined the Master’s program in Computer 

Engineering at the American University of Sharjah. 

 


